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Error Models

Example

Error model with transient, hot and permanent faults/failures
 Transient: Recovery after some delay;
» Hot: Recovery after restart/reset of device;
* Permanent: Recovery not possible, device lost.

[200,400]ms

O
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Error Models

Example

Error model with transient, hot and permanent faults/failures
 Transient: Recovery after some delay;
» Hot: Recovery after restart/reset of device;
* Permanent: Recovery not possible, device lost.

[200,400]ms

O

reset

Probabilistic error occurrences : Faults happen after some random delay.
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Error Models

-- Error model with transient, hot and permanent failures
error model gpsError
features
nok : out error propagation;
end gpsError;

error model implementation gpsError.i

end gpsError.i;
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Error Models

-- Error model with transient, hot and permanent failures
error model gpsError
features
nok : out error propagation;
end gpsError;

error model implementation gpsError.i

events
transient_fault : error event occurrence poisson 0.001 per hour;
hot_fault : error event occurrence poisson 0.001 per day;
permanent_fault : error event occurrence poisson 0.001 per day;

end gpsError.i;
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Error Models

-- Error model with transient,
error model gpsError
features

nok : out error propagation;

end gpsError;

error model implementation gpsError.i

events
transient_fault
hot_fault
permanent_fault

states
ok
transient_failure_prop
transient_failure
hot_failure_prop
hot_failure
permanent_failure_prop
permanent_failure

end gpsError.i;

hot and permanent failures

error event occurrence poisson 0.001 per hour;
error event occurrence poisson 0.001 per day;
error event occurrence poisson 0.001 per day;

initial state;

error
error
error
error
error
error

state;
state urgent in 400 msec;
state;
state;
state;
state;
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Error Models

-- Error model with transient,
error model gpsError
features

hot and permanent failures

nok : out error propagation;

end gpsError;

error model implementation gpsError.i

events
transient_fault
hot_fault
permanent_fault

states
ok
transient_failure_prop
transient_failure
hot_failure_prop
hot_failure
permanent_failure_prop
permanent_failure

transitions
ok
transient_failure_prop
transient_failure
ok
hot_failure_prop
hot_failure
transient_failure
ok
permanent_failure_prop

end gpsError.i;

error event occurrence poisson 0.001 per hour;
error event occurrence poisson 0.001 per day;
error event occurrence poisson 0.001 per day;

initial state;
error state;

error state urgent in 400 msec;

error state;
error state;
error state;
error state;

transient_fault
nok

nok within 200 msec to 400 msec

hot_fault

nok

Qactivation
Qactivation
permanent_fault
nok

e
|
VvV VV V V V V V.YV

transient_failure_prop;

transient_failure;
ok;
hot_failure_prop;
hot_failure;

ok;

ok;

permanent_failure_prop;

permanent_failure;
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Tool Support

sensorfiter.slim
sensorfiterErr slim

L‘!_'J _ default__:MonitorImpl sensorfiter.slim

[gj_defaurt_::A.cquis'rtion.lmpl sensorfiter.slim

| compiling 'sensorfilter.slim'... OK
Ccompiling 'sensorfilterErr.slim'.,.. 0K

Loading fault injections 'sensorfilter, fixml'...

= Loaded 8 of 8 fault injections.

COMPASS Toolset

_ defautt__;:SensorFailures Impl
_ defautt_::SensorFailures Impl
_ defautt__;:SensorFailures Impl
_ defautt__;:SensorFailures Impl
_ defautt__::SensorFailures Impl
_ defautt__;:SensorFailures Impl
_ defautt__::SensorFailures Impl

_ defautt__;:SensorFailures Impl

Dead
Glitched
Driftec
Driftecl2
Deacd
Glitched
Driftect
Driftec2

sensors.sensorl output := 50
sensors.sensorl output (= output + 10
sensors.sensorl .output -= output + 1
sensors.sensorl output (= output + 2
sensors.sensor2 output (= 50
sensors.sensor output (= output + 10
sensors.sensor2 output (= output + 1

sensors.sensor. output (= output + 2
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Tool Support

COMPASS Toolset

sensorfiter.slim @] _ defautt__;:SensorFailures Impl Dead sensors.sensorl output := 50
[&] _ defautt_ ::SensorFailures Impl Glitched sensors.sensorl output (= output + 10
[&] _ defautt__;:SensorFailur
[&] _ defautt__;:SensorFailur
[&] _ defautt__::SensorFailur

[&] __defautt__:SensorFailur

| _defaut_SensorFailur __defautt_ SensorFailures Imp W
[&] __defautt__:SensorFailur

sensorfiterErr slim

Mew Fault Injection

Error Model

[&J _ default__:MonitorImpl sensorfiter.slim

[éj_defaurt_::A.cquis'rtinn.lmpl sensorfiter.slim

| compiling 'sensorfilter.slim'... OK
Ccompiling 'sensorfilterErr.slim'.,.. 0K

Loading fault injections 'sensorfilter. fixml'... OK
= Loaded 8 of 8 fault injections.
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Integrating Erroneous and Nominal Behaviour

Automatic
Model Extension

Extended Model =
nominal +

error effects +
degraded behavior
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Model Extension by Example

Nominal behaviour Error behaviour

L= fail
idle —2" wait ok & failed

recover
cnt FN ﬁ]t =2

active | ) cnt := cnt+1

v

v
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Model Extension by Example

Nominal behaviour Fault injection Error behaviour

o ) fail
dle =1 i failed: cnt := -1 ok &  failed

recover
cnt FN ﬁ]t =2

active | ) cnt := cnt+1

A

v
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Model Extension by Example

Nominal behaviour

idle

cnt ;=1

cnt :='N ﬁﬂ =7

wait

v

active

Extended model

cnt := cnt+1 C

cnt

=0

Fault injection Error behaviour
failed: cnt := -1 ok Iz (el > failed
recover
= cnt+1
_ fail: cnt := -1 _
idle#tok = > idlettfailed
recover
cnt ;=1 cnt ;= -1
v fail: cnt := -1 v
wait#ok [« > wait#failed cnt ;= -1
recover
cnt:=2 cnt ;= -1
— fail: cnt := -1 v
active#tok = 2 active#failedj cnt ;= -1
recover
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Effect of Fault Injections (from Satellite Case Study [ICSE 2012])

Single earth sensor RE: |

signal failure 1 B Multiplication of state space

Double earth sensors 11
signal failure ]2

Propulsion failure ===

,,,,,, 21 3563
AOCS equipments [Ty

failure |l 7

E Number of injections

All reactionwheel failures s
Single reactionwheel R\ 10
failure ol g

Processor module 1372

failures

Complete earth sensor
failure

Reactionwheel + earth
sensor failures

1 10 100 1000 10000 100000 1000000
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Contribution to AADL Error Model Annex (V2): Error State History

- EMA:
initial error state | error state
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Contribution to AADL Error Model Annex (V2): Error State History

* EMA:
initial error state | error state

- COMPASS:

initial state | activation state | error state

— initial state: like initial error state, but supporting error state history

= after reactivation of component, error model resumes error state from last deactivation
= appropriate for hardware components

— activation state: like initial error state, but without error state history

= after reactivation of component, error model reset to activation state
= appropriate for software components

— error state: like EMA error state
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Possible Future Extensions

Current fault injection mechanism

S: d := f means that while being in error state s, the assignment d .= fis
active, where d is a data element and f the fault effect.
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Possible Future Extensions

Current fault injection mechanism

S: d := f means that while being in error state s, the assignment d .= fis
active, where d is a data element and f the fault effect.

Possible extensions to increase expressiveness and usability

* Transient fault effects
— only when entering state s, the assignment d .= fis performed

* Error-triggered nominal transitions
— error transition s — s’ causes mode transition m — m’

* Disabling of nominal transitions
— while being in error state s, nominal event e is disabled
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The End
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