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Main objective of the CSSP
T

O A model-based requirements specification approach
in the System & Software Development Lifecycle.

o Early discovery and resolution of design correctness
and consistency issues

m verification of design models against formal properties derived
from the requirements

o Ultimate Aim:

® to reduce the high cost of corrective measures applied in the
late phases of the lifecycle.
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Requirements, properties & design models
pay
o System and software requirements

® conditions or capabilities in natural language to be met by the
system or a software component under design

0 Design model

B abstract representation of the “physical” system in a modelling
language with formal semantics

O Each requirement can be formally captured by properties:

m specifications for entities and events of a design model that
constrain the structure and the behaviour of the system; ensure that
the corresponding requirements are properly covered
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Example (natural language requirements)
T

0 From the CubETH satellite On-Board software:

A. Mavridou, E. Stachtiari, S. Bliudze, A. lvanov, P. Katsaros, J. Sifakis. Architecture-based Design:
A Satellite On-board Software Case Study. 13th Int. Conf. on Formal Aspects of Component
Software (FACS 2016), Besancon, France, 2016

m The CDMS shall have a Housekeeping activity dedicated to each
subsystem (HK-001).

® When line-of-sight communication is possible, housekeeping information
shall be transmitted through the COM subsystem (HK-003).

® When line-of-sight communication is not possible, housekeeping information
shall be written to the non-volatile flash memory (HK-004).

® A Housekeeping subsystem shall have the following states: NOMINAL,
ANOMALY, and CRITICAL_FAILURE (HK-005).

m If a process failure occurs or if the engineering data are not correct, the
subsystem shall enter the ANOMALY state (HK-007).

m After MAX seconds in ANOMALY, the subsystem shall enter the CRITICAL_
FAILURE state (HK-008).
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Example (contd): design model in BIP

o0 Design model for the CubETH satellite On-Board software
(only the interactions are shown):

| MEMORY_

LIBRARY
PL_to_TC checkCRC

Payload I setRead
setWrite
CDMS status |

MESSAGE_
LIBRARY

read
checkCRC

Q 12C_sat_ |
% composeMessage 9: badCRC cond LIBRARY
| masterWrite
12C_ask @ decodeMesse & poll masterRead
(= \(
12C_res

errorl

CK_to_ MEND

HK_to_I2
| (AT CDMSl HK PL |
HK_to_I2C_
NOFAIL

K_to_12C\
NOFAIL

enable_HK disable_HK enable_PSdisable_PS
4

K_to_I2C
NOFAIL

NOFAIC HK_to_I2C>

enable_HK disable_HK enable_PS disable_PS
gy

nable_HKdisable_HK enable_PS disable_PS

enable_HK disable_HK enable_PS disable_PS
—y \ 4 4

. CDMS PL EPS COM  CDMS PL EPS COM CDMS PL EPS COM CDMS PL EPS COM Log
T T T §
< < o o'
i<} el = 2
] ] ] o
c c c e
5 5} @ o
K-
< = 4} G Error Loggingl
2 @2 = K2}
& s3. 5 & s3_6 = I s15_1 = | s15_2




Catalogue Of System & Software Properties
ESA/ESTEC - Dec. 7, 2016

Example (contd): requirements & properties
N

O Requirements & formal properties in Computational Tree
temporal Logic (CTL) from the CubETH satellite On-Board
software:

B When line-of-sight communication is possible, housekeeping information shall
be transmitted through the COM subsystem (HK-003).
AG (HKPL ask I2C TTC — HKPL PSModeMngment inState(TTC))

B When line-of-sight communication is not possible, housekeeping information
shall be written to the non-volatile flash memory (HK-004).

AG (HKPL mem write req — HKPL PSModeMngment inState(MEMORY))

Whether line-of-sight communication is (not) possible depends on the satellite’s
visibility status from the ground.

m  TTC mode: line of sight communication is possible

®  MEMORY mode: line of sight communication is not possible
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Verifiability & abstraction levels
7
O Design correctness:

m enforcement of formal properties by construction by applying
known solutions to the design model (architectural patterns)

® a posteriori formal verification of the design model for properties
that cannot be enforced

O For the properties to be verifiable, they can refer only to
model elements representing valid entities for the current
development phase.

o Different abstraction levels of design along the
development lifecycle (e.g., system, avionics, software).

® Properties at a particular level will have to be consistent.

m Established properties must be preserved at lower abstraction
levels.



Catalogue Of System & Software Properties
ESA/ESTEC - Dec. 7, 2016

Catalogue of System & Software Properties (CSSP)

Categories
per abstraction level
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Catalogue of System & Software Properties (CSSP)

Categories
per abstraction level

Boilerplates:
requirement patterns with placeholders for concepts

<event> <system> <action> <quantity> <unit>

if {888t moves into an occupied zone ‘ ot control ‘ shall stop foBGE within ﬁ | Ims ‘
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Catalogue of System & Software Properties (CSSP)

Categories
per abstraction level

Boilerplates:
requirement patterns with placeholders for concepts

<event> <system> <action> <quantity> <unit>
if [f8BBE moves into an occupied zone | f@B8t control shall [stop FgB6t | within 8] ms
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base with
class instances

CSSP Ontology: explicit specification of a
shared conceptual model of the domain
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Catalogue of System & Software Properties (CSSP)

categories comprise

Categories

per abstraction level

Boilerplates:
requirement patterns with placeholders for concepts

<event> <system> <action> <quantity> <unit>
C if [f8BBE moves into an occupied zone | f@B8t control shall [stop FgB6t | within 8] ms
. .'0 ...~ “. “ ‘- .: 0” “‘
Requirements U concepts ; -
mapped-to . -

Knowledge

base with
class instances

CSSP Ontology: explicit specification of a
shared conceptual model of the domain



Catalogue Of System & Software Properties
ESA/ESTEC - Dec. 7, 2016

Catalogue of System & Software Properties (CSSP)

categories comprise

Categories

per abstraction level

Boilerplates:
requirement patterns with placeholders for concepts

<event> <system> <action> <quantity> <unit>
if [f8BBE moves into an occupied zone | f@B8t control shall [stop FgB6t | within 8] ms
by, by . 5 . B R v
.. ., 0’ N 4 K, R . L
.. . . . A . - .
. . s, - . . & o $ .t
. .
Requirements T 2 Y : .
3, 4 .Cjoncepfs <L
. .
s, ‘. . " 3 -
s
dpped-to .

%, *. . . A

LS . . A

R

. %, . “ .

& . . . * A -

.
by M . 0‘0 ‘; "

Knowledge

base with
class instances

CSSP Ontology: explicit specification of a
shared conceptual model of the domain



Catalogue Of System & Software Properties
ESA/ESTEC - Dec. 7, 2016

Catalogue of System & Software Properties (CSSP)

categories comprise

Categories

per abstraction level

Boilerplates:
requirement patterns with placeholders for concepts

<event> <system> <action> <quantity> <unit>
C if [f8BBE moves into an occupied zone | febot control shall 'stop foBBt | within 8] ms
Requirements 3
.. -.concepts . % C
‘mapped-to -
.l w . o elementary components found by
— querying
Knowledge 'y _
base with 2 L
class instances b1 f1 bz
b p——c] Q)
CSSP Ontology: explicit specification of a | ([ |'p, : g "0,
shared conceptual model of the domain
r, r,

BIP design model



Catalogue Of System & Software Properties
ESA/ESTEC - Dec. 7, 2016

Catalogue of System & Software Properties (CSSP)

categories comprise

Categories
per abstraction level

Boilerplates:
requirement patterns with placeholders for concepts

<event> <system> <action> <quantity> <unit>

if F@BBt moves into an occupied zone fobot control shall 'stop foBBt within ] ms
. . . . . . . .
—— . 1 ] i K L.
. . " . . . R L
*. &. . s . * o .
. - * . - H . . .
5 . ) 3 . . .
J . . Lo
. .

Requirements ',
.. ~.concepts

‘mapped-to -
e w o elementary components found by
— querying

Property patterns with
implicit CTL representation

whenever request’ occurs; SR Knowledge - _ l
Fesponse.occurs. .....{- - Y N Iil fL Iél 4+
1 Ymae [TOmal ..d--="" class instances 1 1 2 P-

during [Oms,10ms]. .- i 3 r__2| i
CSSP Ontology: explicit specification of a | [ | 'p. Ak "0,
1 r1 ) 2
shared conceptual model of the domain
T I

BIP design model



Catalogue Of System & Software Properties
ESA/ESTEC - Dec. 7, 2016

Catalogue of System & Software Properties (CSSP)

categories comprise

Categories
per abstraction level

Boilerplates:
requirement patterns with placeholders for concepts

<event> <system> <action> <quantity> <unit>
C if {888t moves into an occupied zone fobst control shall stop fEBGE within ] ms
Requirements /4 3
.. -.concepts . % g
‘mapped-to -
Property patterns with elementary components found by
implicit CTL representation RSN, l ‘ querying
whenever requesﬁ occurs’ FALIE Kgomedie | I - ] l
response .occurs......{. - -
. . i b1 f1 bz P,
during ms IIEmS-] --------- class instances I_I - le_l I_l
. Ll Ll . Ll b1 ! = b2
CSSP Ontology: explicit specification of a | [ | 'p. AL
1 r1 ) 2
shared conceptual model of the domain
r1 r2

Properties BIP design model



Catalogue Of System & Software Properties
ESA/ESTEC - Dec. 7, 2016

Catalogue of System & Software Properties (CSSP)

categories comprise

Categories
per abstraction level

Boilerplates:
requirement patterns with placeholders for concepts

<event> <system> <action> <quantity> <unit>

if F@BBt moves into an occupied zone fobot control shall 'stop foBBt within ] ms
. . . . . . . .
T . 3 . . . .8 .
. . " . . . R L
‘e . H s & U . ’ o
. . . . . & o . &
5 . ) 3 . . .
J . . Lo
. .

Requirements ',
.. ~.concepts

‘mapped-to -
e w o elementary components found by
— querying

Property patterns with
implicit CTL representation

whenever request’ occurs; SR Knowledge - _ l
Fesponse.occurs. .....{- - Y N Iil fL Iél 4+
1 Ymae [TOmal ..d--="" class instances 1 1 2 P-

during [Oms,10ms]. .- i 3 r__2| i
CSSP Ontology: explicit specification of a | [ | 'p. Ak "0,
1 r1 ) 2
shared conceptual model of the domain
T I

Properties BIP design model



Catalogue Of System & Software Properties
ESA/ESTEC - Dec. 7, 2016

Catalogue of System & Software Properties (CSSP)

categories comprise

Categories
per abstraction level

Boilerplates:
requirement patterns with placeholders for concepts

<event> <system> <action> <quantity> <unit>

if F@BBt moves into an occupied zone fobot control shall 'stop foBBt within ] ms
. . . . . . . .
T . 3 . . . .8 .
. . " . . . R L
.. .. . . 4 . R . &
. . . . . & o . &
& . . - H * .
. A . . -

Requirements t,
-.concepts

el e s elemenfary components found by
— querying

Property patterns with
implicit CTL representation

whenever reques g occurs |- enflf Knowledge 'y l
Ees EOHSQ LOCCUES.....-fscunns Y base with t‘; fl Iél |—|
i 1 1 2 P,
. ., __________ class instances
during [Oms,[10ms] A 5 r—_2| )
CSSP Ontology: explicit specification of a | [ | 'p. Ak "o,
1 r1 < ) 2

< v shqred conceptual model of the domain r r
Properties enforce by architecture-based design & verify BIP design model



Catalogue Of System & Software Properties
ESA/ESTEC - Dec. 7, 2016

Catalogue of Requirement Categories
opa g ..

0 Guides the engineers throughout the requirements specification
per abstraction level.

O Proposed by Thales Alenia Space France based on:

m the ECSS standard on Technical Requirements Specification

B empirical evidence from reference satellite projects
< Sentinel 3, which is a LEO Earth Observation satellite

< Exomars-TGO, a planetary orbiter with specificities regarding
autonomous behaviour and fail-operational modes

O Partial classification: only requirements that plausibly influence
at lower level those that are relevant to the OBSW.
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Categories at four abstraction levels
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Avionics level

Categories at four abstraction levels

1. Avionics Topology Reqgs 7. Protocol Regs

2. Functional Capability Regs 8. Data Storage Reqgs

3. Synchronization Reqgs 9. Patch Regs

4. Mode Definition Regs 10. FDIR (detection & identification)

5. Mode Transition Regs 11. FDIR (handling) Regs

6. Observability Regs 12. FDIR (recovery) Regs

1. Subsystem/Unit Regs 6. Data Transmission Reqs

2. Storage Performance Regs 7. Telecommand (TC) Release &

3. Unit Initialization Perf. Regs Accuracy Regs

4. OBSW Initialization Perf. Reqs 8. Telemetry (TM) Bandwidth Reqgs

5. OBSW Reboot Perf. Regs

1. OBSW Regs 3. Commandability Regs

2. Subsystem & equipment 4. Representation Reqgs
observability Regs

[
>
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=
©
o
5
(7
o
©
o
2
£
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Categories at four abstraction levels
I

1. Avionics Topology Regs 7. Protocol Regs | Mode Definition |
2. Functional Capability Regs 8. Data Storage Reqgs Functional Requirements | eetlements
3. Synchronization Regs 9. Patch Regs
{ Functional Requi \ts ‘_ 4. Mode Definition Regs 10. FDIR (detection & identification) “’:“;:Z;?;:i:‘it‘;" |
5. Mode Transition Reqs 11. FDIR (handling) Regs
6. Observability Regs 12. FDIR (recovery) Regs _| Mission Requirements |
[
1. Subsystem/Unit Regs 6. Data Transmission Reqs E
2. Storage Performance Regs 7. Telecommand (TC) Release & % _| Operational Requirements |
_’ Performance Requirements ‘— 3. Unit Initialization Perf. Reqs Accuracy Regs g
4. OBSW Initialization Perf. Reqs 8. Telemetry (TM) Bandwidth Regs § |
5. OBSW Reboot Perf. Reqs 2 _| Design & Construction |
— g Requirements
E —’ Operation Requirements ‘ %
g —| Dependability Requirements a q
5 . . 1. OBSW Regs 3. Commandability Regs ’ e enconelRequremens |
E: —‘ Deﬂgn & Fonstructlon l— 2. Subsystem & equipment 4. Representation Regs
equirements L
observability Regs \_‘ On-board Software | | Budget i |
Requirements | | -
Subsystem & | 1. Functional Capability Regs Reqs .
Autonomy Rec 2. Data-dependent Funct.Regqs 9. Sub-function Initialization Reqgs oszx%ﬁf:zn |
3. Conditional Functional 10. Sub-function end of
[ Product Assi _| Functional Requirements  —— Capability Regs Initialization Reqs
Reliability, A\ 4. Timed Funct. Capability Reqs ~ 11. Function Mode Transition Reqs
Maintainability, $ 5. Precedence Constraints on 12. Algorithmic/Protocol Reqs
Functional Capability Regs 13. FDIR Regs (Detection)
6. Function Input Regs 14. FDIR Regs (Handling)
7. Function Mode Definition Regs 15. FDIR Regs (Recovery)
. ﬁ 8. Function Mode Initialization
R B I eve I: I I n k o 1. Processing Precedence Window Regs
T Constraint Reqs 9. Commanding Precedence
o X 2. Processing Timing Regs Constraint Regs
b etwe e n Sy STe m ﬁ elfieliE e et i ‘_ 3. Processing Results Regs 10. Commanding Relative Time
€ 4. Acquisition/Commanding Window Regs
p rocesses & % minirTu.Jr'n separa'tion Regs 11. On-board TC Release Regs
§ Operational Requirements ‘ 5. Acqu!5|t|0f1 Relat.lve Offset Regs 12. TM Bandwidth Reqgs
= 6. Relative Time Window Regs 13. Storage Reqs
Sof‘l'wq re & 7. Acquisition Priority Reqgs 14. Acquisition Timing & Perf. Regs
8. Data Transmission Relative Time 15. OBSW Initialization Perf. Regs
roce Sse S - Interface Requirements I_ 1. Commandability Reqgs 3. Context Saving Regs
p 2. Observability Regs
. 1. Numerical Precision Reqs 5. Robustness Reqgs
W HAT IS hee d e d 2. Data Value Regs 6. External Definition Regs
_’ Design & Construction ‘_ 3. Data Representation Reqs 7. Reuse Potential Reqs
Requirements 4. Missionization Regs
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Categories at four abstraction levels
I

Functional Requirements ‘—

Performance Requirements ‘—

Operation Requirements ‘

Design & Construction
Requirements

©
>
K
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1. Avionics Topology Regs 7. Protocol Regs

2. Functional Capability Regs 8. Data Storage Reqgs

3. Synchronization Regs 9. Patch Regs

4. Mode Definition Regs 10. FDIR (detection & identification)
5. Mode Transition Reqs 11. FDIR (handling) Regs

6. Observability Regs 12. FDIR (recovery) Reqs

1. Subsystem/Unit Regs 6. Data Transmission Reqs

2. Storage Performance Regs 7. Telecommand (TC) Release &

3. Unit Initialization Perf. Regs Accuracy Regs

4. OBSW Initialization Perf. Reqs 8. Telemetry (TM) Bandwidth Regs
5. OBSW Reboot Perf. Regs

1. OBSW Regs 3. Commandability Reqs

2. Subsystem & equipment 4. Representation Reqgs

observability Reqgs

1 1 1

Subsy & Equi it
Autonomy Requirements

Product Assurance &
Reliability, Availability,
Maintainability, Safety (RAMS)

RB level: link

between system
processes &

)
&
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software
processes -

WHAT is needed

| Mode Definition |

—{ Functional Requirements |

Requirements

Mode Transition
Requirements

—| Mission Requirements |

—| Operational Requirements |

_|

Design & Construction
Requirements
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—| Dependability Requirements

Functional Requirements |

|

On-board Software | |
Requirements |

1 Budget Requi its |

—| Functional Requirements |~

—. Performance Requirements ‘—
—. Operational Requirements ‘

—‘ Interface Requirements I—

Design & Construction

_’

‘_

Requirements

1. Functional Capability Regs Regs
2. Data-dependent Funct. Regs . Sub-function Initialization Reqgs
3. Conditional Functional 10. Sub-function end of
Capability Reqgs Initialization Reqs
4. Timed Funct. Capability Reqs ~ 11. Function Mode Transition Reqgs
5. Precedence Constraints on 12. Algorithmic/Protocol Reqgs
Functional Capability Regs 13. FDIR Regs (Detection)
6. Function Input Regs 14. FDIR Regs (Handling)
7. Function Mode Definition Reqs 15. FDIR Regs (Recovery)
8. Function Mode Initialization
1. Processing Precedence Window Regs
Constraint Reqs 9. Commanding Precedence
2. Processing Timing Regs Constraint Regs
3. Processing Results Regs 10. Commanding Relative Time
4. Acquisition/Commanding Window Regs
minimum separation Reqs 11. On-board TC Release Regs
5. Acquisition Relative Offset Reqs 12. TM Bandwidth Regs
6. Relative Time Window Regs 13. Storage Reqs
7. Acquisition Priority Reqs 14. Acquisition Timing & Perf. Regs
8. Data Transmission Relative Time 15. OBSW Initialization Perf. Regs
1. Commandability Reqgs 3. Context Saving Regs
2. Observability Regs
1. Numerical Precision Regs 5. Robustness Reqgs
2. Data Value Regs 6. External Definition Reqgs
3. Data Representation Reqgs 7. Reuse Potential Regs
4. Missionization Reqs

OBSW Operation |
Requirements

Software Technical
Specification level:
SW and HW
constraints are taken
into account to
answer the needs
specified at the RB —
HOW



Catalogue Of System & Software Properties
ESA/ESTEC - Dec. 7, 2016

Boilerplates language |

e |

O Boilerplates are requirement patterns with placeholders.

® instantiated into requirements by replacing placeholders with
entities appropriate for the particular system context of the

mission under design.

O They are used in order to:
H eliminate the fuzzy syntax of natural language specifications
W assign concrete meaning to language constructs in order to
avoid diverse interpretations

(e.g. connective words used to determine time, order/
sequence, consequence, compadrison, contrast and various

types of conjunctions)
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Boilerplates language |l
T

(boilerplate) ::= (prefiz) (main) (suffiz)
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Boilerplates language |l
T

(boilerplate) ::= (prefir) (main) (suffiz)

ID | Template

P1 | If/unless (event),...

P2 | If/unless/while (state),...
P3 | If/unless/while (action),...
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Boilerplates language |l
T

ID Template <

M1 | (subject) shall [not] (action) l

M2 | (subject) shall [not] be (state) (boilerplate) == (prefiz) (main) (suffiz)

M3 | (subject) shall [not] allow (entity) [of (quantity)] [to be (state)] 7

M4 | (subject) shall [not] allow [number] (entity) [to be (state)]

M5 | (subject)shall [not] have number]| (entity)
)
)
)
)

M6 | (subject) shall [not] be able to (action) ID | Template

M7 | (subject) shall [not] support (action) P1 | If/unless (event),...
M8 | (subject) shall [not] execute (action-block) P2 | If/unless/while (state),...

M9 | (subject)shall [not] handle (entity) : :

M10 | (subject) shall [not] make available (entity) P3 | If/unless/while {action),...
M11 | (entity) shall [not] be defined in (entity)
M12 | (entity) shall [not] allow (entity) to (action)
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Boilerplates language |l
T

ID Template <

M1 | (subject) shall [not] (action) l

M2 | (subject) shall [not] be (state) (boilerplate) == (prefiz) (main) (suffiz)

M3 | (subject) shall [not] allow (entity) [of (quantity)] [to be (state)] 7

M4 | (subject) shall [not] allow [number] (entity) [to be (state)]

M5 | (subject)shall [not] have number]| (entity)
)
)
)
)

M6 | (subject) shall [not] be able to (action) ID | Template

M7 | (subject) shall [not] support (action) P1 | If/unless (event),...
M8 | (subject) shall [not] execute (action-block) P2 | If/unless/while (state),...

M9 | (subject)shall [not] handle (entity) : :

M10 | (subject) shall [not] make available (entity) P3 | If/unless/while {action),...
M11 | (entity) shall [not] be defined in (entity)
M12 | (entity) shall [not] allow (entity) to (action)

ID | Template <
S1 | [(quantifier)] number unit [per time-unit|

S2 | after/before (event)

S3 | [quantifier] [every/for a period of/within/for at least] number time-unit [from (event)]
S4 | without [affecting] ({action) | (entity))

S5 | other than ({action) | (entity))

S6 | in the order (: (entity-list) | (entity))

S7 | at even intervals

S8 | using (entity)
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Requirement categories & boilerplates
I

0 Empirical knowledge from the RB-level of Sentinel 3

Abstraction | Category of Requirements Used Boilerplates
Level
RB Functional > Functional Capability Reqs main: M9
main: M1
RB Functional > Conditional Functional prefix: P1, main: M1
Capability Regs prefix: P2, main: M1
prefix: P2, main: M1, suffix: S5
prefix: P2, main: M1, suffix: S11
RB Functional > Timed Functional
Capability Regs prefix: P1, main: M1
RB Functional > Precedence Constraints main: M1, suffix: S10
on Functional Capability Reqgs main: M1, suffix: S6
RB Functional > Function Mode Definition Regs main: M4
RB Functional > Function Mode Initialization Regs | prefix: P1, main: M1
RB Functional > Function Mode Transition Reqs prefix: P2 and P1, main: M1
prefix: P1, main: M1
RB Functional > Algorithmic/Protocol Regs main: M1, suffix: S8 and S2
main: M1, suffix: S8
prefix: P2, main: M1, suffix: S8
prefix: P1, main: M1, suffix: S9
RB Functional > FDIR (Detection) Regs prefix: P1, main: M1
prefix: P1 and P2, main: M1
RB Functional > FDIR (Handling) Regs prefix: P1, main: M1
prefix: P2, main: M1
prefix: P1 and P2, main: M1
RB Performance Reqs main: M6, suffix: S1
RB Interface > Commandability Reqs main: M4, suffix: S8
main: M10, suffix: S8 and S8 and S3
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CSSP Ontology |

0 Encodes the conceptual model of the system’s domain and

the specification language.
m logical relationships and facts for the concepts

ot is used to:

® avoid inde’rermin' .eferences (dictionary)

m capture implicit K je in reqmremén’r specifications
m search into and’ the speclﬁ(‘ons by ontology-based
v

reasoning

m retrieve the relevant information for the subsequent modelling
activities
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CSSP Ontology I

O Concepts organized into sub-ontologies with well-defined
scope: Ontology Engineers know where to apply the needed

changes.

B Ontology of System & Software Attributes (OoSSA)

® Domain Specific Ontology
(DSO)

® Requirement Boilerplates (RBLP)

® Property Patterns (PRP)

O Logical (rule-based) reasoning
can infer implicit relationships
between system/software
entities and requirements.

Requirement
Boilerplates

Property
Patterns

Requirement
Instances

DSO-
Instances

Property
Instances

CSSP - Instances




Catalogue Of System & Software Properties
ESA/ESTEC - Dec. 7, 2016

Example (contd): requirement formalization
ena |

Boilerplate-based representation in the CSSP ontology:

Has Main

Has Prefix

Has Preposition

Has Verb

Is Related To Action

Is Related To Entity

Is Related To State

Is Related To Subject

Is Relatedto Mode

Sub Class Of

Type

If/unless/while (state)

(subject) shall [not] (action)

If line-of-sight communication is possible, the

lﬂﬂE@JEEB@'

housekeeping activity transmits information
s through the COM subsystem (HK-003).

® An abstract requirement refers to an abstract entity (class) and implies that
the requirement should be fulfilled for all instances of this abstract entity.
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Example (contd): requirement formalization
ena |

Boilerplate-based representation in the CSSP ontology:

Has Main

Has Prefix

Has Preposition

Has Verb

Is Related To Action

Is Related To Entity

Is Related To State

Is Related To Subject

Is Relatedto Mode

Sub Class Of

Type

If/unless/while (state)

(subject) shall [not] (action)

If line-of-sight communication is possible, the
housekeeping activity transmits information
e through the COM su%n (HK-003).
® An abstract requirement refers to an abstract entity (class) and implies that
the requirement should be fulfilled for all instances of this abstract entity.

lﬂﬂE@JEEB@'
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Example (contd): requirement formalization

Boilerplate-based representation in the CSSP ontology:

Has Main

Has Prefix

Has Preposition

Has Verb

Is Related To Action

Is Related To Entity

Is Related To State

Is Related To Subject

Is Relatedto Mode

Sub Class Of

Type

(Acton )

(crass )

House Keeping Activity .

If/unless/while {state) (subject) shall [not] (action)

If line-of-sight comimunication is possible, the
e housekeeping activity transmits information

(Lsseonmncsion o Sysen ) through the COM subsystem (HK-003).

® An abstract requirement refers to an abstract entity (class) and implies that
the requirement should be fulfilled for all instances of this abstract entity.
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Ontology-based Validation
L3
O Implemented SPARQL queries:
® Check that there are no missing concrete requirements.
® Find entities for which no requirements have been specified.

® Find entities that do not appear as subject in the specified
requirements.

m Check for inconsistent requirement specifications with
contradictory parts.
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Property patterns language |
T

O Property patterns: formalism-independent specification
abstractions, an input mechanism to capture properties:

H in terms of events and state variables of some design model

® associated with implicit formal representations in a logic language

O Property patterns for properties:

® that can be enforced by design, i.e. there is available design
solution

® that should be specified in a verifiable form (CTL specification
amenable to model checking)
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Property patterns language |l
o |

O Patterns for property specifications in a verifiable form:

( (whenever behavior, then) | always ) behavior
context result

e.g. Whenever telecommand acquisition fails, then a telemetry anomaly
report shall be generated.

O Patterns for mode management properties (enforced by design):

Pattern MD1: | (component) has exclusive modes (mode)+

This pattern is used to enumerates the set of exclusive modes. The set of modes shall be
defined so that (a) the system is in one of these modes at an time, otherwise the set

is underspecified. (b) not all modes allow the same set of interactions, otherwise the set
is overspecified.

Natural Language Requirement:

TC processing can be either Nominal or Restricted.

Property:

The following exclusive modes exist: (mode : nominal) , (mode : restricted)

Pattern MD4: | Whenever (port) occurs, mode is set to (mode) [, except if
(proposition) holds.]

This pattern specifies interactions, upon which the mode shall be changed. The change of
mode is not effective if an exceptional case holds.

Natural Language Requirement:

At the end of CSW initialization, the TC processing mode shall be set to Nominal.
Property:

Whenever (interaction : CSW.initEnds) occurs, mode is set to (mode : nominal)
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Behdviour-ln’rerdc’rion-Priori’ry (BIP)

20/34 |
12C_NOFAIL MEM WRNA
INTERFACE INTERFACE GU'DE D C o m p O n e nTS
_—readHK
ask_12C_PL error  res I£ TTC n Stqte quhineS
failure res_12C_PL res_ mem STATE
read_HK ( > ¢ (read HK  gicaple enable

enable

read_HK
[PERIOD] anomaly

START
FAILURE
ask_I2C_PL
(compose essage;}
l ilure

@) disable DISABLED
HK switch I

JPacke store swﬁchl send_MEM

MEMORY
disable enable
error )
[STATUS ==
ERROR] e
send_TM
ask_|2C_TTC LY
res_| IZC PL I ; send_TM
{decodeMessage;} write_req l send_MEM “disable enable)
SEND_HK_ ask_I2C_
REPORT EPS
res_I2C_
ask_|2C_TTC write_request £Ps sucgess (u‘r'n:c =0;}
(r.ompo eMessage:) (selee \ g

HK process l

res_I2C_TTC

ANOMALY

WRITE_

g SEND, "") ( MEMORY )s"mss I roa.J2c -
enable ﬂ’

res mem
HK
SUCCESS -

disable

HK

ask_12C_EPS
[TIMER > MAX)
'\ {composeMessage;}

CRITICAL _
FAILURE

ACTIVE STATE

transition—

-enabled tr.—
——connector——

-enabled cnctr.-

@ synchron

P trigger

read - transition name
[guard]

{external_function;}

Status l

slide courtesy of
Marco Pagnamenta

0 Coordination
O synchronisation

O defined by
connectors

0 Language
0 Analysis

0 Code
generation
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Architecture-based design

— Enforced property
v 1 1

0 Mutual exclusion

bi2 fi2 ba f2

blu 622 AG—(cs1 A csa)

L) | |

0 Assumed property '
1]

1 Not in the critical
section after finish

AG(fi — A[_ICSi W bz])
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Example (contd): Building blocks

0 From the CubETH satellite On-Board software:

B The CDMS shall have a Housekeeping activity dedicated to each
subsystem (HK-00T).

® When line-of-sight communication is possible, housekeeping information
shall be transmitted through the COM subsystem (HK-003).

® When line-of-sight communication is not possible, housekeeping
information shall be written to the non-volatile flash memory (HK-004).

i i ) write_req )
send
transmit success
: HK_* [ (TCTM) fail  ((Mem J
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Example (contd): Client-server

0 From the CubETH satellite
On-Board software:

® When line-of-sight
communication is possible, ® transmit

housekeeping information p .
shall be transmitted through \ (TCTM]

the COM subsystem
(HK-003). send =
® When line-of-sight

communication is not possible, \ HK_”
housekeeping information write_req
shall be written to the non-
volatile flash memory
(HK-004). success

fail Mem
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Example (contd): Mode management

0 From the CubETH satellite On-Board software:

B When line-of-sight communication is possible, housekeeping information
shall be transmitted through the COM subsystem (HK-003).

® When line-of-sight communication is not possible, housekeeping
information shall be written to the non-volatile flash memory (HK-004).

1 l Success

-
toNoL.S tol.S |nLS @ transmit  fail
@

\
inNoLS write_req
LSMOde success
faiII

Mem

J
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Example (contd): Failure management

o From the CubETH satellite On-Board software:

B A Housekeeping subsystem shall have the following states: NOMINAL,
ANOMALY, and CRITICAL_FAILURE (HK-005).

m If a process failure occurs or if the engineering data are not correct, the
subsystem shall enter the ANOMALY state (HK-007).

m After MAX seconds in ANOMALY, the subsystem shall enter the CRITICAL_
FAILURE state (HK-008).

l 1 success success i
[ toNoLS toLS failure w
e ° |nLS ® transmit  fail _
timeout
(\$
toLS \
i ; failure
(Failure Monitor) u )
toNoLS .
inNoLS write_req I timeout start
LSMode SUCCESS t= MAX
fail I @ start tI[Te%L]Jt
Mem | (Timer)
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deonomy Of architecture s’ryles
TR

0 @ architectures identified through case studies

o0 Mutual exclusion

O Client-server

O Action flow

O Action flow with abort

O Failure monitoring

O Mode management

0 Buffer management

O Event monitoring

O Priority management
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CSSP Process: High-level view

Instantiation

Identification Design Application of BIP architectures
by ontology
Instantiation
1

Catalogue-based association
(using the CSSP tool)

Model-checking

) |

y
(/ X YD




Catalogue Of System & Software Properties
ESA/ESTEC - Dec. 7, 2016

CSSP Process: Detailed view

s T TT T T SN/ =TT N S T T T T T T T T T T T T T T T T =
{ Ontology N Requirement Verification Engineering Domain \

| Engineering Engineering Not verified Verified
| Domain Domain

Ok
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CSSP Properties Specification & Verification framework

= —— -~ -_— e en o en e oo ~ o e e e e e— - e - - = - - - = - - e e e e - = - = —— -
{ Ontology \ Requirement \ / Verification Engineering Domain DFinder -~ \
Domain Domain I : nuXmv
|

Ok

|
|
|
|
|
|
|
| .
TopBrad | | V| | S=F - - cepia = =|""Property | — — — — — - ——
I | ont. editor (1) CSSP tool Sl
[ @ @ e ] -
| \
| TopBraid
| ont. editor (2)
|
| Enrich :_Architecture application (based on the catalogue) :
| Ontolo
| e , )
J .
! (Jena) fexiethion within the integrated :
: L CSS(:’)tooI CSSP toolset |
e
| ) | 4
\
~ e - - = = - — D
“legend _._ T T 777

) [ ]
An_al_y3|s & CSSP tool BIP parser &
decision tool & code
Text editor generator

Design tool

- - — —— — — — -
— e - e - - —— - —— — —— — —
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CSSP tool

o |

Property Formalization | Dictionary | Models

Requirement Editing

SystemSpacecraft | Avionics | RB | TS

shall v | { verb: | Entity:

System: } T
i suspend i Ground TC segmentreception

Y |RB

" | covered

DependabilityRequirement No category selected Superclasses: Subclasses:
DesignAndConstructionRequirement X .
2 " Choose a category to see its description here
FunctionalRequirement
MissionRequirement Show these boilerplates
OnBoardSoftwareRequirement
OperationRequirement
m {whie ~| {7 Entity: Ylis v | Mode: 11 REQ006T S
processing capacity | exceeded | !

Generate Req ID

4

==

Text

Req. ID

REQ-0020-afb . Event/Action Service Management shall send TCs to TC management

REQ-0050-a o While TC processing capacity is not exceeded CSW shall acquire all tC segments

REQ-0060-a [ ] If TC Segment reading fails TC Management shall issue a TM(5,4) -medium severity error-anomaly report
REQ-0060-aa [ ] If TC processing capacity is is exceeded CSW shall fail to read TC Segments

REQ-0061-a [ ] While TC processing capacity is exceeded CSW shall suspend Ground TC segmentreception

Category

FunctionalCapabilityRequirement
ConditionalFunctionalCapabilityRequirement
FDIRRequirement-Handling
FDIRRequirement-Handling

ConditionalFunctionalCapabilityRequirement

AbsLevel Edit
RB

Delete

RB

RB

RB

RB

.

Catalogue-driven
specification guidance

Boilerplate-based
specification of
requirements

Aid to avoid concepts
that are not mapped
to the CSSP Ontology

Semantic search &
validation of
requirement /property
specifications

Guidance for
specification of (i)
enforceable and (ii)
verifiable properties

O Pattern-based specification of properties

0 Correctness-by-construction through BIP model transformations that enforce specified properties
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Case studies
el

0 CubETH satellite On-Board software (internal consortium study)
m 36 requirements were covered by 38 enforceable properties

® To increase the confidence in the architecture-based design approach,
additional verification was conducted using the nuXmv tool.

0 Sentinel 3 Telecommand Management function (provided by
Thales Alenia Space)

B Aim: to validate the CSSP process and framework of tools

m 27 RB-level requirements covered by 34 properties (2 verifiable
properties)

< State explosion for the complete model
< Properties were shown to hold for the subsystems

<~ They also hold for the complete model (sound abstraction)

B The burden of verification is shifted from the final design model to
architectures, which are considerably smaller in size and can be reused.
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Conclusions
2%y
O The design model:
B means to ensure design correctness
® requirements that cannot be enforced & verified have to be
refined

> inconsistencies due to specification errors or due to an overly
weak assumption for the environment of the involved entities

® baseline for formal design refinement to introduce new
requirements (and properties) at a lower abstraction level

» two more properties + action refinement are formally checked
to ensure consistency

O Software properties (TS-level) are allocated on a BIP
model of the software component architecture (OSRA) —
specifies the software components behaviour.
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Future work
e |

0 Defining domain models within the DSO to enable effective
ontology-based validation.

B system and software engineers experienced in diverse types of missions
(currently working for the AOCS)

B need to encode various types of implicit assumptions:
> general, e.g. mass cannot be negative
> mission specific, e.g. the temperature within the orbiting range
cannot rise above N degrees
O Further develop the existing BIP model of the software
component architecture to enable model-based code
generation:
W static architecture (OSRA)
® dynamic architecture (Ravenscar + semaphore-based task
synchronization)

O Improve the tool support to achieve a higher TRL.
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