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Once upon a time...

Embedded System:
Microprocessor chip

Interface chips
RAM chips
EPROM chip

- All separate chips -> you could get at them
- In-circuit emulator (remember Tektronix 8002A?)
- Logic analyser
- Oscilloscope
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But today ...

e.g. OCE’s E698PM: 4 CPUs, 34 other units, 1 chip

CPUO CPUL CPU2 CPU3
Generator
MM MMU MM MMU
o - —  GPREG
128-bit AHB for CPU
— IRQCTRL
EXT-memor o X
AR L PRNIPRMTS L2 Cache AHB/AHB AHB/APB TIMER ¢
with EDAC with EDAC Bridge2 Bridge
[ UART (x4
32-bit AHB BUS | sp|
32-bit APB BUS
— 12C
USB SPW with SPW without CAN 1553B
HosT || T™MTC JTAG | Bthermet ||\ \isea || LvDs g 2 2 |— GPIOces
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But today...

AGGA-4
LEON |l o Gho
config
TIMERs
Trace Gaisler FPU Watchdog] =
bl
|| LEON2FT ac gl
Debug Debug | w
UART comm. Support : write
> ; e
SpaceWire link Unit I-Cache [ D-Cache| | Status protect Arhiter! PIC
AHB AHB AHB AHB AHB Decoder
SRAM A AHB »
PROM _ | |mem | AHB - APB
o~ Cul | B
SDRAM APB
AHB | DMA| |AHB |[DMA| | AHB | DMA| [AHB | DMA AHB AHB | DMA |
MIL-Bus _
SpaceWire UARTSs CRC FFT
[ GNSScore | | 1553
I ] ]
| Ext. interfaces | GNSS Core
| Int. interfacd |
| On-chip modules | —
I 36
Yy yvyvw ¥y L
SpaceWire 'F  MIL-Bus I'F UART VF

GNSS Signal I/F

GPIO I/F

SPIF
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But today ...

e.g. FPGA:
Selected from device libraries
Designer rolls own device

-> Multiple devices on SoC, some unique
-> Maybe very heterogeneous

All internal to 1 chip!
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And also ...

Often not COTS, may be expensive (> Euro 10K),
limited supply

Chip may be a prototype (FPGA), limited supply
Chip may need to be actually embedded
perhaps in hazardous area

perhaps in area not suitable for debugging

May need flexible access to a scarce resource
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And tomorrow ...

.... Will be worse:

Greater hardware complexity
Greater hardware heterogeneity

Number of device registers -> infinity
Increasingly complex tasks

Even greater software complexity
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So the challenges:

How to know what’s happening down there.

1.

Lok whn

States of the different devices
Meanings of register bits

What about caches, busses, MMU?
What is the software doing???
What is happening to the data?

-> intuitive user interface - > GUI

Provide flexible/shared access

User extendable for user defined IP

Test scripting
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SoC hardware needed

SoC must have built-in hardware debug support
At least the following:

Debug link to outside, bus master with own command language
and protocol

Supporting standard PC connection, at least one of UART, USB,
Ethernet, JTAG (via e.g. USB converter)

CPUs must have DSU to allow CPU be controlled and registers be
examined

Buffers to capture bus transactions

Hardware breakpoints/watchpoints
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Workstation software

Workstation/PC software able to

Use SoC debug link (UART, Ethernet, USB,
others via converters)

Recognise devices present on SoC

Load executables
Provide usual software debug, breakpoints etc

Provide secure remote access
Be extended by user

Monitor data

Run test scripts (TCL. Python)
Be intuitive/easy to use
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One approach — DMON

Debug Monitor
ik Tecnes

frtﬂ .
oce

www. ocete:hnuiugy,(om//'
S =
=

World's Favourite Debug Tool
Solving Problems Worldwide
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g DMON CONSOLE v2.0.115 - a
File Edit Connect Monitor Tasks Language Help ®
OCEHO~-P & X %O
[ cpu [_._Aﬂgzma o 5 4| ' [LEONA U—I__.uc ACED | ([ ' [LEONA L .ﬁéﬁ' [HILEONA2 | [3]AHB2AHB 1I > [F|LECN4_3 l_.gn_gz_sp]_gt > FIGRUSBEHC O | [ GRePl gi |

ﬁ##

g

ol ] e ]|

=]

e o] ]

g

gl ] el ] |

Aetive
i W il sl

Enabled
BC | 0x40000000 |F3R | 0xFas010E0 |
RES I INEQ 3%3 | WIM|0x00000002 |TER|0x20000000 |
ICACHE | DCACHE I 3¢ |0x€7EEFEED | ¥ |owo0000000 |

217|0x00038747 |218 |0xE7EFEEET |

=C | 0x40000000 |F3R | 0xFas010E0 |

WIM|0x00000002 |TER|0x20000000 |

3¢ |0xE7FFTEFO | ¥ |0x00000000 |

217|0x10038747 |218 |0xAFFDAIDE |

= |0x40000000 |F3R | 0xF3s010E0 |

WIM|0x00000002 |TER|0x20000000 |

3% |ox€7EEFERD | ¥ [owo0000000 |

217 |0x20038747 |218 |0xFerFEFET |

=C | 0x40000000 |F3R | 0xF3S010E0 |

WIM|0x00000002 |TER|0x40000000 |

3% |ox€7EEFERD | ¥ |owo0000000 |

217 |0x30038747 |218 | 0xcarTsTEE |

| 0x80100300 Capabilty Regist... |
L |

init info | Teg |

EJ Console I Intemahogl A0 |@Pyﬁ10n ||_% Batch|

HAardware Key
Serial number: 1195635966

Type: perpetnal

Please input command and parameters

ELF File

Wrote section .text 100%
section:
Wrote section .data 100%
section:
read 229 symbols

entry point: 0x40000000

Program started

DHON > |

.text at 0x40000000, =ize 48064 bytes

.data at Ox4000BBCO, size 2476 bytes

Parameterz can involve symbols, hex, denary, octal and binary numbers and operators
Mlowed operators are +,-,%,/,.%,>>, <<, &%, |, (,)
Unary + or - at start of parameter mmst be preceded by comma

4 f .
J [ Layout | 5] UART Loopback | [ Mrace | [ SYSTrace
A System Overview A
LEONAO  LEONAY  LEONAZ  LEONAZ
BUSHD
DSUSD  AHE2AHED 2CHCHE
BUS#2 BUSH
Controllr 0 | GRTCO  GRUSBUHC) APECTRLO  APBCTRLY  MENSCRUEO  DORZSPAD  FTHCTI
| N bl G |
v [PBURRTA  GRSPW2 rnspm_ﬁ RSPW22  GRSPW23 \GRETHD  MWBSTATO  GRTIE
| | 1 [ | | i | [ 5
e e I'...... ............. | -
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DMON SoC block diagram

BUS#HO

BHB.TAG_0 GREPW2_0 GREDCL_0 GREDCL_1  GRUSB_DCL O DSU4_0 AHBTRACED  APBCTRL 2 BHBZAHB_1 LEONA_D LEON4_1 LEONA_3

BUS#HG BUSHT

L4STAT_1 GRPCI2.TED  L2CACHE® BHB2AHE_0

BUS#Z BUS#3
MEMSCRUB_D IOMMU_D DDR25PAD GRIOMMU_D FTMCTRL_O GRPCI2.0 GRSPWROUTER_D APBCTRL_O APBCTRL_1
BUSH4 BUSHS

GPTIMER_3 GPTIMER_4  GRSPWAMBA D GRSPWAMBA 1 GRSPWAMBA 2 GRSPWAMBA_3 GRETH_D GRETH_1 PCIARB_D GR1553B_0  SPICTRL w50 GRCLKGATELD LASTAT 0 AHBSTAT 0 AH

Created from plug-and-play or configuration file

Colour indicates connectivity or state, click on block for details
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GUI - Drill down to register bits

BUSHT

DDRZSPA_D FTMCTRL_O

AHESTAT_O GRTIMER_Q

When a functional block is
selected, any of its associated
registers can be selected and a
new window opened showing the

bit definitions of the register.

[F] GRspwz_1| [FF] GRTIMER O | (|| | [H1

0x80100008 Timer configurati... w Ox8C

0x80 100008 Timer configuration register Y
0380100000 Scaler value

0:80 100004 Scaler reload

0x8010000¢ Latch Configuration

0:80 100010 Timer 1 value

0380100014 Timer 1 reload

02801000 18 Timer 1 control

03801000 1c Timer 1 latched value W

o Timer configuration register
Register Value: 0x00000022
Number of Timers s [:2]
APB Interrupt 4. [3:7]
Separate interrupts (SI) o [8]
Disable timer freeze (DF) no 8]
Enable external clock source (EE) no [10]
Enable latching (EL) no [11]
Enable set (ES) no [12]
£

Set Value Apply Cancel
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Remote Access (wide-area)

| | Q - Q ‘ | RS232/JTAG/Ethernet/
) ( = )

( [AN CAN N . @
X
Developer Client PC Ethernet Ethernet  Server PC ~ Debug Link Target

& o
Remote debugging over the Internet secured with SSL

For distributed development or when hardware scarce/inaccessible
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DMON supportfor user-defined IP

Register the
new device in
DMON

Register
commands
associated with
the device

Initialize the
device at start

up

DMON allows users
create device

Display device "\ /
registers and /4&¥/ Display and log
system . messages
information  //

Read and write
memory on the
target SOC




oce

TECHNOLOGY

Real-time target data display & store

= Data ltem Displays
E]_ Monitoring Statns: Polling Data
- —— — T - B ——— T _ _ —_—
& Digital | = | @ | & Data Monitor XY Graph | = | @ | & Data Monitor Line Graph | = | =
[counter : 0x000D0015£ - -
200 200
&0 600
& 200 i 200
= =
i a s a
B oo = oo
= 200 = -200
400 400
—B00 -200
1.200 -1.200
-1.200-900 -500 -200 O 200 500700 1.200 051 153 255 357 459 561 663 765 867 1.024
P Samples
i - R " - - —_—
& Data Monitor Bar Chart | = [ = | & Data Monitor Bar Chart with m... | = | &
&0 20
50 60
5 20 5 20
= =
= 0 = o
= =
= -0 = 20 —r
=40 -0 —
-80 -20
bari bar2 barc bard bara barb bare barf
Bars Bars

Data to be shown visually using inbuilt graphs or stored to disk.
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Tcl and Python scri

]

File Edit Connect Meniter Help

Q=

DMON CONSOLE v2.0.0.0 Beta (Demo)

fo X x

- cIEN
@

¥ cru | [ aHBzauBo | [ <[ »

Aevive ® O O O
Enable
REG NFO Y3
ICACHE DCACEE

LEON4_0 L2CACHE 0 »

scache [f] deache

LEON4 1 MEMSCRU... »

scache (] deache [¥] |

LEON4_2 AHB2AHB_1 3

scache [f] deache

LEON4_3 DDR2SPA_O »

scache [¥] deache (7] |

iz dc fpu ey ic do i Teg iz dc fpu ey ic do i Teg
=c [ox40000000 |p3R [oxrasoaceo ||[| 2o [oxs0000000 |73r [oxFasoicee ||| | #c [oxs0o00000 |esR [oxrssoices ||| e [oxscooo000 |ese oxFasoices
W TER wI4 TER W TER wI4 TER
neT x xEC ¥ neT x xEC ¥

217 0x00028747 |18 [oxser7DBSO

217 |0x10038747 |a18 [oxepCrEEFE

217 0x20028747 |18 [oxFEEETEED

217 |0x20038747 |A18 [oxDresDTEL

[=] Console | (@ ERRORS

S| InternalLog [ TCL

[i2), Python

puts "Simple TCL loop

examine 0x40000000<<1

sst last [expr
puts §x

puts §last

}

# Script to demo using TCL

involving user input"

for {set n 0} {$n < 3} {incr n} {gets stdin x;puts Sn;puts Sx}

puts "Using DMON commands in TCL"
for {set n 0} {$n < 7} {incr n} {

set x [getw 0x40000000 $n]
[llength $x] - 1]

load C:\uUsers\Barry\Documents\A-Examples\TestContinueP}
|

[ Layout| [ Irace | [ sYSTrace

pting m pUthon

A tab for editing and running TCL

and Python script files is included.

Executing scripts use the console

window for output which can be

_ [*] Console

=) Internal Log | [@), TcL | [&, Python

logged for later analysis.

"

| & 224 Byress

- 95 Byte/:

POl LIl CXACOCULLOIL

mrnal sl an AV e

##H#H4 4SS HH S S SHASHA RS SHHSHHHTH

T e ) PR B 0 S
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DMON - Standard Functions

GDB support w Flash read write

Memory and registers . :
read/write » Breakpoint/Watchpoint

Download/Upload . "
executable code @ RTEMS thread support Application profiling @ Cache management

Symbols support w Instruction/Bus trace w Multicore support w Call graph display




Client
Support

e Windows (XP, 7, 8, 10)
e Linux

e Cygwin

Architectures

e SPARC V8 (multicore)

Debug
interfaces

* R5232 serial
* Ethernet
[ ) USB

e JTAG (Digilent, FTDI, Xilinx)
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AGGA-4

Leon2FT CPU
Various interfaces
FFT unit

CRC unit

GNSS Signal processor
36 Channels, settings, correlators

Datasheet(!) 269 pages

Heterogeneous (to say the least)

etc.
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AGGA-4 GNSS

Can handle different standards (GPS, Galileo, GLONASS,..)
Interfaces with up to 4 RF Front-ends
Digital Beam-forming unit

36 single frequency double code GNSS channels with aiding
functionality (code and carrier aiding for autonomous NCO
update)

Flexible primary code generators (LFSR and memory based)
Support of Binary Offset Carrier and secondary codes
Used for e.g.
Precise orbit determination
Meteorology
Upper atmosphere, reflections from sea surface
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AGGA-4

AGGA-4
LEON |
config i
TIMERSs
Trace Gaisler FPU “'at;;l'umg' e—>»  SPl
buller
LEON2FT CIC  jg—ny
Debug Debug | T
UART | 0 | comm, Support 5 . wrile
Space Wire link Unit I-Cache | D-Cache| | S || roiect | [Arbiter PIC
AHB AHB AHB AHB AHB | |Decoder
SRAM A AHB »
PROM _ | |Mem | 1 AHB - APB
o~ Cul | B
SDRAM APB
AHB |[DMA| |AHB |DMA| |AHB|DMA| | AHB|DMA AHB AHB |DMA |
MIL-Bus o
SpaceWire UARTSs CRC FFT
[ GNSScore | | 1553
I ] ]
| Ext. interfaces I GNSS Core
| Int. interfacd |
| On-chip modules | —
I 36
YyYv¥Y ¥y L L
SpaceWire 'F  MIL-Bus UF  UART I/F

GNSS Signal I/F

GPIO I/F

SPI VF
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AGGA-4 GNSS

Input AQIBO

Input A1/A1

Input A2/B2

Input A3B3

DV Qut 0

DVA Out 1

DiA Out 2 o

DiA Out 3 4

Front End Interface Digital Channel Matrix
Beam
Forming
Power Level + Y ‘
- Carrier Code
D Modul
FREEipa Generator Generator Aiding Unit
T O I} Unit Unit
| vy
[ l Delay Line
= DBF - Unit
= 0 .
_ = YYYVYY
» DBF |
. 1 ¥ Correlator
>l Unit
> 2 Final
<y Down
Input Converter
Module 0 Channel 0 /‘
F F Y Fy F 3
B 1 * -~ PPS |ME |IMT |AUT ASE
- - Time Antenna
= Base EC ,/ Switch
| Generator Controller

Half Sample Clk

Core Clk  Reset

[

k.

L L &

r

Yy v

PPSI MEI PPSO MEQ ExtClk AUT

L v

ASEl ASEQ ASC

36
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AGGA-4 (Ruag board)

B,

ﬁ-m SYNTHESIZED FUNCTION immu
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DMON and AGGA-4

oy CH Status = U

Channels Status A

Chanel# Active Mask Priarity Pending InputSel Carrsel CodeSel

Channel_0 @ |disabled ; » | | Pending Register +  |Setlow Mo first bypass of DEFD (IM 0] w | |Local w | |Local W
Channel_1 @ |disabled w | Pending Register w | Setlow w Mo first bypass of DBFO {IM ) w | |Local w | |Local W
Channel_2 @ |disabled w« | Pending Register w | Setlow w Mo first bypass of DBFO {IM ) w | |Local w | |Local W
Channel_ 3 @ |disabled +« | Pending Register w | Setlow w Mo first bypass of DBFO {IM 0) wo| o [l =] W

L| Channels Statu51

Channel_ 4 @ |disabled + @ Pending Register w | Setlow w Ma first bypass of DBFO {IM 0) w | |Local w | |Local W
Channel 5 @ |disabled + @ Pending Register w | Setlow w Ma first bypass of DEFO {IM ) w | |Local w | |Local W
Channel_& @ |disabled « | |PendingRegister | [Setlow Mo first bypass of DEFD (IM 0] w || Local w | | Local W
Channel_7 @ |disabled « | Pending Register « | |[Setlow s Mo first bypass of DEFO (IM ) w || Local v | |Local W
Channel_8 @ |disabled « | |Pending Register « | |[Setlow s Mo first bypass of DEFO (IM Q) w | |Local v | |Local W
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DMON and AGGA-4

a3 CH Config
Configuration Window for Channel 0
{ w | Disabled w Slave Copy Sawve Load PrintReg
InputSel | FOC | CodeGen | CDL | Correlator | AidUnit | DMA
CodeGenUnitCtrl "
Begister YValue: 0x00000000
Trigger Integration Epoch w | [0] 0
Start0fEpochSel shift register 1of V... »  [1:3] 0
StartVFCG do nothing v | [3] o
StartCMl do nothing w | [4] 0
StartCM? do nothing w | [5] (]
ResetSCM1 do nothing v | [8] 0
ResetSCM2 do nothing w | [7] 0
¢=| VFCGLongEn 214 bit w | [8] 0
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DMON and AGGA-4

o CH Config
Configuration Window for Channel 0
| w | | Disabled w Slave Copy Save Load PrintReq
InputSel | FDC | CodeGen | CDL | Correlator | ajdunit | DMA
CorrUnitCtri P

Begizter Value: 0x00000000
ResetAtStartofEpoch |donothing w | [0] 0
LongEpochLL( integrate over the ... w | [1] 0
ASEEnN do nothing w | [2] 0
INSel incoming Q-path w | [3] o
CDLSel LL replica of the De... w | [4:5] 0o
DataCollectLength o 0| [6:10] D0OO0ODD
Be=etDataCollect do nothing w | [11] 0

(= CarrFregSel include w | [12] 0
CodeFregSel indude w | [13] 0
ME CarrObsSel contains phase MS... w | [14] 0
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DMON and AGGA-4

oy IM
MO M1 | IM2 | IM3 A
inputmodulectrl
Register Value: 0x00000000
Mode Input Format Canv... [i0:1] 00
IFCFormat Sign/Magnitude [2:3] DO
DDCHMainInSel local (4] 0
DDCAnxInSel local (5] 0
Apply |

Begizter Value: 0x00000000
Inc 0

Begizter Value: 0x00000000
Thre=s0 0

Thre=s1 0

ddcmainphaseinc

[i0:8]

Apply |

ddcmainfirguantthres

[0:9]

[10:19]

P ==

Oo0DO0ODDDO

CooO0OO0OOQOOQOODD

0000000 0DODD
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DMON and AGGA-4

o 8 PLD
PLD | Chart “
PLDSIInputSel
Begizter Value: 0x00000000
InputSel Levels are measure... w | [0:1] o0
Apply |
PLD5ICtrl
Begister Value: 0x00000000
AccTime 0 0| [0:23] D00DOO00ODO0O0DO0COODO0OO00O0O0OODO0OOD
SelectTrigger latched after AccTi.., w | [24] 0
Apply |
PLDIQInputSel
Begizter Value: 0x00000000
SignalSel 0 0+ [0:5] DOO0ODODO
InputSel Input Modules afte... w | [6:7] 00
Apply
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Conclusion

DMON and AGGA-4:
Probably still necessary to read the manual
But a lot easier/more efficient using DMON
And similarly:
Other SoCs much easier/more efficient to work with using DMON

The future:
DMON library continually growing, over 100 devices at present

DMON: The debug System of Choice for Systems on Chip
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DMON

Wiki: http://dmon.ocetechnology.com

Evaluation versions available : www.ocetechnology.com

Thanks for support to :
European Space Agency

(Contract 4000112849/14/NL/CBi/fk)
Irish Government (Enterprise Ireland)
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OCE Technology

e Launched 2013, Space & Aerospace Market focusing on Software
Tools, SoCs, SIPs, Satellite Subsystems

e Distributors: Orbita (China), Dimac Red (Europe), Syraton (India)

 Experienced Team: Have delivered products to International OEMs
(Siemens, Reuters, Vtel, NEC, Intel, Honeywell) (General purpose,
Crypto & XML processors)

 Funding & Shareholders: Private Irish Company. Shareholders are
private investors and Enterprise Ireland.
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michael.ryvan@ocetechnology.com

www.ocetechnology.com
http://dmon2.shoutwiki.com




