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Executive Summary
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Presentation in a nutshell

4

Product H2020+Technology PushMarket Pull

Safety

+ Functionalities

- Weight / Volume
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Presentation in a nutshell

 IEC-61508 SIL3 safety concept

“Incremental / Modular certification”

 EN-5012X SIL4 safety concept

 PTA (Probabilistic Timing Analysis) for 
safety systems

RESEARCH & LESSONS LEARNT INDUSTRIAL DEV.

Mixed-criticality (real-time) with:
Multicore COTS devices
 XtratuM hypervisor

Power Monitor 
Protection (PMP)

IEC-61508 SIL3

Automatic 
Emergency Braking 

(AEB)
ISO-26262 ASILC

Wind Turbine 
platform (multicore + 

hypervisor)

DOMAIN

Safety multicore CPU
EN-5012x SIL2/SIL4

 ISO-26262 ASILC safety concept
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Some Research Projects: Multicore & mixed-criticality
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A modern off-shore wind turbine dependable control system manages [1,2]:

 I/Os: up to three thousand inputs / outputs.

 Function & Nodes: several hundreds of functions distributed over several hundred 
of nodes.

 Distributed: grouped into eight subsystems interconnected with a fieldbus.

 Software: several hundred thousand lines of code.

8

Off-shore Wind Turbine

[1] Pérez, J., et al. (2014). A safety concept for a wind power mixed-criticality embedded system based on multicore partitioning. Functional Safety in 
Industry Application, 11th International TÜV Rheinland Symposium, Cologne, Germany.

[2] Pérez, J., et al. (2014). "A safety certification strategy for IEC-61508 compliant industrial mixed-criticality systems based on multicore partitioning." 
Euromicro DSD/SEAA Verona, Italy.

Source: www.alstom.com

http://www.alstom.com/
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Automotive domain:

 The software component in high-end cars currently totals around 20 million lines of 
code, deployed on as many as 70 ECUs [1].

 Automotive electronics accounts for some 30 % of overall production costs and is 
rising steadily [1].

 A premium car implements about 270 functions that a user interacts with, 
deployed over 67 independent embedded platforms, amounting to about 65 
megabytes of binary code [2].

9

Automotive

[3] [4] 

[1] Darren Buttle, ETAS GmbH, Germany, Real-Time in the Prime-Time, ECRTS (KEYNOTE TALK), 2012.

[2] Christian Salzmann and Thomas Stauner. Automotive software engineering. In Languages for System Specification, pages 333–347. Springer US, 2004.

[3] Leohold, J. Communication Requirements for Automotive Systems. 5thIEEE Workshop on Factory Communication Systems (WCFS). Wien, 2004.

[4] National Instruments, How engineers are reinventing the automobile,, http://www.ni.com/newsletter/51684/en/ , 2013.

http://www.ni.com/newsletter/51684/en/
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(On-board) railway domain:

 The ever increasing request for safety, better performance, energy efficient, 
environmentally friendly and cost reduction in modern railway trains have forced 
the introduction of sophisticated dependable embedded systems [1].

 The number of ECUs (Electric Control Units) within a train system is of the order of 
a few hundred [2,3].

 Groups of distributed embedded systems:
• Train Control Unit.

• Railway Signalling (e.g. ETCS).

• Traction Control.

• Brake Control.

• Etc.

10

On-board) Railway

[1] The European Rail Research Advisory Council (ERRAC), Joint Strategy for European Rail Research 2020.

[2] Kirrmann, H. and P. A. Zuber (2001). "The IEC/IEEE Train Communication Network." IEEE Micro vol. 21,  no. 2: 81-92.

[3] F. Corbier, et al, How Train Transportation Design Challenges can be addressed with Simulation-based Virtual Prototyping for Distributed Systems, 
3rdEuropean congress Embedded Real Time Software (ERTS), France, 2006.
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IEC-61508: Functional safety of electrical / electronic / programmable electronic safety-
related systems.

11

Safety certification (IEC-61508)

IEC-61508

IEC-61511

Process oil and gasRailway

EN-50126

EN-50128 EN-50129

Elevator

EN 81-
1/prA2

Automotive

ISO 26262

…
Machinery

ISO 13849



©2016 IKERLAN. All rights reserved

There are already certified Mixed-Criticality safety systems already in the 
market:

 Some of them based on safety RTOS that provide partitioning (e.g., INTEGRITY)

 Some of them based on ‘ad-hoc’ solutions, e.g.,

• A Linux based non-safety related application

• A periodic Non-Maskable Interrupt (NMI) that implements the safety function

 But this presentation will focus on….

13

Mixed Criticality – Already in the market
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The integration of applications of different criticality (safety, security, real-time 
and non-real time) in a single computational unit is referred as mixed-criticality 
system.

The focus is:

 Systematic approach (and not ‘ad-hoc’ approach) that considers:

• Composition of mixed-criticality functionalities provided by ‘third parties’ and ‘legacy SW’

• Safety certification approach, methodology and restrictions according to applicable standards

 Using available COTS ‘multicore devices’ and ‘hypervisor’ technology

14

Mixed Criticality

Source: www.multipartes.eu, www.xtratum.org

http://www.multipartes.eu/
http://www.xtratum.org/
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02.A
Introduction - Multicore
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Multicore – Smartphones 

16

Source: www.arm.com

http://www.arm.com/
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2nd International Conference Automotive Embedded Multi-Core Systems.

Roadmaps:

17

Multicore - Automotive

Source: www.freescale.com

http://www.freescale.com/
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5th Generation Infineon TriCore Processors: AURIX

18

Multicore - Automotive

Designed to meet the 
safety standards

Source: http://www.infineon.com/aurix (Highly integrated and performance optimized 32-bit microcontrollers for automotive and industrial applications)

http://www.infineon.com/aurix
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Multicore - Generic purpose

19

Source: www.xilinx.com

http://www.freescale.com/
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IEC-61508-3 Annex F (Informative) – “Techniques for achieving non-interference 
between software elements on a single computer”

 “Independence of execution should be achieved and demonstrated both in the 
spatial and temporal domains.”

• “Spatial: the data used by a one element shall not be changed by a another element. In particular, it 
shall not be changed by a non-safety related element.”

• “Temporal: one element shall not cause another element to function incorrectly by taking too high 
a share of the available processor execution time, or by blocking execution of the other element by 
locking a shared resource of some kind”

 “The term “independence of execution” means that elements will not adversely 
interfere with each other’s execution behavior such that a dangerous failure would 
occur.”

20

IEC-61508 and multicore
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Threats to be considered and managed

21
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Threats to be considered and managed

Temporal & Spatial independence, e.g., Shared resources  (e.g., memory, cache, 
bus, interrupts) [1]

[1] Kotaba, O., et al. (2013). Multicore In Real-Time Systems – Temporal Isolation Challenges Due To Shared Resources. Workshop on Industry-Driven 
Approaches for Cost-effective Certification of Safety-Critical, Mixed-Criticality Systems (WICERT). Dresden (Germany).

ps ns                                 usec msec

Which is the time-scale of the temporal interference?

Source: www.freescale.com, www.xilinx.com

http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.livetradingnews.com/internet-tech-threats-pushing-cios-to-the-front-office-63303.htm&ei=gA6IVafnG-b67AaE94DgCw&bvm=bv.96339352,d.bGQ&psig=AFQjCNHfmJm2NPMAI8aCtWP7cPQCIZW4iQ&ust=1435066341407685
http://www.freescale.com/
http://www.xilinx.com/
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Threats to be considered and managed

Complex (new) hardware components, e.g., Core interconnect fabric Lack of 
detailed documentation

[1] http://www.advancedsubstratenews.com/2009/12/multicores-perfect-balance/

Source: www.freescale.com, www.xilinx.com

[1] http://www.advancedsubstratenews.com/2009/12/multicores-perfect-balance/
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http://www.freescale.com/
http://www.xilinx.com/
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.livetradingnews.com/internet-tech-threats-pushing-cios-to-the-front-office-63303.htm&ei=gA6IVafnG-b67AaE94DgCw&bvm=bv.96339352,d.bGQ&psig=AFQjCNHfmJm2NPMAI8aCtWP7cPQCIZW4iQ&ust=1435066341407685
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Threats to be considered and managed

Worst Case Execution Time (WCET)

24

Source: www.freescale.com, www.xilinx.com

http://www.freescale.com/
http://www.xilinx.com/
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.livetradingnews.com/internet-tech-threats-pushing-cios-to-the-front-office-63303.htm&ei=gA6IVafnG-b67AaE94DgCw&bvm=bv.96339352,d.bGQ&psig=AFQjCNHfmJm2NPMAI8aCtWP7cPQCIZW4iQ&ust=1435066341407685
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Threats to be considered and managed

Interference among safety related and non safety related functions, e.g.,

 Safe startup and boot

 Safe shutdown

 Safe configuration

 Exclusive access to peripherals

 Resource virtualization

Diagnosis

25

Source: www.freescale.com, www.xilinx.com

http://www.freescale.com/
http://www.xilinx.com/
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.livetradingnews.com/internet-tech-threats-pushing-cios-to-the-front-office-63303.htm&ei=gA6IVafnG-b67AaE94DgCw&bvm=bv.96339352,d.bGQ&psig=AFQjCNHfmJm2NPMAI8aCtWP7cPQCIZW4iQ&ust=1435066341407685
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03
The wind turbine example
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Introduction – Context Diagram

Windpark Control Center

WebHMI

Maintenance

SCADA

Client

SCADA

WT Heterogeneous 

Processing Unit

SafetySupervision

HMI

&

Comms

Developer

Maintenance

Operator

Park

Client

I/O

I/O

I/O I/O

WT Heterogeneous Processing Unit

[1] Pérez, J., et al. (2014). A safety concept for a wind power mixed-criticality embedded system based on multicore partitioning. Functional Safety in 
Industry Application, 11th International TÜV Rheinland Symposium, Cologne, Germany.

[2] Pérez, J., et al. (2014). "A safety certification strategy for IEC-61508 compliant industrial mixed-criticality systems based on multicore partitioning." 
Euromicro DSD/SEAA Verona, Italy.

[3] Pérez, J. and A. Trapman (2013). Deliverable D7.2 (Annex) - Wind power case-study safety concept, FP7 MultiPARTES.
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ETHERCAT

Safety Non Safety Related

HMI 
& COMS
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Safety 
Protection

Speed Sensor (s) Sensor (s) Actuators Subsystems

< Safety Chain >

Safety 
Relay

Output relay 
pitch control

Introduction – Context Diagram
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ETHERCAT

Safety Non Safety Related

HMI 
& COMS

Speed Sensor (s) Sensor (s) Activators Subsystems

Safety 
Relay

Safety 
Protection

Supervision

< Safety Chain >

Output 
relay pitch 

control

Introduction – Proposed solution
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DUAL PROCESSOR – 1oo2
SINGLE PROCESSOR – 1oo2, partitioned, heterogeneous 

quad-core

 Safety concept based on ‘common 
practice in industry’

 Serves as a reference, not detailed

 Analogous safety concept using 
heterogeneous multicore and hypervisor

 The MultiPARTES contribution

31

Safety concept – the approach
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DUAL-PROCESSOR – 1oo2

32

Safety Concept – (A- ‘Traditional’)

Supervision

ETHERCAT

Safety 
Relay

Speed Sensor (s)

Safety 
Protection

P0

P1

WDG

HMI

COM SERVER

DIAG

Safety 
Protection

P0

Safety 
Relay

SCPU

DIAG

WDG P0

Safety techniques (IEC-61508 SIL3):
• 1oo2
• HFT=1 and DC >= 90 %
• Dual diverse sensors
• Dual independent safety relays connected

in serial
• Dual Diverse Processors:

‐ ‘P0’ safety functions only
‐ ‘P1’ mixed functionalities
‐ ‘P0/P1’ independent safety relay
‐ Local diagnosis and reciprocal

comparison by software (‘P0/P1’)

• Communication: EtherCAT and ‘safety
over EtherCAT’
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DUAL-PROCESSOR – 1oo2

Supervision

ETHERCAT

Safety 
Relay

Speed Sensor (s)

Safety 
Protection

P0

P1

WDG

HMI

COM SERVER

DIAG

Safety 
Protection

P0

Safety 
Relay

SCPU

DIAG

WDG P0

Scalability limitations:
• The number of functionalities continues

to increase (real-time, safety and non-
safety)

• Usage of fan not allowed (reliability issue)
• ‘P1’ Processor performance capability

reaches a limit...
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Safety Concept – (A- ‘Traditional’)
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N PROCESSOR – 1oo2

P0
P1

P2

ETHERCAT

Speed Sensor (s)

P0

SCPU

Safety 
Relay

WDG

Safety 
Relay

COM SERVER

HMI

DIAG

Safety 
Protection

DIAG

WDG P0

Safety 
Protection

Supervision

P2

Supervision

Increased Scalability:
• Add additional processors (P2, P3, etc.) to

provide required computation
performance

Reduced Reliability:
• The overall system reliability and

availability is reduced...

Safety Concept – (A- ‘Traditional’)

34
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PARTITIONED

ETHERCAT

Speed Sensor (s)

SCPU

Safety 
Relay

Safety 
Protection

DIAG

WDG WDG

DIAG

Safety 
Protection

Safety 
Relay

COM SERVER

HMI

P0 P0

Supervision

Processor + Hypervisor

Is it feasible to developed a ‘partitioned’
solution?:
• Usage of a certifiable hypervisor.
• System partitioning (safety, real-time and

non real-time partitions).
• Interference freeness of non-safety

partition with safety partitions, and lower
criticality levels with higher criticality
levels.

Safety Concept – (B - ‘Multicore partitioning’)

35

Supervision
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LEON3 FT + HYPERVISOR
X86 + HYPERVISOR

X86 + HYPERVISOR

ETHERCAT

Speed Sensor (s)
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SCPU

Safety 
Relay

WDG

Safety 
Relay
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HMI

DIAG

Safety 
Protection

DIAG

WDG P0

Safety 
Protection

Supervision

LEON3 FT + HYPERVISOR

Supervision

Processor

‘Partitions’ mapped to a multicore
processor:
• Heterogeneous quad core.
• Dual diverse cores for safety partitions.
• Partitioning and multicore allocation

enables resource usage and performance
maximization while ensuring interference
freeness.

Safety CPU single processor quad core partitioned – 1oo2

Safety Concept – (B - ‘Multicore partitioning’)

36
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x86 + Hypervisor

x86 + Hypervisor
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Safety Concept – (B - ‘Multicore partitioning’)
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Safety CPU single processor quad core partitioned – 1002
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Scheduling (IEC-61508-3 Annex E):

 Static cyclic scheduling algorithm.

 Pre-assigned guaranteed time slots.

 Defined at design time.

 Synchronized based on the global notion of time.

Diagnosis:

 The partition should be self contained and should provide safety life-cycle related 
techniques and platform independent diagnosis  abstracted from the details of the 
underlying platform.

 The hardware provides autonomous diagnosis and diagnosis components to be 
commanded by software.

 The hypervisor and associated diagnosis partitions should support platform related 
diagnosis.

 The system architect specifies and integrates additional diagnosis partitions 
required to develop a safe product taking into consideration all safety manuals.

38

Safety Concept – (B - ‘Multicore partitioning’)

[1] H. Kopetz, On the Fault Hypothesis for a Safety-Critical Real-Time System, ser. Lecture Notes in Computer Science. Springer Berlin Heidelberg, 2006, 
vol. 4147, ch. 3, pp. 31–42.
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Industrial Development – ALSTOM

Alstom Renewables, Galileo platform 
for offshore wind turbines:

1. Multicore COTS platform (x86)

2. COTS Hypervisor

3. Combines:
• Control partitions (real-time)

• HMI & SCADA communication partition 
(QoS)

4. Multiple RTOS / GPOS

5. Comms: EtherCAT, OPC-DA, Web 
Services, etc.

http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-
supervision-and-control-system

http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
http://www.ikerlan.es/en/rd-companies/projects/galileo-v4-supervision-and-control-system
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04
The railway example
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Industrial projects – CAF railway

http://www.ikerlan.es/en/rd-companies/projects/vega
http://www.ikerlan.es/en/rd-companies/projects/rosae

http://www.ikerlan.es/en/rd-companies/projects/vega
http://www.ikerlan.es/en/rd-companies/projects/vega
http://www.ikerlan.es/en/rd-companies/projects/vega
http://www.ikerlan.es/en/rd-companies/projects/rosae
http://www.ikerlan.es/en/rd-companies/projects/rosae
http://www.ikerlan.es/en/rd-companies/projects/rosae
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Introduction – Safety Concept

Railway Case Study composed of:

 SIL4: Simplified SIL4 ETCS railway signaling subsystem (sETCS)

 SIL0: Traction control subsystem

ERTMS / ETCS:

 ERTMS (European Railway Traffic Management System) is an European union
backed initiative for the definition of a unique train signaling standard.

 ETCS (European Train Control System) is the on-board automatic train protection,
safety-critical embedded system, that protects the train by supervising the traveled
distance and speed, activating the emergency brake if authorized values are
exceeded.

42
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Safety Concept – System Level - Traditional

43
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Safety Concept – System Level - Traditional

Architecture European Vital Computer (EVC) is SIL4, Composite Fail Safety: 

1. Triple Modular Redundancy: IEC-61508  HFT=1 

2. Platform compliant item: Each node IEC-61508  SIL3 (composed of HW and associated platform SW)

a) In TMR can achieve: EN-50128/EN-50129  SIL4

b) The platform provides a RTOS or equivalent to ensure interference freeness (temporal and spatial) 
among SW tasks

3. Safe Communication Protocol:

4. External Interface: 

a) Safety related I/Os

b) Other safety & black channels

Safe state De-Energization of safety digital output connected to external safety-relays

a) The default state during no-power and startup

b) Reached whenever the system, HW or SW diagnosis detects an error

Diagnosis techniques The EVC implements diagnosis techniques according to EN-5012x and IEC-61508 (Up to SIL4 level with HFT 
= 2 and DC > 99 % in addition to compliance with EN-50129)

1. Each node: SIL3 (IEC-61508) compliant item with HFT = 0 and DC > 99 %

a) Diagnosis for memories, power supply, temporal constraints, I/Os, etc.

2. Safety Related Software techniques

3. Monitoring of external safety relays

4. Safe product development considering safety manuals of all COTS compliant items
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Safety Concept – System Level - Traditional

45
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Limitations to overcome
• The number of functionalities continues

to increase (real-time, safety and non-
safety)

• Replication of sensors / actuators
• Size / Weight / Cost limitations
• Reliability (e.g., cables & connectors)
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Mixed-Criticality Integrated Approach: Non-Safety related traction computing 
nodes integrated with one EVC node.

Multicore Approach (with virtualization): each computing node becomes a 
software partition and off-chip communication becomes on-chip communication. 
Overcomes main limitations.

SC2-Integrated System Level Safety Concept
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Fault Hypothesis

 SIL4 software (EN-50128) and methodology (EN-5012x)

 Safety CPU (SCPU) SIL3 IEC-61508 compliant item

• The SCPU forms a single Fault-Containment Region

 The hypervisor:

• Provides interference freeness (temporal and spatial isolation)

• Is certifiable (compliant item)

• Fails in arbitrary failure mode

 A partition can fail in arbitrary failure mode both in the temporal as well as 

in the spatial domain

Mixed-Criticality Node Level Safety Concept
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Top-Down Approach:

1. Partitioned Solution on Top of a virtualized processor with Hypervisor.

2. Partitioned solution allocated to a multicore processor.

3. Partitioned solution allocated to a multicore processor with all Hardware 
resources of interest.

Mixed-Criticality Node Level Safety Concept
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Mixed-Criticality Node (SC2.1/SC2.2 (1/3))

Partitioned Solution on Top of a virtualized processor with Hypervisor

Is it Feasible to develop a Partitioned Solution? 
Certifiable Hypervisor
System partitioning (safety / real-time / non-real time partitions)
Interference freeness between safety and non-safety partitions

Processor + Hypervisor

PROXIMA SCPU

WDT

PROXIMA Safety Related 
Partitions

PROXIMA Non Safety Related 
Partitions

Diverse
Sensors

Odometry DIAG

Tractio
n

C
u

t-o
ff

COM 
SERVER

Invert
er

ETCS EVC
(No-Safe)

ETHERNET

DMI

ETCS EVC_Node1

Traction
Control Unit

(TCU)

Inverter
Control

Unit (ICU)Traction

2

Safety
Relay

ETCS EVC
(Safe)
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SC2.2-Mixed-Criticality Node: COTS (2/3)

C7C6C5

C3C2C1C0

Traction
Control Unit

(TCU)

Inverter
Control

Unit (ICU)

ETCS EVC 
(Safe)

ETCS EVC
(No-Safe)Odometry

C4

PROXIMA SCPU

P4080

COM 
SERVER

ETCS EVC_Node1

Traction

PROXIMA Safety Related 
Partitions

PROXIMA Non Safety Related 
Partitions

DIAG

WDT

Traction Cut-off

Diverse
Sensors

TTETHERNET

DMI

2

Safety
Relay

‘Partitions’ mapped to a multicore processor:

Partitioning and multicore allocation enables resource usage and performance maximization while ensuring 
interference freeness.

Partitioned solution allocated to P4080 multicore processor
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Partitioned solution allocated to P4080 multicore processor with 
all hardware resources of relevance
 SCPU:

• Independent watchdog controller 

• Additional safety techniques (IEC-61508 SIL3, HFT = 0, DC>=99%)

 Processor: 

• P4080 platform: 8 Power architecture em500c cores

 Hypervisor:

• Compliant item

 System Configuration:

• Static

• Designed with qualified tools 

SC2.2-Mixed-Criticality Node: COTS (3/3)
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SC2.2-Mixed-Criticality Node: COTS (3/3)

C0

L1
I-Cache

L1
D-Cache

C7C6C5

C3C2C1

Traction
Control Unit

Inverter
Control Unit

ETCS EVC
(Safe)

ETCS EVC
(No-Safe)

Odometry

CoreNET

C4

L1
I-Cache

L1
I-Cache

L1
I-Cache

L1
D-Cache

L1
D-Cache

L1
D-Cache

L1
I-Cache

L1
I-Cache

L1
I-Cache

L1
D-Cache

L1
D-Cache

L1
D-Cache

L1
D-Cache

L2
C

ac
h

e

L2
C

ac
h

e

L2
C

ac
h

e

L2
C

ac
h

e

L2
C

ac
h

e

L2
C

ac
h

e

L2
C

ac
h

e

L2
C

ac
h

e

L1
I-Cache

PROXIMA SCPU

COM 
SERVER

L3 Cache

L3 Cache

DDR3 
Memory 

Controller

DDR3 
Memory 

Controller

ETCS EVC_Node1

Traction

DIAG

P4080

WDT

C
LK

PROXIMA Safety Related 
Partitions

PROXIMA Non Safety Related 
Partitions

ET
H

ER
N

ET

Diverse
Sensors

ETHERNET

DMI

2

Safety
Relay

I/O

Partitioned solution allocated to P4080 multicore processor with all 
hardware resources of relevance
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Commercial off-the-shelf processor

Access to the information of hardware temporal response

PTA compliancy through software (e.g., Software Randomization)

PTA as a sound method to determine WCET  with improved 
guaranteed performance

• Integration tests, measurements, fault injection etc. to check 
coherency of results.

SC2.2-Mixed-Criticality Node: COTS - PTA
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05
The industrial protection 

example
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Industrial Development - Xilinx

Safety Reference Design (SRD)

1. Power Monitor Protection (PMP) 
safety function IEC-61508 SIL3

2. Zynq-7000 multicore device

3. Multiple architectural variants

Safety Concept assessment by 
certification authority (in progress)

More details in SPS IPC Drives
(Germany, November)

A

V

A

V

PE

Signal to be 

measured

Safety Relay

Safety Relay

   
Electric Circuit 

(Sensors) Programmable Electronic (PE)
Electric Circuit 

(Actuators)

Power 

Supply

https://www.mesago.de/en/SPS/For_visitors/Welcome/index.htm
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Xilinx – Safety Reference Design (SRD)

Diversity:

1. HW: PS vs PL, ARM9 vs
MicroBlaze

2. Compilers & Tools

Qualified safety development flow 
and tools

TrustZone to ensure time & space 
independence between safety and 
non-safety applications running 
ARM9 cores  

http://www.xilinx.com/support/documentation/white_papers/wp461-functional-safety.pdf
https://www.xilinx.com/publications/prod_mktg/safety-guidelines.pdf

http://www.xilinx.com/support/documentation/user_guides/ug1019-zynq-trustzone.pdf

http://www.xilinx.com/support/documentation/white_papers/wp461-functional-safety.pdf
http://www.xilinx.com/support/documentation/white_papers/wp461-functional-safety.pdf
http://www.xilinx.com/support/documentation/white_papers/wp461-functional-safety.pdf
http://www.xilinx.com/support/documentation/white_papers/wp461-functional-safety.pdf
http://www.xilinx.com/support/documentation/white_papers/wp461-functional-safety.pdf
https://www.xilinx.com/publications/prod_mktg/safety-guidelines.pdf
https://www.xilinx.com/publications/prod_mktg/safety-guidelines.pdf
https://www.xilinx.com/publications/prod_mktg/safety-guidelines.pdf
http://www.xilinx.com/support/documentation/user_guides/ug1019-zynq-trustzone.pdf
http://www.xilinx.com/support/documentation/user_guides/ug1019-zynq-trustzone.pdf
http://www.xilinx.com/support/documentation/user_guides/ug1019-zynq-trustzone.pdf
http://www.xilinx.com/support/documentation/user_guides/ug1019-zynq-trustzone.pdf
http://www.xilinx.com/support/documentation/user_guides/ug1019-zynq-trustzone.pdf
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On-chip redundancy with Isolation Design Flow (IDF)
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06
The automotive example
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Safety Concept – Cruise Control

*1+ Agirre, I., et al. (2016). “Automotive Safety Concept Definition for Mixed-Criticality Integration on a COTS Multicore”, Computer Safety, Reliability, and 
Security, Volume 9923, Series Lecture Notes in Computer Science, pp 273-285.
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Industrial project – Autonomous Emergency Braking (AEB)

http://www.euroncap.com/en/vehicle-safety/the-rewards-explained/autonomous-emergency-braking/

http://www.euroncap.com/en/vehicle-safety/the-rewards-explained/autonomous-emergency-braking/
http://www.euroncap.com/en/vehicle-safety/the-rewards-explained/autonomous-emergency-braking/
http://www.euroncap.com/en/vehicle-safety/the-rewards-explained/autonomous-emergency-braking/
http://www.euroncap.com/en/vehicle-safety/the-rewards-explained/autonomous-emergency-braking/
http://www.euroncap.com/en/vehicle-safety/the-rewards-explained/autonomous-emergency-braking/
http://www.euroncap.com/en/vehicle-safety/the-rewards-explained/autonomous-emergency-braking/
http://www.euroncap.com/en/vehicle-safety/the-rewards-explained/autonomous-emergency-braking/
http://www.euroncap.com/en/vehicle-safety/the-rewards-explained/autonomous-emergency-braking/
http://www.euroncap.com/en/vehicle-safety/the-rewards-explained/autonomous-emergency-braking/
http://www.euroncap.com/en/vehicle-safety/the-rewards-explained/autonomous-emergency-braking/
http://www.euroncap.com/en/vehicle-safety/the-rewards-explained/autonomous-emergency-braking/


©2016 IKERLAN. All rights reserved 61

07
Conclusions and lessons learnt
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It is feasible to achieve SIL3 IEC-61508 / Pld ISO-13849 / SIL4 EN-5012x / ASILC 
ISO-26262 with COTS multicore, hypervisor partitioning and current safety 
standard versions. (Not easy, but feasible)

Temporal independence and isolation:

 Temporal isolation simplifies the safety argumentation but… Temporal 
independence does not necessarily require temporal isolation.

 The lack of complete temporal isolation and rare (undocumented) temporal events 
could reduce the availability of the system but should not jeopardize safety (fault 
avoidance and control).

The same strategy can be extended to different domains with safety standards 
that use IEC-61508 as reference standard.

 Wind Turbine, IEC-61508 SIL3 and ISO-13849 Pld

 Railway signaling, SIL4 EN-5012X using PTA (Probabilistic Time Analysis)

 Industrial protection, IEC-61508 SIL3 

 Automotive, ASILC ISO-26262
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