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Ethernet a Worldwide Standard

Ensuring Reliable Networks l ‘ ‘ eCh

O  Worldwide used, cross industry with a
growing market in embedded systems

O IEEE802 is an open and well defined Top Five Worldwide Layer 2/3 Ethernet Switch Vendors,
standard Revenue Market Share, 3Q 2012

O  Supports different speeds and topologies Clsco

O Well defined network stack ISO/OSI o

O Low cost COTS Ethernet equipment
available

O Robust physical layer with future Others
enhancements e.g. BroadR-Reach - : ;r'mda
(100Mbps with 2-wire twisted-pair) 9.3% 2 4%

O Standardized interface to the physical layer 3|:a:f| i j.ufncfer

Engineers learn about Ethernet in schools Total Revenue: $5.36 Billion
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Space Programs Using Ethernet

Ensuring Reliable Networks 1 ‘ ‘ eCh
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Motivation for Time-Triggered Ethernet Ensuring Reliable Networks Tl' l' GCh

Statically Configured Communication Free-Form Communication

No performance guarantees:
“best effort” plus some QoS

Performance guarantees:

real-time, dependability, safety

Standards: Standards:
ARINC 664, ARINC 429, TTP, Ethernet, TCP/IP, UDP, FTP,
MOST, FlexRay, CAN, LIN, ... Telnet, SSH, ...

Applications: Applications:
Flight control, powertrain, chassis, Multi-media, audio, video, phones,
passive and active safety, .. PDASs, internet, web, ...

Validation & verification: Validation & verification:
Certification, formal analysis, ... No certification, test, simulation, ...

Integration of functions from both worlds requires
a communication platform supporting both worlds
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Complexity Example:
Synchronous vs. Asynchronous S—— ) [-Te

Active standby avionics system model with three components...
e Synchronous model: 185 reachable states (~2x102)

e Asynchronous model & communication with no latency: >3x10° states

 Asynchronous model with varying communication >108-1010
latency: The number of
reachable states could not 7 7 7
be calculated with 8Gb RAM... setried| | gaeirutyaai

The number of system
states in an integrated
systems can be very
high...

| And this is still a
relatively simple
system...

manualSelect

Fig. 5. The architecture of the active standby system.

https://www.ideals.illinois.edu/bitstream/handle/2142/17089/pals-formalization.pdf?sequence=2
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Ethernet = Unsynchronized
Communication
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Asynchronous Communication
» Transmission points in time are not predictable
- Transmission latency and jitter accumulate

- Number of hops has a significant impact @
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TTEthernet - Big Picture N b [=To |

TTEthernet = combination on the same network of

IEEE802.3 ARINC664p7 SAE AS6802
* best effort Ethernet  asynchronous  synchronous
* no performance o jitter < 500 ps o jitter <1 us
guarantee

* latency typical 1-10 ms e latency < 12.5 us/switch

- TTTech AFDX licensee (1 GBIt's Ethernet)
* very tight control loops
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Distributed Fault-tolerant

Synchronization

Ensuring Reliable Networks 1 ‘ ‘ eCh

Robust algorithm based on exchange of asynchronous

IEEE 802.3 messages.

Synchronizes local clocks — system time (!)
» no wall clock (external time source - e.g. GPS)

Fail-operational:
* tolerates multiple faults

* tolerates byzantine
synchronization faults

* no search for best master

(distributed clock!)

Provides defined
worst-case
synchronous startup &
recovery time (in ms)

www.tttech.com

Designed for:

Comparison

IEEE1588

data acquisition &
measurement applications

SAE AS6802

critical infrastructure applications (e.g.
by-wire flight systems), with defined fault
hypaothesis

Focus on:

precise timing

robust synchranization, fault-tolerance,
continuous system time under different
loads and fault scenarios

Operation
Principle:

Distributes external
(master) clock to all
networked units

Copyright © TTTech Computertechnik AG. All rights reserved.

Aligns local clocks to specified precision
(in ps)
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Time-triggered Traffic Timing

Ensuring Reliable Networks l ‘ ‘ eCh

Full control of timings in the system.

Defined latency and sub-microsecond jitter

I'll expect M

I'll accept M only between

10:40 and 10:50 between 11:05

I'll accept M
only between
10:55 and

I'll forward M
at 11:00

I'll transmit M
at 10:45

I'll forward
M at 11:10

Let's see if |
can receive M

...a switch
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Presenter
Presentation Notes
…but sender and receiver still only do “I’ll transmit M at…” and “I’ll expect M at…” – the added complexity is in the network, not in the nodes


Extensions & Standard Ethernet TITech

Time-triggered extensions for
pplication

standard switched Gigabit- o =

Ethernet l o
o Startup IP
eRecovery i _ & = w4

: Rate constrained 3 ’“F_:
IEEE 802.10 Quality of Service g g

* Robust fault-tolerant , "';” eencenen
. . [ 3; §.5'
distributed clock !
| Ethernet IEEE 802.3

Makes Ethernet viable for safety-critical distributed applications!
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TTEthernet Traffic Partitioning

Many virtual links with different QoS
can be defined for one Ethernet network

Ensuring Reliable Networks l ‘ ‘ GCh
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Presenter
Presentation Notes

TTEthernet provides a set of time-triggered services implemented on top of standard IEEE 802.3 Ethernet. These services are designed to enable design of synchronous, highly dependable embedded computing and networking systems, capable of tolerating multiple faults. 

With TTEthernet, robustly partitioned multimedia data streams, critical control data and standard LAN messages can operate in one network without congestion or unintended interactions. 
 
On this slide, four synchronous time-triggered Ethernet streams are shown in red. They are robustly separated from other asynchronous priority-based or rate-constrained datastreams such as IEEE DCB or AVB, and other lower-priority standard Ethernet traffic.


Clean Layered Model
for Critical Functions

Ensuring Reliable Networks l ‘ ‘ eCh

Interfaces and temporal behavior defined at network level

» Middleware contains parameter-defined communication abstraction and
redundancy management (voting)

» Application can handle only functional aspects without temporal

interdependencies (no busy waiting, watchdogs, semaphores, ...)
» All behavior related to progression of time, not dependent on HW or SW platform
» Supports model-based application design (simple computation tasks)

» All sensors and actuator access synchronized to ps (using simple 1O tasks)

77777777777777777777 SYNCLEVELZ & - Interface to physical
p L APRLEVEL - systems synchronized
(simpified sensor fusion)
SENDER RECEIVER
\ | Redundancy Mgmt
I — C SNCLEVEL2 %4/ (Voting)
MIDDLEWARE .
Y ( ) Yo Comm. Abstraction
 MIDDLEWARE MIDDLEWARE |
,,: ,,,,,,,,,,,, i,,SYNC LEVEL 1,,,,\:j,/,,,§
‘//— -——= = —,\\\\ (NETWORK) {’; === ~— Network — Temporal
( \ ( | . L.
I ‘ NETWORK } | | } NETWORK ‘ I behavior for all critical
\ ) \ ) i i 111
W ) | y functions defined here!!!
_____ — A\ —— e —
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TTEthernet and SAVOIR e THHE@CH
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Introduction Architecture Components

Conclusions

MACA4S - One Concept - Different Applications

Performance A

r Simulatoren \

(SVF, SIL, HIL, ...)

APPLIC

(Unit) Test Equipment

_APPLIC
| KaRs
 Pikeos

CPM-i7

7 o
# On-board Avionics
|

Qualification Level

OMAC4S™ o, ©ASTRIUM Srguow GV SYS0 Tech 7
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“System of Systems” Fusion

Thruster

use
restricted

SoS architecture with TTEthernet
supports reconfiguration - {
!
4

Several separate vehicles or
elements fuse into a new combined
network configuration

* Human Exploration Framework Team

www.tttech.com Copyright © TTTech Computertechnik AG. All rights reserved. Page 16


Presenter
Presentation Notes
architecture is coupled together through Virtual Backplane

The Integrated Systems  ideal for system of systems
individual systems come together  > coupled through fusion of Virtual Backplane 
predetermined, yet dynamic, re-configuration of the individual computing element’s configuration tables
enables the several free-flying elements
start a mission with individual state vectors, to fuse into a combined configuration that share a new, common set of state vectors.



TTEthernet COTS Products

Rugged Hardware
« TTESwitch 3U VPX Rugged
« TTEPMC Card Rugged

Development Equipment

Switches « TTEDev Switch 1 Gbit/s 12 Ports
« TTEDev Switch 100 Mbit/s A664
« TTESwitch 1 Gbit/s Lab 24 Ports
E/S « TTEPMC Card, TTEPCI Card

« TTEXMC Card, TTEPCle Card

Test and Simulation Equipment
» TTEMonitoring Switch 1 Gbit/s 12+1 Ports
e TTEENd System A664 Dev & Test

www.tttech.com
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Development Systems
e TTEDev System 1 Ghit/s v2.0
» TTEDev System 1 Ghit/s for VxWorks 653

Configuration & Verification Tooling

e TTEBuild

* TTE| oad

* TTEView

* TTEVerify (certification RTCA DO 178B)
Embedded Software

 TTEDriver and TTEAPI Library

« TTECOM Layer ARINC 653

 TTESync Library

Page 17



Space (IP) Product Roadmap . HHTECH

— TTEthernet Space IP Variants
 For rad-tolerant/hard FPGA

Rad-hard ASIC
e 2x 10/100/1000Mbps End System

* 6x 10/100Mbps + 6x 10/100/1000Mbps
* Management CPU

* RGMII Interface

)

| »
>

2012 2013 2014 2015 2016 Time

AVAILABLE _ [ ENVISAGED ] Prototype @ Preseries Series (o]l End of Life

| NON-TTTECH
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#3 - Avionics Engineering activities (SEL-X)

kT

Avionic-X Demonstrator

= VEB
- == J': Stage 1
Ccnes (ASTRIUM I
Together
ahead. RUAG s
——
TTTech provided: [ Comsystem -
- TTEthernet Switches - o
- TTEthernet End System Cards [Freee 1 |
- TTEthernet ES IP Core Ty
- TTE-Tools - o
- Support for the integration .
In addition as prototype "
- TTEthernet Pluto ES IP for OBC-Lite N ey
of AAC Microtech (proof of concept) [yl e

www.tttech.com Copyright © TTTech Computertechnik AG. All rights reserved. Page 19



Strategic ECU Programs
with AUDI since 2011 — [T )

F T

Advanced Chassis Control
(integrated in front axle) and
Advanced Driver Assistance

C O m p uti n g P | atfo rm I‘EIT‘E;}&:"" o [l T [l
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Automotive Ethernet Switch Chip

<

. |
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= IJ o : ’- = ." 4
Ensuring Reliable Networks l r‘ eCh

NXP Semiconductors N.V. (NASDAQ: NXPI), the No. 1 supplier of semiconductors
for automotive in-vehicle networking, and TTTech, are jointly developing
automotive Ethernet switch solutions supporting OPEN Alliance BroadR-Reach®
Ethernet PHY technology and Time-Triggered Deterministic Ethernet. The switch
chip will be specifically designed for the automotive market, but will also be

suitable for various demanding industrial real-time applications

We look forward to working closely with
TTTech, as we jointly develop an innovative
automotive Ethernet switch solution and
believe the value proposition of TTTech’s
Ethernet IP together with NXP’s proven
technology for the connected car will lead to
compelling automotive solutions for our
customers.

Toni Versluijs, VP and General Manager, In-Vehicle
Networking Product Line, NXP Semiconductors.

” J
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(Regional) Partnerships e Trrech

 Strong partnerships foster acceptance of technology
L Early adoption in North America
O Now focusing on Europe and Japan

O Partnership with Astrium Space Transportation for Europe
=  Support the MPCV-SM
= European ITAR free building blocks — rad hard ASIC (by Atmel)

= OBC-SA demonstrator for DLR (led by Astrium Satellites)
Q, ASTRIUM

At AL O ERARY
-

o
]

 ...see you at our joint exhibition table!
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(TT)Ethernet
Scalable & Power Efficient

IEEE 802.3 is sclable in terms of QoS

e.g.
- MAC
. IP/UDP
« IGMP
« SNMP
. TFTP

Physical layers which can be used
 Copper 10/100/1000Base-T

» Fiber 100/1000Base-SX/FX

e LVDS for short distance

 RS485 or MIL1553 for bus
architecture up to 10Mbps

The power consumption many depends
on the physical layer used!

www.tttech.com
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TTEthernet Mixed Architecture TrTech

» High speed star architecture (10/200/2000Mbps) and
* Low speed bus architecture (10Mbps)

» Combined without a gateway

» Fully synchronized

10/100/1000 Mbps Star
ES TTE-End

Line and PHY delay compensated by using ! System 1
transparent clock mechnisms \ .
; TTE-Switch 1
=* high precision clock sync e
= time-triggered data communication e
T ES  TIE-End
o - J System 2
10Mbps Bus = v
~,
,_;'.- 4
- ES TTE-End
TTE-Switch 2 _ ! System 3
ES  TTE-End
ES ES ES | System 4
= . o f #" |
TTE-End System TTE-End System TTE-End System Single fault-tolerant TTEthermet
Pluto 3 Pluto 2 Pluto 1 synchronization
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RS 485 Physical Layer S b b [T )]

Physical Layer Features

* 10Mbps bus speed

e Up to 10 nodes

Up to 70m

Electrical isolation with signal transformer
DC breakdown voltage +/- 4 kV

Form-Factor: SFP for development
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