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PaTaS - Product Assurance with TASTE Study

Motivation You save...
* Improve S/W PA for model-driven development by -

measuring model quality with model metrics | ) 8

PaTeS

 Early evaluation/detection of:
* Flaws in specification
* Functional requirements
* Non-functional requirements (Maintainability,
Reusability etc.)

4 N —
Outline of the PATAS StUdy l Research and selection of modelling standards,langaages and tools | g : Cmﬂuﬂmﬂmmllﬂ:’plﬂnmnl{ssmw :
* One year study ' B
* Development of product quality model with software and | [ | T | éi | p— |
model metrics i ' 7
« Implementation of an end-to-end model-driven software E | “"mmm';m“mm“ | N
engineering lifecycle demonstrator, based on TASTE A | Dot | T ——
» Evaluation of the demonstrator with mission-critical parts | vmml,mm | 5 [ et asssmenton BCSSQ8oand B o STend )|
of the onboard S/W of a satellite mission, being modelled ; g e T T
and subsequently coded | | "”""""’“‘"‘“""""‘"‘"‘“‘“‘"| & .
* Improvement of model-driven S/W PA at ESA AN | i |/

Workflow of PATAS study

eSa
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Content PeTeS

Quality Model

Model Metrics

Demonstrator design and implementation
Conclusions

Next Stop: Model Metricator Tool

i DLR

€Sa
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PaTeS

Developed Quality Model

Software quality

requirements

» Quality Model is based on existing one of ECSS-Q-HB-80C
« Splitting the product sub-characteristic in a model and

composed of

Process quality Product quality

characteristic characteristic software metric
¢ ——— S » Graphical and table format representations
r =
Product quality sub- Product quality sub-
characteristic characteristic
calculated by
_ (Main) Sub Model Metrics Software Metrics First Frequency
characteristic | characteristic provided

at

composed of

PRODUCT RELATED CHARACTERISTICS

Model metric Code metric Functionality Completenes Adherence to modalling Requirement allacation hR Every Revi
comventions ey enew
calculated by calculated by Requirement specification Reguirementimplementation FOR Every Review
coverags coverags v

Quality model format for recommendation for ECSS-Q-HB-80C

caloulated by

Quality model for model-based software development

DLR
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P
Mapping Formula within the Quality Model

Product Metric

Mapping Formula:

Independant Software Metric
Complementary

Nested

LMapping of software and model metrics to product metrics

* Mapping formulae for model to S/W metrics
+ Complementary — Combination of model and S/W metric to derive a quality verdict
* Independent — Model and S/W metric are alone standing
* Further formulae possible
* Nested - A software metric is nested in a model metric, determining and subsequent handling of
special points of interest

esa

i DLR
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Model Metrics PuTeS

Overview
D Model MetricName | Applicable Sub-characteristic __________
MM-01 Adherence to Modelling Conventions Modularity, Completeness, Self-descriptiveness,
Conciseness, Balance, Correctness
MM-02 Interaction Diagram Coverage Completeness, Balance
MM-03 Model Type Instance Weight Complexity, Balance
MM-04 Model Coupling Modularity, Complexity, Balance
MM-05 Model Type Instances per Use Case Modularity, Complexity, Balance, Conciseness
MM-06 Use Cases per Model Type Instance Modularity, Complexity, Balance, Conciseness
MM-07 Lines of model code Complexity, Balance, Self-descriptiveness
MM-08 Model comment frequency Complexity, Balance, Self-descriptiveness
MM-09 Module Fan-in / Fan-out Modularity, Balance

MM-10 Requirements Specification Coverage Completeness, Correctness

PaTaS model metrics overview

eSa

i DLR
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Model metrics assessment results (1/3)

Model Type Instance Weight

Accumulation of all model type instances, “owned” by a model
type instance, considering a model type specific weight factor,
determined by any indicator of complexity

[Telecommand ::= SEQUENCE

packetHeader SEQUENCE
{
apid T-uint8-,
packetLength T-uint16

Telemetry ::= SEQUENCE

someData T-uint16 {Intsﬂacel Function_1 interface2 «

h
applicationData SEQUENCE

{
systemCtriCode T-uint8-t

}

)

Small TASTE IV example function with correlating ASN.1 interface parameters

Weight-factor w;

Sequence/Choice (ASN.1) 2

MTIW value of Function_1

2+1=3
2+(2+1+1)+(2+1) =9

Specific model element

Interface1

TG e Simple Datatype (ASN.1) 1

Applied weight—factor and formula

Total 12

MTIW result

PuTeS

MM - Model Type Instance MM - Model Type Instance Weight: — A
Weight : PUS Applications PUS Services Service-1
500 - 350 - ——ACS-
450 — Service-2
400 - 300 A
S350 { T — = ACS-
< 300 - ® 250 - Service-3
£ 250 - =)
,g 200 - T 200 - —ACS-
150 - = o
= 100 - _%150 ] Service-8
50 - \
0 = 100 | —ONs-
O +d % O+ NO - N Mm g Service-1
s TTLTLEE 50 - £ _—
. 7 ———ONS-
Model Version o L= corvce3
© % ¥ O 9 N QO o N om
ST T TTLLIEI
e ACS === ONS == CDH Model Versi = ONS-
odel version Service-8
Results

» Large data interfaces are visible, represents good a-priori
evaluation possibility for complexity

* Interface changes are rare and on the highest level not
visible

» Shows creation of service 152 of ONS to ralex service 8 of
ONS
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Model metrics assessment results (2/3)

Model Type Instances per Use Case (MTIpUC)

Amount of model type instances per use case has to be
counted. Here, a use case is the implementation of a test for a
software requirement

msc use_casel ]
Function2
mlt; 1.2 intf_2_1 dashboard IE
msg_to_functionl
¥ >
trigger »p/ trigger int_1_2 intf_2_1 msg_to_functionz
Dashboard Function1 hl
sniffer sniffer intf_3_1 intf_1._3 msg_from_functionl
A 4 o
I msg_from_function2
int_3_1 intf_1_3
Functions — —

Small TASTE IV example system TASTE MSC use_casel

s}
msc use_case2 J
Use Case MTIpUC [_eestouill rosg_to_function) =
Va I ue msg_to_function3
| use_casel [P

|_use_case2 [P

MTIpUC referring to TASTE IV functions

i DLR

msg_from_functionl

o

MM Model Type Instances per Use
Case - Services

14
4.5
4 12
- / \ —MTpUc
'3 / \ average 1
25 8
5 ——MTlpUc
s _— MAX
.1 .
05 / ——=MTlpUC
o / MIN
© =¥ O 2NN 0
I Hd A N N NN T T
> > > > > > > > > >
Results

PT

MM Model Type Instance per Use-

Case - Sub-Services

\

\_\

\

r 1

v1.0 vi4 v2.1 v3.0 v4.2

* Removal of range between min and max shows

homogenisation of models

———MTIpUC
average

——MTlpUC
MAX

= MTIpUC
MIN

 High values indicate low functional cohesion in system
* Range caused by requirements, when they are to coarse

grained defined
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00 0
: a0 Il o0
Model metrics assessment results (3/3) P TR S
Model Comment Frequency Lines of model code
Ratio between number of model comment lines and lines of Counting the number of model lines per model file (excluding
model code plus number of model comment lines comments and blank lines)
MM -Model Comment Frequency MM - Lines of Model Code
80 3000 = Lines of
70 2500 Model Code
60 Average
2000 .
50 Model Comment = Lines of
Frequency Average 1500 Model Code
40 Model Comment 1000 MIN
30 Frequency MIN Lines of
20 /_/ Model Comment >00 o Model Code
10 /\_/ Frequency MAX 0 : : - ‘ . MAX
. / | | | | vi0  v2.0  v31  v42  v43
VO v20 V31 vA2 43 Results
Results . IResuItfdepdenfhs on motdellintg Iar:jguag.e, ASN..f 1 rlequires more
« Difficult to comment models, when they are very self- Ines ot code _ an m.os custom .omaln spectlic .anguages
explaining, like ASN.1. . 'clj'raf.ngfler Offt‘flllls m’etrlc toa grapplcal rgoldel reqwrestre-
* The jitter between the maximum and the minimum is rather big efinition of llines’, e.g. to §pe0| c mode componen. S
and not closing throughout the lifecycle, which is due to * Forces the developer to think about a good and logical
different model views and their technology distribution of a model over multiple files.

» Shows that min to max gap closes over time, increasing

« But all files are above 20%, and the average is almost at 30% .
s ~balance.

oy

DLR
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PuTeS

Model-Based Software Development Lifecycle following V-Model

Excluded |

for the study

Models

Ered
By the siudy

Time

System requiraments

L\

Syslem verification and
validation

f

7~ |PATAS Frontend i

High Level Design

Used languages:
PAL+ASN.T, DTVL

Hﬁ%

5L|II'51 _'_H.- e TEEF
mn\ﬂﬂﬁﬂ o

Subsystem Verificattion
5" | read tool:

j Auto
mm— Cde

— —
a - "-F'-'- 4 4 a
Detailed Design - — Unit'Device Testing
Uised languages.: T ) Used Tool:
ADL+ASN.T GTEST
Software implementation
TASTE S—

Stafic Code analysis
and mefrfcalors

\._ |Extarnal analysis tools

Manual
Code

eSa

i DLR
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Here:
. . CO"eCtienrge Model p.... ....
MBSD Lifecycle Demonstrator Design Metrics 2’ I ‘a

PATAS Demanstrator Design

Workflow PATAS TASTE Frontend
1. Define computation independent PUS, communication data and PAL Editor ASN.1 Editor DTVL editor
communication test model
. . . . TASTE IV Matricator Test Scenario Unit test
2. Refine platform independent model in TASTE Interface View iuiael gensrator generstor

3. Generate code skeletons from TASTE Deployment View
4. Test-driven implementation of OBSW

Interfaceview

IV::AADL editor IV::ASN.1 editor

Applied standards and methodologies

+ ECSS PUS, OMG Model-driven Architecture standard, Model- — .
based testing taxonomy, TASTE inherent standards feon

DV::AADL editor

1

Test execution and
evaluation platfrom

Use case

» Parts of ACS, ONS and CDH of an actual small satellite mission of
DLR

+ Targeting lab quality (x86), no flight H/W

Ocarina generator

Execution
Engine

Reporter

- '
’ Burce code C Source Code
analyser Metrictor tools
Here:

Here: PaTaS demonstrator design :
Collecting S/W Collecting

metrics

functionality

reports
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Traceability of artefacts: Document to Model to Code

« Bidirectional traceability allows reversal of working direction

« Automatic traceability update prevents a loss of the trace

h
Artefact Size e Deiton | B Mesn e ovance B S S

Use case 90 TM/TC messages
19,340 lines with Architackital R :
PAL: 126 lines '
. DTVL: 401 lines '
Model size TASTE IV: 5593 lines (only AADL) 085w K Deplopmant ‘ 5
TASTE DV: 188 lines (only AADL) s i 5
ASN1: 13,032 lines 1 i :
Unit-test size 5,928 lines e G or softvare [ ]
<IDEfcompiiers - <IDEfcompilars - - i i i
Integration Tests 19,723 lines A ) l :
- -m BE Intagration Test binary E
OBSW (user mode) 3,334 lines m :
Reports and Logs H
Sukiout
370,887 lines
OBSW (TASTE mOde) (W'th PrlntTypeS.C. 105,925, and = = sl ine-number tracn=.l.§|l3ili1'\-'-hI
PrintTypesAsASN1.c 215,161) Sty ——tame-ID traceability——p
Legend

Taraceability of the artefacts of the demonstrator

eSa

i DLR




DLR.de ¢ Chart 13 > TEC-ED & TEC-SW Final Presentation Days > K. Hoeflinger + PaTaS > 09. May 2018

PUS Architectural Language (PAL) editor

& Model Explorer 2 SN = DataView.asn = mission-scenario.dtvl [IE pus_model.pus Eﬂ |2 acs_service_2.asn = uc_detumble.asn = uc_gyro.asn q
" PALModel PusArchModel
filter text
[iype fiter te & BEGIN
v (£ patasOBSW [patas-use-case use_case_implementation] path_to TASTE project /home/assert/gitUseCase/patas-use-case/tastews
create_unit tests_now off
b Gy model a o
b % model_metrics :

ATTITUDE COINTROL SYSTEM MANAGEMENT
b &y sre-gen * Description:

* It handles all issues regarding attitude determination and
* control. It follows the ECSS space engineering

* standard of telemetry and telecommand packet

*

utilization and provides the following telemetry and SubserViceS are Iinked to

* telecommand services.

application ACS with ID = 512 is ASN .1 messages

service ACS-Service-1 with ID = 1 is[]

Applications contain services

service ACS-Service-2 with ID = 2 is[]

E service ACS-Service-3 with ID = 3 is

e —
* AOCS diagnostic report which is used to store any previous defined information
&
tmMessage s3-128-aocs-diagnostic-report with ID = 128 ofType MSG-ACS-SERVICE-3.TM-acs-3-128-diagnostic-report

Services contain telemetry and ) o
tele-command subservices DR A

tmMessage s3-26-aocs-diagnostic-data-report with ID = 26 ofType MSG-ACS-SERVICE-3.TM-acs-3-28-diag-rp

a8 Wk
* Diagnostic Parameter Report Definitions Report
*

//REPEATER CMD
imMessage s3-12-diagnostic-parameter-report-definitions-report with ID = 12 ofType MSG-ACS-SERVICE-3.TM-acs-3-12-dia-def-rp

= ok
* AOCS housekeeping report which is collected for a 30 sec interval.
"

tmMessage s3-25-aocs-housekeeping-report with ID = 25 ofType MSG-ACS-SERVICE-3.TM-acs-3-25-aocs-housekeeping-report

a8 Wk
* Define Wew Diagnostics Parameter Report
*/

tcMessage s3-2-defining-new-diagnostics-parameter-reports with ID = 2 ofType MSG-ACS-SERVICE-3.TC-acs-s3-2-define-diag-rpt

& /h‘
* Clear Diagnostics Parameter Report Definitions

DLR
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ASN.1 editor

All frontend editors
« offer auto completion
» Syntax highlighting
» Syntax validation
ASN1. editor
Type definition

Value assignment

Transforms ASN.1 to Ecore model

Easy integratable with custom code generator

Or existing tools to translate Ecore model to X

-CSa

DLR

PuTeS

Z| DatavView.asn | mission-scenari |5 pus_modelpus [ acs service 2.a £ uc_gyro.asn |5 acs senvice la

£ acs_seni

MSG-0OMS-SERVICE-1 DEFINITIONS ::=
BEGIN
= IMPORTS T-telecommand,TC-packetHeader, T-tc-packetID,
TC-dataFieldHeader, T-telemetry, TM-packetHeader, T-tc-packetID-app-data, TM-dataFleldHeader,
T-packetType, T-apid, T-packetSequenceControl-app-data, T-sequenceControlFlags, T-uint8-t,
T-uint14,T-uint15 FROM TASTE-Dataview;

-- 1. Frequently used types
= Tc-packet-1identification-ons-sl ::= SEQUENCE

sl-telecommand-packet-id T-tc-packetID-app-data,
sl-packet-sequence-control T-packetSequenceControl-app-data

} E

-- 2. TELEMETRIES =,
--In PAL Model: tmMessage s1-l-acceptance with ID =1 ofType pys. | = OPTIONAL
TH-ons-1-1-acceptance ::=T-telemetry =}

--application data-field
T-TM-ons-1-1-acceptance ::= Tc-packet-identification-ons-
--In PAL Model: tmMessage s1-2-acceptance-failure with ID = 2 ofT
TM-ons-1-2-acceptance-failure ::=T-telemetry
--application data-field
g T-TM-ons-1-2-acceptance-failure ::= SEQUENCE
sl-packet-identification Tc-packet-identification-ons
sl-failure-code T-uintls

ASN.1 editor
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Data Testing and Verification Language (DTVL) editor

2l DataView.asn |2l mission-scenari 23] = pus_model.pus |2 acs_sernvice_2.a |= uc_gyro.asn 2] acs_senvig
=import PALModel
path_to_TASTE project /home/assert/gitUseCase/patas-use-case/tastews
type0fSendingMSG TASTE-Dataview.T-telecommand
typeOTArrivingMsc TASTE-Dataview.T-telemetry
typeToldentifyArrivingMSG TASTE-Dataview.T-apid-header
typeToIdentifyArrivingMSG TASTE-Dataview.T-serid
typeToIdentifyArrivingMSG TASTE-Dataview.T-seq-count
typeToIdentifyArrivingMSG TASTE-Dataview.T-message-subtype

 Allows the description of use cases as black

boxes tests
» Exploits the TM/TC interface of satellites

» Enables referencing TM or TC message

instances
» Based on Linear Temporal Logic
 Enriched to describe periodic message events

» Could be used to describe the up and downlink

of entire mission phases

DLR

// In these scenarios, the parameters of various H/W components are set
~mission-scenario parameter-0l1 is

'y,

//Requirement Name: Changeable parameter
//Requirement Id: AODCS-SW-6

ok

* ADCS Parameters shall be changed by telecommands.

* - expected success

+

* Sub-requirement Id: AOCS-SW-8-01

*

* 1. ACSCOZ200 (2-2) implies 201080 (1-1), 20104(1-7)

+

* Success criteria:

* Changing the first 10 parameters of the global parameters 1list with a command.

*

use-case loadParameter-general is
UC-ChangeableParameter.tc-acs-2-2-param-load-cmd-general implies
UC-ChangeableParameter.tm-acs-1-1-acceptance-param-load-cmd-general future
UC-ChangeableParameter.tm-acs-1-7-execution-complete-param-load-cmd must hold

end

e

* AOCS Parameters shall be changed by telecommands.

* _ expected failure as the application ID is wrong

+

* Sub-requirement Id: AOCS-SW-6-01

B

* 2. ACSCOZ200 (2-2) implies 20101 (1-2)

+

+

+

Success criteria:
Trying to change the first parameter but ID is not existing.
o+

*

use-case loadParameter-general-negative is
UC-ChangeableParameter.tc-acs-2-2-param-load-cmd-general-neg implies
UC-ChangeableParameter.tm-acs-1-2-acceptance-failure-param-load-cmd-general-neg must hold

end

Data Testing and Verification Language editor
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PaTeS

TASTE Interface and Deployment View

( ¥ ACSContainer ) ( ¥ ONSContainer ) | YCDHContainer )
cyclicTriggerOns cyclicTriggerCch L]
0 CDH
o
coo: | A Y A Y A Y A Y AV LAY Y 4 ¥ 4 ¥ id o
L] L]
AACS receivelC == ACS is.) |, JIUN_”I:GCEWETC ONS 5., | _J|UUH;IrILceiveTC Wiggg_m
L ¥ 3 ¥ 2 v Ty
T S
1t R
sy
one
ONS_TCOIpakhwr
NG TMDspakhai
N1 Banika,8
i L “. gxe_:m_l
> o AR e
4 ¥ ;ﬁa}m:::u:
8_barvice_{
PGS e}
proptimgs
ONG_Sarvics 3
3
¥ ¥
receive T Chom.. cyclicActivation sendTWtoGro..|
EGSE
PaTasS use case in TASTE Deployment View

PaTasS use case in TASTE Interface View

DLR
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Automatic model metric collection

DLR

B Model Explorer E@W g v =

|type filter text

v & patasOBSW [patas-Use-case use_case_implementation]
by model
- & model_metrics
@ FAN_IN html
@ FAN_OUT.htm
W FUMCTIONAL COHESIAN . html
W INTERACTION_DIAGRAM COVERAGE.html
W MODEL_COUPLING . html
@ MODEL_TYPE_INSTANCES_PER_USE_CASE.html
@ MODEL_WEIGHT.html
@ USE_CASES_PER_MODEL_TYPE_INSTANCE htm
b % src-gen

Module Type Instance Weight metric

ceSa

Report on Model Coupl... x/Repcrt on Model Coupl... % | 9k

( & @ file://fhome/assert/gitUseCase/patas-use-cas: ¥ C'| » | =

Model Coupling

Metric Description

The goal is to improwve the maintainability and the balance of the product by determining
the coupling of model type instances among each other. Coupling of a model type instance is
determined by counting of other coupled model type instances.

Excessive coupling is detrimental to modular design and prevents reuse. Strong dependability
arnong model type instances can lead to side effects when softw are gets changed, preventing an
effective maintenance.

TimeStamp: Thu COct 26 14.34:10 CEST 2017

[acs [ =20
[oms [ a7
[coH [ 110
[acS=—= ACSService-1 [ &0
[acs<—=acsservice2 E
[acs=—= ACSService-3 [ 1zp
[ACS<—> ACS-Service8 [ 1o
[o15<— ONSsService-1 [ s0
[o1s<—>0MNS-Service3 [ =20
[o1s<—0OMNS-Service 8 [ za0
[oMs=—ONSService s [ 1.0
[oNs<—>0NsService-150 [ =0
[o1s<—=ONSService-152 [ 1o
[cDH=—>CDHService-1 [ so0
[cDH=—>CDHService3 [ 10
[cDH= —>CDHService s [ a0

Suggested countermeasures

In case a module exceeds the threshold, its connections to other ohjects shall be investigated
and the application/service potentially split up in two or more applications.
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P

Recommendations for ECSS

ECSS-Q-80 (ST+HB)

« Minor adaptions in various clauses

» Reference model-based software quality model

* 10 Model metrics

« Tailoring recommendations for the model metrication programme
* Model metrics applicability and thresholds based on criticality

* 3 new sub-characteristics

ECSS-E-40 (ST+HB)

» Minor adaptions in various clauses

» Model-based development life cycle considering various development methodologies
* Model Driven Architecture elaboration as standard background

» Differentiation of Modelling standard and Modelling guideline

eSa

i DLR
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O..O l“.
Model Metric Thresholds paTa’

* Finding optimal thresholds for model metrics takes
further evaluation/usage

. . Metric name Proposed target value/ criticality category
+ Thresholds are difficult to determine, as they depend on N B c b
the used underlying software standard (here: PUS) and the Adherence to Modelling Canventions 1 1 1 1
used modelling languages/tools. Model metrics have to be Interaction Diagram Coverags lex=15 |1=x=20 |1=x=20 | 1=x=25
tailored under consideration of the used standards and Model Type Instance Weight Xs50 | Xxs70 | x=70 X=90
modelling methods/tools Model Coupling x=5 xs7 x=7 xz9
Model Type Instances per Use Cass x=h x=7 x=T x=d
« Recommendation: Keep the range in the model metric results Use CasesperModel TypeInstance | 12x=210 | 12x=13 |12x=13 | 12x216
as small as possible so that it is well balanced Fan-IN/OUT x=4 X235 x5 x=6
Model Comment Frequency 30 % 20% 20% 15%
. . . Lines of Model Code =300 =350 =400 =500
« Recommendation: Average values might be a good starting e
point Current metric threshold values

i DLR
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Qualitative conclusion: Evaluation Order Matters

* Next to the classification based on their evaluable characteristics,
model metrics can be grouped regarding their analytical capability

» Analytic capabilities of model metrics:
» Conformance scanning
» forces developers to create overview and standard
conformance within their models.
» Model Comment Frequency, Adherence to Modelling
Conventions, Lines of Model Code
 Structural scanning
» give detailed insight on the structural design and data flow
within the product
» Model Coupling, Model Type Instance Weight, Module
Fan-in/out
* Behavioural scanning
* related to structural scanning, but targets mainly on the

functional requirement and the specification '

$

* Interaction Diagram Coverage, Model Type Instances per
Use Case, Use Cases per Model Type Instance

€Sa

i DLR
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PaTeS

Further Qualitative Conclusiones

« Balance is major driver in the modelling phases
« Complexity is major driver in the coding phases

 Single-view model metrics are not meaningful when conducting model-driven development, as the source
code can also be evaluated with existing tools

» Quality is added mainly in the modelling phases, but has to be maintained in the coding phases

» Model metrics also allow an assessment of the software requirements, as they determine their extent
over the system and their granularity

* It is visible how good the testing regarding fault tolerance is. There could be even a factor between fault
tolerance and expected behaviour test cases

i DLR

€Sa
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PuTS

Next stop: Model Metricator Tool

-%-

Modelling Model Metricator Tool
Toalsf
Technolog:
U Model Metric | | QualityModel | [ o
Designer Designer o f ' @
Quality
Parser/Spider G::;':ur Quality Reports

* Work in progress

« Small adaptable tool to evaluate the quality of models

« Adaptable to all technologies

 We search partners, being model owners, who want to have a tool to evaluate their model quality (for free)
* And we search collaborators

» Contact: kilian.hoeflinger@dlr.de

i DLR




