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Presentation Notes
Narrative:
Good afternoon.  My name is Allan Robinson. I am an Renesas application engineer in the Intersil High Reliability Space Products Group. I provide the application support for the Intersil CAN Bus transceivers.  Today, I will be giving “An overview of Intersil’s Rad CAN Bus transceivers and the SET Performance of Intersil CAN Transceivers in a Two Node CAN Bus System.





© 2018 Renesas Electronics Corporation. All rights reserved. BIG IDEAS FOR EVERY SPACE

CAN Bus Transceivers (QML Class V (space))

 ISL7202xSEH

 ISL7202xASEH (version “A”)

 Medium Speed Optimized for 500kbps Data Rates

 Slow Speed Optimized for 250kbps Data Rates

 Improved Driver Skew Performance 

ISL71026M Radiation Tolerant Plastic CAN Bus Transceiver for Low Cost, Low Orbit, Short Duration Satellite/Space Applications

 Radiation Tolerant to 30krad(Si) & SEE Characterized 

 14Ld TSSOP Plastic Package

 Tin (Sn) free lead finish with Ni/Pd/Au-Ag lead finish

 Passes NASA Low Outgassing Specifications 

SET Performance of Intersil CAN Transceivers in a Two Node CAN Bus System

PRESENTATION OUTLINE
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ISL7202XSEH AND ISL7202XASEH QML CLASS V 
(SPACE) CAN TRANSCEIVERS
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Released the First Class V Rad Hard CAN Bus 3.3V Transceiver Family in March 2016

Intersil worked closely with ESA and Airbus during development to define the parts

Six Transceiver Parts (LDR: 75krad (Si) and SEL/SEB:LET 86MeV at VCC≤5.5V and bus voltages of ± 20V)

 ISL72026SEH, ISL72027SEH, ISL72028SEH Data Rates: 1Mbps, 250kbps, 125kbps 

 ISL72026ASEH, ISL72027ASEH, ISL72028ASEH Data Rates: 1Mbps, 500kbps, 250kbps

All Six CAN Bus Transceiver Parts are on the same SMD #5962-15228 

Standards:
 ISO11898-2

 ECSS–E-ST-50-15C (May 1, 2015) 

SMD, Evaluation Board, PSPICE Model, TID Report, SEE Report, and White Paper are Available

INTERSIL RH QML CLASS V 3.3V CAN BUS TRANSCEIVER 
PRODUCT FAMILIES
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Presentation Notes
Process: PR40 SOI  - SEL Immue

Narrative: 
Back in March of 2016, Intersil released into the market place the first Class V radiation hardened CANbus transceiver family of parts.

The part was designed to be compatible with standards ISO11898-2 and ESA standard.  

Intersil worked closely with ESA and Airbus during the developed of this family of parts to ensure that the parts meant their functional and electrical requirements. 

We worked with ESA on defining Section 5.3.3 “Resistance to electrical CAN Network faults” in ECSS-E-ST-50-15C (May 1, 2015). 

Airbus put the transceiver through an extensive component evaluation and approved the transceiver for use in June 2015.  I would think that many of you are already using the these Intersil transceivers in this family. Airbus Component Qualification (functional, mechanical, thermal, EMC, ESD, and Electrical).
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INTERSIL 3.3V CAN BUS TRANSCEIVER FAMILY

Operating Supply Range 3V to 3.6V
Bus Fault Protection up to ±20V

120 Nodes over Common Mode Range = -7V to +12V
Cold Spare Capable to Support Redundant Systems
Current Fold Back OC Protection
Programmable Driver Rise/Fall Times
Radiation Tolerance
 75krad(Si) LDR (ISL7202xSEH, ISL7202xASEH)

 No SEB up to 60MeV∙cm2/mg with ±20V Bus Pins & 5.5V VCC

 SEL Immune – BiCMOS SOI Process

4kV HBM

<50µA
Low Power

ISO 11898-2 
Compatible

FeaturesISL72026SEH / 26ASEH
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Page 5

Presenter
Presentation Notes
Narrative:

The family consist of three parts. They all come in a 8Ld hermetic ceramic flatpack (CDFP) package.  All three parts have the same driver and receiver circuitry.  The electrical performance and specifications for the most part, are identical for the three parts. 
The parts only differ in ancillary functions.  The ISL72026 has a low power listen mode and loopback test capability, the ISL72027 has the low power listen mode and split termination output pin , and the ISL72028 has a low power shutdown down mode and a split termination output pin. 

Our CAN transceiver was specifically designed to be compatible with the electrical specifications of ISO11898-2 standard.  The ISO11898-2 standard gives the loading requirements and signal levels for data rate up to 1Mbps.  
Lab testing shows good signaling performance up to 5Mbps over short length cable (10ft lab testing). 

They driver was designed to drive 120 nodes over a common mode range of -7V to +12V which exceeds the required ISO11898-2 CM range of  -2V to +7V. Wide common mode range to allow for ground shifts.

The transceiver can handle fault voltages on the BUS lines of +/-20V (both with /without beam) which exceeds the ESA ECSS-E-ST-50-15C (May 2015) fault voltage of -10V to +15V.  
Cohbam +/-36V (terrestrial) and only +/- 16V (in orbit).

All pins have an ESD rating of 4kV.

The parts are Cold Spare Capable. Ideal for N+1 applications with cold spare capability.
Intersil CAN transceivers when in the powered off state does not affect the communication on the bus and present a high impedance between the bus and the system supply rail > 2MΩ (typical)
To achieve this a power down transceiver has a high resistance between the bus pins and the supply rail of > 2Mohm (typical).  A powered down transceiver has a resistance between CANH and CANL of 80kohms (typical).

Intersil CAN transceivers are wafer by wafer tested to 75krad(Si) (Commodity classification of 5A991.b is equivalent to EAR99)
All test are performed per MIL-STD-883, TM1019 and used a dose rate of 10mrad(Si)/s
24 devices of each type were irradiated up to 75krad(Si) followed by an anneal (168 hrs, 100°C)
All devices were bin 1 compliant after testing was complete 
The parts are acceptance tested to a Low Dose Rate of 75krad(Si).
There are version B parts available that are not only LDR tested but also accepted tested to 100krad(Si) HDR. 

SEL/B immune to ±20V Bus Pins and +5.5V VCC Supply at LETTH = 86.4MeV∙cm2/mg. 

Destructive SEE test summary
No SEL (single event latch-up) or SEB (single event burnout) for ions with 86MeV•cm2/mg while operating at or below the voltages of VCC = 5.5V and bus common-mode voltages of ±20V.

Single Event Transients (SET) summary
No SET detected for LET = 2.7MeV•cm2/mg (no bit errors at 1Mbps). 
No missing bits but glitches on transition bits at 1Mbps and fast slew with LET = 20MeV•cm2/mg to a cross section of 4x10-7 cm2 
Only single bit errors at 1Mbps and fast slew with LET = 43MeV•cm2/mg to a cross section of 4x10-6 cm2 
SET was defined as any transition in the receiver output for static biasing conditions and any received bit outside of 40% to 60% duty-cycle for a 50% transmitted bit stream (250kHz and 500kHz)

SET testing results shows for a geosynchronous mission a part would experience a transmit error to heavy ion exposure no more than once every 11 years. 


9 mins 39seconds
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INTERSIL: RH 3.3V CAN BUS TRANSCEIVER FAMILY

Three Discrete Programmable Driver Speed Selections 
Resistor to Ground on the RS pin determines Speed Grade

 RS = 0V (High Speed Mode – 1Mbps) Typical Driver Rise / Fall Times: 55ns / 25ns

 RS = 10kΩ (Medium Speed – 250kbps) Typical Driver Rise / Fall Times: 400ns / 300ns

 RS = 10kΩ (Medium Speed – 500kbps) Typical Driver Rise / Fall Times: 250ns / 250ns

 RS = 50kΩ (Slow Speed  - 125kbps) Typical Driver Rise / Fall Times: 700ns / 650ns

 RS = 50kΩ (Slow Speed  - 250kbps) Typical Driver Rise / Fall Times: 360ns / 390ns

Drive RS pin HIGH

 ISL72026SEH Listen Mode: TX Powered Down Supply Current: 2mA max

 ISL72027SEH Listen Mode: TX Powered Down Supply Current: 2mA max

 ISL72028SEH Shutdown Mode: TX and RX Powered Down Supply Current: 50µA max

Version A

Page 6

Presenter
Presentation Notes
Narrative:
The transceivers have three discrete driver speed selections. A single resistor from the RS pin to ground selects between the three speed options. RS = 0V selects the “High speed” option and supports data rates up to 5Mbps. The RS =10k ohms selects the medium speed option and supports data rates up to 250kbps (500kbps "A" Version, and RS = 50kohms selects the slow speed option and supports data rates up to 125kbps (250kbps "A" version).  

Driving the RS pin High will put the 26 and 27 parts into a low power listen mode and will put the 28 part into a low power shutdown mode. In listen mode the driver circuitry is powered down and the supply current of the device is reduced to 2mA to save power. 
In the low power shutdown mode, both the driver and the receiver are powered down and the supply current is reduced to 50uA.  



5mins 7 seconds
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Parameters ISL7202xSEH ISL7202xASEH

Medium
Speed

Slow Speed Medium
Speed

Slow Speed

Data Rate 250kbps 125kbps 500kbps 250kbps
Prop Delay L->H (ns) 520 850 350 475
Prop Delay H->L (ns) 460 725 410 550

Skew (ns) 60 110 60 75
Rise Time (ns) 400 700 250 360
Fall Time (ns) 300 650 250 390

Total Loop Delay (ns)
Dom to Rec

500 750 450 575

Total Loop Delay (ns) 
Rec to Dom

550 850 380 500

Max Cable Length (m) - 85% SP, 5ns/m cable 165 400 50 150

ISL7202XASEH  VS ISL7202XSEH
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Narrative:

As a reference, here is a chart that shows a comparison between the version A transceivers and the legacy transceivers signal parameter values for propagation delays, skew, rise/fall times, and total loop delays) for medium speed mode (RS= 10kohms)  and slow speed mode (RS = 50kohms). 

High speed is not shown because the values of the parameters between the version A parts and legacy parts are very similar.   

From the chart you can see that for medium speed operation: the prop delays, skew, rise/fall times and total loop delays have been decreased for the version A parts from the legacy values to allow the version A to support 500kbps rather than 250kbps for the legacy parts.   

Also from the chart you can see for slow speed that the values have decreased for the version A part from the legacy values to allow the version A to support 250kbps rather than 125kbps for the legacy parts. 

Finally from the chart you can see that the 250kbps max limit for the version A parts is 400ns while the 250kbps limit for the legacy parts is 510ns.  The version A has tighter limits for skew. 





ISL71026M RADIATION TOLERANT PLASTIC CAN BUS 
TRANSCEIVER
POWERING THE NEXT GENERATION OF SATELLITE CONSTELLATIONS

Presenter
Presentation Notes
There is growing trend in private sector for satellite manufacturers to move away from using radiation hardened microcircuits, towards commercial off the shelf (COTs). The idea of building multiple cost effective redundant satellites verses building one satellite with redundant hardened microcircuits strives to drive the cost per satellite down in order to tolerate a single point failure in a mega-constellation. 

There is a growing trend in the private sector to build many (mega-constellations) small satellites and deployed them into low earth orbits.  Companies such as SpaceX, OneWeb and Google are notable companies leading this activity. In order for this mega-constellation of satellites to be profitable they are driven to reduce the cost per satellite by migrating away from traditional radiation hardened microcircuits to using commercial off the shelf (COTs) devices. Using COTs components reduce cost, gives increase capability by access of modern technology and the small footprint of COTs will decrease the satellite circuitry and overall satellite size. 

We at Intersil believe an industry misconception is that minimal / limited issues will be encountered when qualifying and operating COTs devices in what they think is a relative benign environment.  We feel the complexity, risk, and cost to test and qualify COTs devices is being under estimated by the manufactures of these satellites.

Intersil feels there is market for Radiation Tolerant ICs for these next generation constellations satellites for the following reasons: 

Cost: Using COTs devices require up screening before they are found suitable for space applications. Most notably tests needed are total ionizing dose (TID) possibly both high dose rate and low dose rate, and Single Events Effects testing. This testing is very expensive and what seemed a less expensive alternative can end up being very costly.

Risk: Radiation testing and characterization of a COTs device today, does not indicate that the next lot of the COTs device will work – variations in fabrication or even change in manufacturing location can affect performance with regards to radiation tolerance.  These changes are often not communicated to the customer by the commercial IC manufacturer as it does not affect the electrical performance of the device.

Reliability: NASA has published reports indicating that a large percentage of small satellites are dead on arrival or cease operation much before the expected life. Using more reliable devices suited for the harsh environment of space will help assuring mission success. 

As a result Intersil is developing a family of Radiation Tolerant Plastic ICs as an alternative to using COTs devices. During development, an Intersil radiation tolerant (RL) IC goes through TID testing and SEE testing during the characterization of the IC. The results of the TID testing and SEE testing are included in the data sheet for the part.
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Program Profile

 Expected Life Cycle ≤ 5 years

 Satellites will be replaced with system upgrades

 Total radiation exposure = 10 - 30krad(Si)

 Margin may be needed, devices may need to meet as high as 60krad(Si) 

 SEE expectations = LET of 30 – 43MeV∙cm2/mg 

 Non-destructive SEE can be typically handled with redundancy, EDAC, filtering, etc.

− Adds system level design complexity and cost 

− May not even be fully effective 

 Destructive SEE causes early termination of satellite life cycle

PROGRAM PROFILE FOR NEXT GENERATION SATELLITE 
CONSTELLATIONS 
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Narrative:

There is a growing trend in the private sector to build many (mega-constellations) small satellites and deployed them into low earth orbits.  Companies such as SpaceX, OneWeb and Google are notable companies leading this activity. In order for this mega-constellation of satellites to be profitable they are driven to reduce the cost per satellite by migrating away from traditional radiation hardened microcircuits to using commercial off the shelf (COTs) devices. Using COTs components reduce cost, gives increase capability by access of modern technology and the small footprint of COTs will decrease the satellite circuitry and overall satellite size. 

We at Intersil believe an industry misconception is that minimal / limited issues will be encountered when qualifying and operating COTs devices in what they think is a relative benign environment.  We feel the complexity, risk, and cost to test and qualify COTs devices is being under estimated by the manufactures of these satellites.

Intersil feels there is market for Radiation Tolerant ICs for these next generation constellations satellites for the following reasons: 

Cost: Using COTs devices require up screening before they are found suitable for space applications. Most notably tests needed are total ionizing dose (TID) possibly both high dose rate and low dose rate, and Single Events Effects testing. This testing is very expensive and what seemed a less expensive alternative can end up being very costly.

Risk: Radiation testing and characterization of a COTs device today, does not indicate that the next lot of the COTs device will work – variations in fabrication or even change in manufacturing location can affect performance with regards to radiation tolerance.  These changes are often not communicated to the customer by the commercial IC manufacturer as it does not affect the electrical performance of the device.

Reliability: NASA has published reports indicating that a large percentage of small satellites are dead on arrival or cease operation much before the expected life. Using more reliable devices suited for the harsh environment of space will help assuring mission success. 

As a result Intersil is developing a family of Radiation Tolerant Plastic ICs as an alternative to using COTs devices. During development, an Intersil radiation tolerant (RL) IC goes through TID testing and SEE testing during the characterization of the IC. The results of the TID testing and SEE testing are included in the data sheet for the part.
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ISL71026M | RADIATION TOLERANT CAN BUS TRANSCEIVER 
Key Specifications
 Operating Supply Range: 3V to 3.6V

 Low Operating current: 7mA

 Compatible to ISO 11898-2
 Bus fault protection up to ±20V

 Loopback and listen mode

Package
 5mm x 4.4mm , 14-lead TSSOP

Benefits
 Radiation tolerant to 30krad(Si) & SEE characterized

 Ideal for N+1 applications with cold spare capability

 Selectable rise/fall times for optimal bus performance

 Wide common mode range to allow for ground shifts
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RADIATION TOLERANT PLASTIC PRODUCT LINE QUALIFICATION 
CRITERIA
One time characterization to 30krad(Si) at a dose rate of ≤10mrad/sec.

SEE characterization for destructive and transient events 

2 lot temperature characterization to -55C and +125C 

 To set datasheet limits

Automotive “like” qualification

 2000 hours of life test

 Moisture resistance test (MRT)

 500 Temperature Cycles (-55C to +125C)

 Unbiased HAST 

 Biased HAST

 1000 hour Storage life

 +125C latch-up and ESD

 Surface mount leaded packages with NiPdAu finish
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The Intersil Radiation Tolerant Plastic Product Line Qualification Criteria is as follows:

Read the Chart. 
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RL Plastic Parts Current Released:

 ISL71026MVZ 3.3V CAN Bus Transceiver – 14Ld TSSOP Package

 ISL71001MNZ 6A Buck Regulator with Intergrated MOSFETs – 64Ld TQFP Package

 ISL71444MVZ Quad Op-Amp – 14Ld TSSOP Package

 ISL71010BMB25Z 2.5V Precision Voltage Reference – Package: 8Ld SOIC 

 ISL71010BMB50Z 5.0V Precision Voltage Reference – Package: 8Ld SOIC 

 ISL71218MBZ Dual Op-Amp – Package: 8Ld SOIC 

 ISL71003M High Efficient 3A Buck Regulator – Package: 12Ld DFN

 ISL71915M Nano Power RRIO Comparator – Package: 6Ld SOT23 

 ISL71710M and ISL71610M Digital Isolators – Package: 8Ld SOIC

 ISL71123M Single Supply SPDT Switch – Package: TBD 

INTERSIL RADIATION TOLERANT (RL) PLASTIC PRODUCTS 
INITIATIVE
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SEE PERFORMANCE OF CAN TRANSCEIVERS IN A 
TWO NODE CAN BUS SYSTEM
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SEE TESTING OF A TWO NODE CAN BUS SYSTEM 

SEE Two Node CAN bus System Block Diagram
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Narrative:
Intersil created a two-node CAN bus system for testing the SET performance of their ISL7202xSEH CAN transceivers when driving and receiving a 1Mbps standard CAN bus data packet message. The system implements all the standard CAN bus packet error checking protocols, (e.g., Cyclic Redundancy Code (CRC) Error, Formatting Bit Errors, Stuffing Bit Errors, and Acknowledge (ACK) Error). 
�A block diagram of the test setup is shown in the slide. The two-node CAN bus system consisted of a transmitting node and a receiving node that are connected together over a 10ft 120Ω cable. Each node consists of a Microchip PIC18F4550 microcontroller, a Microchip MCP2515 CAN controller and an Intersil ISL72026SEH CAN transceiver. 

System Operation:
Transmitting Node:
The transmitting node CAN controller is programmed with a specific standard CAN data packet message. A timer in the PIC microcontroller is programmed to have the CAN controller output a CAN data packet every 200µs. Every CAN data packet message sent out on the bus is identical and is transmitted at a data rate of 1Mbps. 
The transmission of the initial data packet is started when the “Load” pin to the PIC microcontroller is driven high. As long as the “Load” pin is held high a data packet will be sent out every 200µs. Transmission is halted when the “Load” pin is driven Low. 
Receiving Node:
The receiving node is programmed to receive / process the CAN data packet message and to send the packet contents over a USB connection to a GUI running on a PC. In addition, the receiving node CAN controller is programed to set an interrupt whenever an erroneous packet is identified by the controller. The CAN controller is programmed to pulse its “INT” pin low whenever a packet with an error is detected. The “INT” pin is monitored by an oscilloscope to count the number of packets with errors while the GUI counts the total number of packets sent out on the bus.
SET Testing Procedure:
The transmitting node CAN transceiver and the receiving node CAN transceiver of the two-node CAN bus link are irradiated separately. A transceiver is exposed to the ion beam while the system is running (Load pin = High).
CAN Transceiver Testing at the Transmitting Node:
Testing is done at various LET levels while irradiating the Transmitting Node Transceiver. For each LET level applied the total number of packets are counted along with the number of packets that were received with errors. The counts are done over the time that the transceiver is exposed to the ion beam.  
CAN Transceiver Testing at the Receiving Node:
Testing is done at various LET levels while irradiating the Receiving Node Transceiver. For each LET level applied the total number of packets are counted along with the number of packets that were received with errors. The counts are done over the time that the transceiver is exposed to the ion beam. 
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SEE TESTING OF A TWO NODE CAN BUS SYSTEM 
SET Test Description

 The two-node CAN bus system consisted of a transmitting node and a receiving node that were connected together over 
a 10ft 120Ω cable. 

 System under test was powered with VCC = 3.0V and 4.5V at an ambient temperature of approximately 25°C. 

 The transmitting node CAN controller was programmed with a specific standard CAN data packet message. A timer in the PIC 
microcontroller was programmed to have the CAN controller output a CAN data packet every 200µs. 

 Every CAN data packet message sent out on the bus was identical and was transmitted at a data rate of 1Mbps. 

 The receiving node was programmed to receive/process the CAN data packet message and to send the packet contents over a 
USB connection to a GUI running on a PC. In addition, the receiving node CAN controller was programed to set an interrupt 
whenever an erroneous packet was identified by the controller. 

 Testing was done at various LET levels while irradiating the Transmitting Node Transceiver and the Receiving Node CAN Transceiver 
separately. For each LET level applied the total number of packets were counted along with the number of packets that were received with 
errors. The counts were done over the time that the transceiver was exposed to the ion beam. 

 Over all the irradiations the average packet rate was 5016 packets per second which resulted in ~ one million packets (mega-
packet) per irradiation.  Each irradiation was done with normal incidence to a fluence of 1x107ion/cm2 at a flux of approximately 
5x104ion/(s·cm2). 
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Narrative:

The CAN transceivers used were the ISL72026SEH with the RS pin grounded for high speed slewing (typical 55ns rise time and 25ns fall time).  
A cable of length 10ft was used to connect the two nodes, and the transceivers were at approximately 25°C.  
The transmitter and receiver of the two-node CAN bus link were irradiated separately while the packet errors were counted by oscilloscope captures set to trigger on packet error events as reported by the receiving CAN controller.  
The count of total packets transmitted during an irradiation was also captured. 
Over all the irradiations, the calculated average packet rate was 5016 packets per second (between 4765 and 5212) which resulted in approximately one million packets per irradiation.  
Each irradiation was done with normal incidence to a fluence of 1x107ion/cm2 at a flux of approximately 5x104ion/(s·cm2).  The summary of the tests with the transmitter irradiated appears in Table 2.  The summary for irradiating the receiver is presented in Table 3.
Four parts were irradiated at LET of 86 at VCC supply voltage of 3V and 4.5V. Only one part at VCC of 4.5V had one transmitter packet error and zero receiver errors. The other three parts had no transmitter or receiver errors at VCC of 4.5V.
At VCC of 3V, four parts were irradiated at LET of 43 and three parts at LET of 20. 
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SEE TESTING OF A TWO NODE CAN BUS SYSTEM 
SET Testing Procedure:
The transmitting node CAN transceiver and the receiving node CAN transceiver of the two-node 
CAN bus link are irradiated separately. A transceiver is exposed to the ion beam while the system 
is running (Load pin = High). 

CAN Transceiver Testing at the Transmitting Node:
Testing is done at various LET levels while irradiating the Transmitting Node Transceiver. For 
each LET level applied the total number of packets are counted along with the number of packets 
that were received with errors. The counts are done over the time that the transceiver is exposed 
to the ion beam.  

CAN Transceiver Testing at the Receiving Node:
Testing is done at various LET levels while irradiating the Receiving Node Transceiver. For each 
LET level applied the total number of packets are counted along with the number of packets that 
were received with errors. The counts are done over the time that the transceiver is exposed to 
the ion beam. 
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The CAN transceivers used were the ISL72026SEH with the RS pin grounded for high speed slewing (typical 55ns rise time and 25ns fall time).  
A cable of length 10ft was used to connect the two nodes, and the transceivers were at approximately 25°C.  
The transmitter and receiver of the two-node CAN bus link were irradiated separately while the packet errors were counted by oscilloscope captures set to trigger on packet error events as reported by the receiving CAN controller.  
The count of total packets transmitted during an irradiation was also captured. 
Over all the irradiations, the calculated average packet rate was 5016 packets per second (between 4765 and 5212) which resulted in approximately one million packets per irradiation.  
Each irradiation was done with normal incidence to a fluence of 1x107ion/cm2 at a flux of approximately 5x104ion/(s·cm2).  The summary of the tests with the transmitter irradiated appears in Table 2.  The summary for irradiating the receiver is presented in Table 3.
Four parts were irradiated at LET of 86 at VCC supply voltage of 3V and 4.5V. Only one part at VCC of 4.5V had one transmitter packet error and zero receiver errors. The other three parts had no transmitter or receiver errors at VCC of 4.5V.
At VCC of 3V, four parts were irradiated at LET of 43 and three parts at LET of 20. 
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SEE TESTING OF A TWO NODE CAN BUS SYSTEM 

Figure 2: Scope plot of two data packets
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Narrative:
Figure 3 shows a scope plot of two data packets. 

Transmitting Node:
The transmitting node CAN controller is programmed with a specific standard CAN data packet message. A timer in the PIC microcontroller is programmed to have the CAN controller output a CAN data packet every 200µs. Every CAN data packet message sent out on the bus is identical and is transmitted at a data rate of 1Mbps. 

Receiving Node:
The receiving node is programmed to receive / process the CAN data packet message and to send the packet contents over a USB connection to a GUI running on a PC. In addition, the receiving node CAN controller is programed to set an interrupt whenever an erroneous packet is identified by the controller. The CAN controller is programmed to pulse its “INT” pin low whenever a packet with an error is detected. The “INT” pin is monitored by an oscilloscope to count the number of packets with errors while the GUI counts the total number of packets sent out on the bus.
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SEE TESTING OF A TWO NODE CAN BUS SYSTEM 

Figure 3: Scope plots of the system CAN data packet at the 
transmitting node (yellow trace) and the receiving node (blue trace)
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Figure 3 shows the scope plots of the system CAN data packet at the transmitting node and at the receiving node. 
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SEE TESTING OF A TWO NODE CAN BUS SYSTEM 

Table 1: CAN data packet bit values and packet frame definitions
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System CAN Data Packet Message
The system was programmed to transmit a standard CAN data packet message at a data rate of 1Mbps. Each data packet message transmitted onto the bus are identical.  Table 1 gives the details of the CAN data packet used for the testing. The data packet consists of 117 bits (Standard CAN Frame Format of 115 bits plus two stuffing bits). At a data rate of 1Mbps it takes 117µs to transmit a single packet.  Figure 3 shows the scope plots of the system CAN data packet at the transmitting node and at the receiving node. 

Transmitting Node:
The transmitting node CAN controller is programmed with a specific standard CAN data packet message. A timer in the PIC microcontroller is programmed to have the CAN controller output a CAN data packet every 200µs. Every CAN data packet message sent out on the bus is identical and is transmitted at a data rate of 1Mbps. 
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SEE TESTING OF A TWO NODE CAN BUS SYSTEM 

Table 2: Packet error results from irradiating the transmitter of the CAN 
transceiver pair while sending a continuous stream of packets.
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Narrative:
The transmitter and receiver of the two-node CAN bus link were irradiated separately while the packet errors were counted by oscilloscope captures set to trigger on packet error events as reported by the receiving CAN controller. The CAN transceivers used were the ISL72026SEH with the RS pin grounded for high speed slewing (typical 55ns rise time and 25ns fall time).  A cable of length 10ft was used to connect the two nodes, and the transceivers were at approximately 25°C.  The count of total packets transmitted during an irradiation was also captured. Over all the irradiations, the calculated average packet rate was 5016 packets per second (between 4765 and 5212) which resulted in approximately one million packets per irradiation.  Each irradiation was done with normal incidence to a fluence of 1x107ion/cm2 at a flux of approximately 5x104ion/(s·cm2).  The summary of the tests with the transmitter irradiated appears in Table 2.  The summary for irradiating the receiver is presented in the next slide Table 3.
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SEE TESTING OF A TWO NODE CAN BUS SYSTEM 

Table 3: Packet error results from irradiating the receiver of the CAN 
transceiver pair while sending a continuous stream of packets.

Page 21

Presenter
Presentation Notes
Narrative:
The transmitter and receiver of the two-node CAN bus link were irradiated separately while the packet errors were counted by oscilloscope captures set to trigger on packet error events as reported by the receiving CAN controller. The CAN transceivers used were the ISL72026SEH with the RS pin grounded for high speed slewing (typical 55ns rise time and 25ns fall time).  A cable of length 10ft was used to connect the two nodes, and the transceivers were at approximately 25°C.  The count of total packets transmitted during an irradiation was also captured. Over all the irradiations, the calculated average packet rate was 5016 packets per second (between 4765 and 5212) which resulted in approximately one million packets per irradiation.  Each irradiation was done with normal incidence to a fluence of 1x107ion/cm2 at a flux of approximately 5x104ion/(s·cm2).  The summary of the tests with the transmitter irradiated appears in Table 2.  The summary for irradiating the receiver is presented in the next slide Table 3.
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SEE TESTING OF A TWO NODE CAN BUS SYSTEM 

Figure 4: Chart of the error cross section per packet. The means at each LET are 
connected while the minimum and maximum at each LET are also plotted vertically.
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Narrative:
Figure 4: Error cross section per packet found by dividing the counted errors by the fluence (1x107ion/cm2) and dividing by the number of packets transmitted during the fluence.  The means at each LET are connected while the minimum and maximum at each LET are also plotted vertically.

The error data can be converted to a chart.  The chart, Figure 4, represents the error cross section per packet.  Clearly the error cross section here depends upon the number of packets transmitted.  The transmitter appears more prone to inducing a packet error than the receiver.  Worst case numbers are 6x10-13cm2/packet for the transmitter and 5x10-13cm2/packet for the receiver with means at 4.7x10‑13cm2/packet and 3.4x10-13cm2/packet. Of course in a complete bus system all nodes are subject to irradiation at the same time so the cross sections per packet would have to be summed to give a complete bus error cross section per packet.  For example, a worst case for a ten node bus would be approximately 5.1x10-12cm2/packet, the summation of nine receivers and one transmitter. 

Of course in a complete bus system all nodes are subject to irradiation at the same time so the cross sections per packet would have to be summed to give a complete bus error cross section per packet.  
For example, a worst case for a ten node bus would be approximately 5.1x10-12cm2/packet, the summation of nine receivers and one transmitter.  [6x10-13 + 9 (5x10-13) = 5.1x10-12cm2/packet].
For example, a worst case for a 25 node bus would be approximately 5.1x10-12cm2/packet, the summation of nine receivers and one transmitter.  [6x10-13 + 25 (5x10-13) = 1.31x10-11cm2/packet].
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SINGLE EVENT EFFECTS (SEE) PERFORMANCE
Destructive SEE test summary

 No SEL (single event latch-up) or SEB (single event burnout) for ions with 86MeV•cm2/mg while operating at or below the 
voltages of VCC = 5.5V and bus common-mode voltages of ±20V.

Single Event Transients (SET) summary

 Transmitter more prone to inducing a packet error than the receiver.

 No transmitter or receiver SET packet errors detected for LET = 20MeV•cm2/mg out of 1 million packets transmitted. 

 Transmitter (VCC = 3V) SET packet errors detected for LET = 43MeV•cm2/mg and 86MeV•cm2/mg out of 1 million packets send 
per irradiation resulted in a worse case error cross section of 6x10-13 cm2/packet with a mean cross section of 
4.7x10-13cm2/packet.

 Receiver (VCC = 3V) SET packet errors detected for LET = 43MeV•cm2/mg and 86MeV•cm2/mg out of 1 million packets send 
per irradiation resulted in a worse case error cross section of 5x10-13 cm2/packet with a mean cross section of 
3.14x10-13cm2/packet.

 Testing with Au at 86MeV-cm2/mg and VCC = 4.5V did not yield any packet errors on 3 of the 4 parts tested and only 1 error on 
the 4th part, so testing with Ag (43MeV-cm2/mg) and Cu (20MeV-cm2/mg) was only done at VCC = 3V. Accordingly, the 3V data 
was chosen to analyze.
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Error cross section depends upon the number of packets transmitted. Approximately 1 million packets per irradiation. 
The transmitter appears more prone to inducing a packet error than the receiver.
Transmitter worse case number 6x10-13cm2/packet with mean at 4.7x10‑13cm2/packet.
Receiver worse case number 5x10-13cm2/packet with mean at 3.4x10-13cm2/packet.
Of course in a complete bus system all nodes are subject to irradiation at the same time so the cross sections per packet would have to be summed to give a complete bus error cross section per packet.  
For example, a worst case for a ten node bus would be approximately 5.1x10-12cm2/packet, the summation of nine receivers and one transmitter.  [6x10-13 + 9 (5x10-13) = 5.1x10-12cm2/packet].
For example, a worst case for a 25 node bus would be approximately 5.1x10-12cm2/packet, the summation of nine receivers and one transmitter.  [6x10-13 + 25 (5x10-13) = 1.31x10-11cm2/packet].









SEB testing found the part to be free from destructive SEE effects from ions with effective LET of 60MeV * cm2/mg while biased at Vcc = 5.5V and VCM = +/-20V. 

Single event transient testing (SET) showed the part exhibited SET susceptibility at LET = 43, 20, and 8.56 MeV * cm2/mg. SET was defined as any transition in the receiver output for static biasing conditions and any received bit outside of 40% to 60% duty-cycle for a 50% transmitted bit stream. No SET of either type recorded at an LET = 2.7MeV * cm2/mg.

Dynamic testing of the part for SET resulted in missing bits at the receiver for 43 MeV * cm2/mg. At LET of 20 MeV * cm2/mg and below dynamic testing only resulted in glitches on the transitions of the bits. At LET of 8.5MeV * cm2/mg the cross-section for these SET was 2.0x10-7cm2. At LET of 2.7MeV * cm2/mg there were no SET recorded to a nominal  5x10-8cm2. .
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SINGLE EVENT EFFECTS (SEE) PERFORMANCE
Single Event Transients (SET) summary continue
 CRÈME96 LET spectrum files were generated for a satellite in a geosynchronous orbit and a low earth orbit of 1100km at a 45 degree 

inclination, using all species of heavy ion particles (atomic numbers 2 – 92) with a minimum energy value of 0.1MeV/nuc and solar 
minimum conditions (worst case for long-term cosmic rays). 100 mils of Aluminum shielding was assumed for both cases.

 Based on the 3V SET test results, Weibull parameters were estimated. These parameters, along with the appropriate LET Spectrum file, 
were used to obtain the heavy ion error rates per mega-packet for the transmitter and receiver operating at 1Mbps, as shown in Table 1, 
for the 2-node CAN system. Of course in a complete multi-node bus system (e.g., nine receivers and one transmitter) all nodes are 
subject to irradiation at the same time, so the error rates per packet would have to be summed accordingly to give a complete bus error 
cross section per packet. 

Table 1. Two-Node System Error Rates per Mega-packet for GEO and LEO Missions

For a LEO mission a system with 25 nodes would experience a transmit error to heavy ion exposure no more than once every 9,889 years. 
For a GEO mission a system with 25 nodes would experience a transmit error to heavy ion exposure no more than once every 769 years. 

Low Earth Orbit Geosynchronous Orbit
Transmitter Receiver Transmitter Receiver

Errors/device/day 1.29519E-09 1.05560E-09 1.63688E-07 1.35818E-07

Errors/device/year 4.73068E-07 3.85558E-07 5.97870E-05 4.96075E-05

Page 24

Presenter
Presentation Notes

Conclusion: Based on the conditions defined above, the error rates/mega packet for a transmitter and a receiver in a LEO orbit and a GEO orbit were calculated and shown in the table. While the actual system error rate will depend on the number of nodes, it can be seen that the CAN transceivers provide excellent SEE immunity. 


Testing of a single part with a 1Mbps square wave at the input: SET testing results shows for a geosynchronous mission a part would experience a transmit error to heavy ion exposure no more than once every 11 years. 


Error cross section depends upon the number of packets transmitted. Approximately 1 million packets per irradiation. 
The transmitter appears more prone to inducing a packet error than the receiver.
Transmitter worse case number 6x10-13cm2/packet with mean at 4.7x10‑13cm2/packet.
Receiver worse case number 5x10-13cm2/packet with mean at 3.4x10-13cm2/packet.
Of course in a complete bus system all nodes are subject to irradiation at the same time so the cross sections per packet would have to be summed to give a complete bus error cross section per packet.  
For example, a worst case for a ten node bus would be approximately 5.1x10-12cm2/packet, the summation of nine receivers and one transmitter.  [6x10-13 + 9 (5x10-13) = 5.1x10-12cm2/packet].
For example, a worst case for a 25 node bus would be approximately 5.1x10-12cm2/packet, the summation of nine receivers and one transmitter.  [6x10-13 + 25 (5x10-13) = 1.31x10-11cm2/packet].









SEB testing found the part to be free from destructive SEE effects from ions with effective LET of 60MeV * cm2/mg while biased at Vcc = 5.5V and VCM = +/-20V. 

Single event transient testing (SET) showed the part exhibited SET susceptibility at LET = 43, 20, and 8.56 MeV * cm2/mg. SET was defined as any transition in the receiver output for static biasing conditions and any received bit outside of 40% to 60% duty-cycle for a 50% transmitted bit stream. No SET of either type recorded at an LET = 2.7MeV * cm2/mg.

Dynamic testing of the part for SET resulted in missing bits at the receiver for 43 MeV * cm2/mg. At LET of 20 MeV * cm2/mg and below dynamic testing only resulted in glitches on the transitions of the bits. At LET of 8.5MeV * cm2/mg the cross-section for these SET was 2.0x10-7cm2. At LET of 2.7MeV * cm2/mg there were no SET recorded to a nominal  5x10-8cm2. .
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Length of cable that can be driven in actual CAN System Depends ON 
 Data Rate, Cable Delay (5ns/m to 6ns/m) , Transceiver: Driver Prop Delay + Receiver Prop Delay or Total Loop Delay, Bit 

Sampling Point (75% to 85% of the bit width)

Formula:
 2(Tpcable + Tpdriver + Tpdreceiver) = (Tpcable + TLD) ≤ SP 

 Where:

− Tpcable = cable propagation delay, in nsec

− Tpdriver = driver propagation delay, in nsec

− Tpreceiver = receiver propagation delay, in nsec

− TLD = transceiver total loop delay, in nsec

− SP = bit width sample point, in nsec

 Tpcable = [(SP/2) – (Tpdriver – tpreceiver)] = [(SP/2) – (TLD)]

Max Cable Length (m) = Tpcable x V where v = speed of the signal in m/nsec

FAQ: CALCULATING MAX CABLE LENGTH?
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Formula: 2 (tpdriver + tpreceiver + tpcable) <= sample point on the bit width

Note: tpdriver + tpreceiver = total loop delay (TLD)

Tpline = [(sample point/2) – (TLD)]

Cable Length = tpline x 1/cable delay = [(sample point/2) – (TLD)] x 1/cable delay
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Example Calculation:

 Given: 1Mbps, 5ns/m cable, Sample Point: 80% 

 Step One: Calculate the sample point:

 SP = 1us x 0.80 = 800ns

 Step Two: Find Total Loop Delay in Transceiver Data Sheet

 Step Three: To calculate max cable length - Put SP (ns), TLD (ns), and 1m/5ns into formula. 

 Max Length Cable (m) = [(800ns/2) – (270ns)] x (1m/5ns) = 26m

FAQ: CALCULATING MAX CABLE LENGTH?
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Formula: 2 (tpdriver + tpreceiver + tpcable) <= sample point on the bit width

Note: tpdriver + tpreceiver = total loop delay (TLD)

Tpline = [(sample point/2) – (TLD)]

Cable Length = tpline x 1/cable delay = [(sample point/2) – (TLD)] x 1/cable delay
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The Intersil rad hard CAN transceivers are not fully compliant with ISO11898-2 standard. They are compatible with the standard and meet 
the key electrical specifications of the standard.

The Intersil parts are essentially compliant to Table 1, Table 2, Table 4, Table 5 and Table 6

 Exceptions

 Table 5: The output bus voltage minimum for CAN_H is 2.25V vs. the ISO Spec of 2.75V and CAN_L is 0.1V vs. the 
ISO spec of 0.5V 

 Table 6: Typical Cin is 35pF and Cdiff = 15pF vs. ISO typical values of 20pF and 10pF 

We are not compliant with Table 3 where it states for a battery voltage of 24V, the voltage at CANH and CANL must tolerate 32V. 

 Our parts can handle ±20V on the bus lines with ±18V under beam (this is acceptable with ESA spec.). 

For Table 12 “Bus failure detection”, Intersil worked with the ESA to identify the requirements for Table 12 for space applications 

 See ECSS-E-ST-50-15C (May 1, 2015) Section 5.3.3 on pages 33 - 38.

ISO 11898–2  COMPATIBLE VS COMPLIANT
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The Intersil  rad hard CAN transceivers are not  fully compliant with ISO11898-2 standard. They are compatible with the standard and meet the key electrical specifications of the standard.  It’s important to note that the ISO11898-2 was written many years ago for use in an automotive environment  for automotive applications and for CAN transceivers that operate from a 5V supply. The Intersil part operates from a 3.3V nominal supply and was designed for use in a space environment for space applications.
 
The Intersil parts are essentially compliant to Table 1, Table 2, Table 4, Table 5 (except output bus voltage min for CAN_H is 2.25V vs ISO Spec of 2.75V and CAN_L  is 0.1V vs ISO spec of 0.5V), and Table 6 (except typical Cin is 35 pF and Cdiff = 15pF vs ISO typical values of 20pF and 10pF).  We are not compliant with Table 3 where it states for battery voltage of 24V the voltage at CANH and CANL must tolerate 32V.  Our parts can handle +/-20V on the bus lines with +/-18V under beam (This is acceptable with ESA).   Table 12 “Bus failure detection”,  Intersil worked with ESA to identify the requirements for Table 12 for space applications – see ECSS-E-ST-50-15C (May 1, 2015) section 5.3.3 on pages 33 -38.    
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COLD SPARE CAPABILITY
Reliability is an essential requirement in space applications and single point failures must be avoided

To achieve a high reliable communication system a node will use two CAN transceivers in parallel

One transceiver will be active while the other transceiver will be a cold spare (in a powered down condition)

The cold spare transceiver gets used if the active transceiver malfunctions

Intersil CAN transceivers when in the powered off state does not affect the communication on the bus and present a high impedance 
between the bus and the system supply rail > 2MΩ (typical)
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Definitions:

Cold redundant bus: Redundancy scheme whereby data is only transmitted on one of the available busses.
Cross-strapping: Two identical units that are interconnected with the remaining system in such a way that either unit can provide the required functionality. Note: In an avionics system, where each unit appears with its identical backup, cross-strapped units provide all possible interconnections between them. For bus-connected systems all bus connected subsystems, components, and instruments are cross-strapped to their respective data buses. The overall system reliability of a space avionics system is significantly enhanced by cross strapping, as if one unit fails a redundant unit can take over without implying a complete switch-over to a redundant chain.
Redundant bus: Bus system that consists of two or more identical physical communication channels to increase the bus reliability or availability.
Redundant node: Node that provides identical functionality as another node connected on the same physical bus.
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ECSS-E-ST-50-15C (May 1, 2015) created by European Space Agency (ESA) to standardize the CAN communication protocol for space 
applications. It does not modify the basic CAN network specification and complies with IS0 11898-1/-2:2003. It does define protocol 
extensions needed to meet spacecraft specific requirements. http://ecss.nl/

http://www.intersil.com/content/dam/Intersil/whitepapers/rad-hard/using-can-bus-in-space-flight-applications.pdf

Intersil CAN Transceiver Data Sheets: 
http://www.intersil.com/content/dam/intersil/documents/isl7/isl72026seh.pdf
http://www.intersil.com/content/dam/intersil/documents/isl7/isl72027seh.pdf
http://www.intersil.com/content/dam/intersil/documents/isl7/isl72028seh.pdf

ELDRs test report: http://www.intersil.com/content/dam/Intersil/documents/isl7/isl7202xseh-eldrs-test-report.pdf

SEE test report: http://www.intersil.com/content/dam/Intersil/documents/isl7/isl72027seh-see-test-report.pdf

http://articles.adsabs.harvard.edu/cgi-bin/nph-
iarticle_query?2015ESASP.732E..37T&amp;data_type=PDF_HIGH&amp;whole_paper=YES&amp;type=PRINTER&amp;filetype=.pdf

REFERENCE DOCUMENTATION
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The ECSS-E-ST-50-15C standard does not modify the basic CAN Network specification and complies with ISO 11898-1/-2:2003. This standard does define protocol extensions needed to meet spacecraft specific requirements.

2.0A sometimes know as Basic or Standard CAN with 11 bit message identifiers which originally specified to operate at a maximum frequency of 250kbps and is ISO11519.

2.0B know as Full CAN or extended frame CAN with 11 bit or 29 bit message identifier which can be used at data rates up to 1Mbps and is ISO 11898. 


http://ecss.nl/
http://www.intersil.com/content/dam/Intersil/whitepapers/rad-hard/using-can-bus-in-space-flight-applications.pdf
http://www.intersil.com/content/dam/intersil/documents/isl7/isl72026seh.pdf
http://www.intersil.com/content/dam/intersil/documents/isl7/isl72027seh.pdf
http://www.intersil.com/content/dam/intersil/documents/isl7/isl72028seh.pdf
http://www.intersil.com/content/dam/Intersil/documents/isl7/isl7202xseh-eldrs-test-report.pdf
http://www.intersil.com/content/dam/Intersil/documents/isl7/isl72027seh-see-test-report.pdf
http://articles.adsabs.harvard.edu/cgi-bin/nph-iarticle_query?2015ESASP.732E..37T&amp;data_type=PDF_HIGH&amp;whole_paper=YES&amp;type=PRINTER&amp;filetype=.pdf
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