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ENGINEERING SERC: A Brief History

RESEARCH CENTER

* |n 2008, the DoD released a full and open competitive RFP for a University Affiliated
Research Center (UARC) on systems engineering research

e Stevens Institute of Technology led a team that brought together much of the best
systems engineering research talent in the nation to form a stable and enduring
collaboration to the benefit of the DoD

e Stevens was awarded the SERC in September 2008
— Vested through a 5-year, renewable, task order based IDIQ contract with DoD
— Contract renewed in with WHS in September 2018 for the next five years (POP 2018-2023)

— A second 5 year contract with ACC at Picatinny Arsenal was awarded in Summer of 2018 —
this allows outreach of the SERC to the rest of the Federal Agencies

e SERC has been awarded almost S100M in research tasks (from 2008—2020)
e SERCis unique among UARCs

— Only UARC funded at the DoD level — USD(R&E)

— Only UARC consisting of a collaborative network of universities

— Only UARC created to address the entire domain of systems engineering — education,
research, and practice

For SERC Use Only 3



S S The Systems Research and Impact Network
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ENGIMEE PN SERC Research Thematic Areas

RESEARCH CENTER

Enterprises and SoS

o Comprehensive Enterprise/
SoS Modeling and Analysis

» Mission Engineering
 Digital Enterprise Transformation

Trusted Systems
e Systemic Security
» Systemic Assurance

Human Capital Development
* Evolving Body of Knowledge
» Experience Acceleration
« SE and Technical Leadership
Education
* Emerging/Critical Human Capital
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SE & Systems Mgmt Transformation
» Systems Engineering for Velocity
and Agility
 Digital Engineering
« SE Methods for Al and
Autonomous Systems
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335 ENGINEERING SERC Research Council Members

¢ ¢ ® RESERARCH CENTER

Enterprise Systems and Systems of Trusted Systems
Systems

— Peter Beling, UVA
— Dan Delaurentis, Purdue — John Colombi, AFIT

— Bill Rouse, Georgetown (NAE)

— Laura Freeman, Virginia Tech
— Val Sitterle, GA Tech

Systems Engineering and Systems
Management Transformation

— Barry Boehm, USC (NAE) — RC Chair e Human Capital Development
— Mark Blackburn, Stevens

— Cliff Whitcomb, NPS
— Paul Collopy, UAH
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S ENEMEERING SERC Research Areas and Missions
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Mission Engineering

SERC Technical
ENTERPRISES HUMAN CAPITAL
AND SYSTEMS ENGINEERING AND DEVELOPMENT Plan Roadma ps

OF SYSTEMS MANAGEMENT
TRANSFORMATION

TRUSTED
SYSTEMS

VELOCITY
Developing and sustaining capabilities that support emergent and evolving mission
objectives (deter and defeat emergent and evolving adversarial threats and exploit
opportunities, affordably and with increased efficiency)

SECURITY

Designing and sustaining the demonstrable ability to safeguard critical technologies and
mission capabilities in the face of dynamic (cyber) adversaries

Al & AUTONOMY

Developing and supporting system engineering MPTs to understand, exploit and
accelerate the use of Al and autonomy in critical capabilities

Digital Engineering

For SERC Use Only 7
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SERC Research Roadmaps

tal Engineering
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SERC Capability Maturity
Transioned
Transition Nesdad

D

@ Projects Underway
@ Research Needed

of system behaviors! performance envelopes Fil"]' Imgmled' Model-

Security
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Al & Autonomy

Rapid
Platform
Development

SERC Capability Maturity

Transitioned
Transition Needed Architecting

@ Projects Underway Platforms for
@ Research Needed DevOps

Autonomy- Digital Twin
Enabled SEs Automation e
on
. The.SE Advisar Auiomalar]
Physical-Human Simulation s

SE

Hybrid Human/
Al Systems

Al & Machine Automation & SE Process
Learning Manned Unmanned Evolution Engineering

Technology Teaming

@ Transition Needed

O Projects Underway

Game-Changing Velocity
in the Battlefield

~J a\‘*\?’ -

et

Executing
DevOps

lability
Test&
Evaluation

Requirements
Specification

Conversational () Anticipatory
Data Entry Design

Evidence-based Q Automated
Design & Test Evidence-
Buiilding

Design for

Abstraction
& Design

Digital Emerging
s Technology

(O Research Needed




S S Digital Engineering Roadmap — the Enabler
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Goal 1:
Model Use
for Decision

Making

Goal 2:
Authoritative
Source of

Truth

Goal 3:
Tech
Innovation

/T —
Goal 4:
Collaborative Goal 5:
Environment DE workforce
and culture

SERC Capability Maturity
Transitioned

Transition Needed
@ Projects Underway
® Research Needed




i BRI DoD DE Strategy — Discussion Framework
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e DE/MBSE helps refactor and strengthen
implementation of Systems Engineering
principles (Goal 3)

Operational
Mission

Outcomes

— Represent Structure, Behavior, Interfaces,
Requirements and related interactions

— Can characterize different levels of abstraction —
Mission, System, Subsystem where different Mission
types of methods are needed Threads

— Can generate “documents/specifications”
based on stakeholder-relevant views System of

stems
e DE requires a formalized system/design y

representation that links information in an
Authoritative Source of Truth (Goal 2)

Systems

* Need computation and methodological
infrastructure for access and visualize on need-
to-know basis (Goal 4)

Extending the DoD Digital Engineering Strategy to Missions, Systems of

e Semantically linked system/design D e T Gilbert, 3. Dahmann
information to enable tradespace analyses and $§[;;’p§?2‘gf"2§?;go?;:§rgf§”d Mission Engineering Conference

decision making (Goal 1)

e USE CASEs to present research progress
For SERC Use Only 10



i ENGINEERING Digital Engineering Transformation
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Systems engineering will lead the effort to drive out

° WI” Change the Way Englneerlng iS donel unnecessary complexity through well-founded architecting

and deeper system understanding

e Will change the way DoD Acquisition is done | - B _
—) Sisactaity Eninesrig Moddis A_wrtugl engineering environment will incorporate modeling,
simulation, and visualization to support all aspects of systems
Survey Questions on Benefits- Top Responses -~ engineering by enabling improved prediction and analysis of
20 0O Eroa management (| complex emergent behaviors.
W Q3 Reason for integrating MBSE Models X Models

18 Q7 Value from consistent model mgt | 4 . . . .

Q28 Sneffom ctaboraion s Composable design methods in a virtual environment support

uthoritative

rapid, agile and evolvable designs of families of products.
By combining formal models from a library of component,
reference architecture, and other context models, different
system alternatives can be quickly compared and
probabilistically evaluated.

Source of
System e Truth

Models ‘
\_< g j_/

Verification and _ | Manufacturing
Validation Models \_j \ Models

Design
Models

Key: Data duusp

e Will change the
way we view
quality and agility

Instantiation
of Model
Cumma nds = Real- =
. Time
' Data

e Will change the way systems get deployed ~ «wern Ortoctn

Monitoring
& Optimization ‘l’

Commands.

Master Models

25 25 Other Data

Real Twin Digital Twin
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Report: Industrial Internet Consortium: Digital

S ®e S eZ g 8 5 £ & Twins for Industrial Applications.
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Most Critical Tool Expertise Most Critical Digital Skills [ ] Wi I I C h an ge our wo rkfo rce

Data from SERC-SR-2020-001, Benchmarking the Benefits and Current Maturity of MBSE
For SERC Use Only 11



ENGINEERING SERC Digital Engineering Research
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DE Enterprise Transformation
Enterprise DE Benefits :
Model-Centric Engineering

[ “Model- ] OIEleEIEs & Enabling DE
t

oo Semantic )
Everything” Pilo Technologies Environment

DE as the
Enabler

Augmented
Engineering

Trusted
Systems
Metamodel

Continuous
Development &
Deployment

DE Competency DE Education
Model
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DE Enterprise Transformation
Enterprise DE Benefits :
Model-Centric Engineering

[ “Model- ] OlmieleElEs it Enabling DE
t

oo Semantic :
Everything” Pilo Technologies Environment

DE as the
Enabler

Augmented
Engineering

Trusted
Systems
Metamodel

Continuous
Development &
Deployment

DE Competency DE Education
Model
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sysTEMSs Use Casesto Convey how Digital Engineering will Transform Systems
" ENGINEERING

e en CenTen Engineering, from the Perspective of a Chief Engineer

Use Case #1 Di l?tsael S?S:Oité in Use Case #3
Round trip from Mission Level 'g : c From Configuration Management
. Authoritative Source of Truth
Analysis to Component Level to

using a Collaborative
Environment

Analysis and back Model Management

Selected commercial software products are identified in this material. These products are only used for demonstration
purposes. This use does not imply approval or endorsement by Stevens, SERC, or CCDC/ARDEC, NAVAIR, nor does it
imply these products are necessarily the best available for the purpose. Other product names, company names, images, or

names of platforms referenced herein may be trademarks or registered trademarks of their respective companies, and they
are used for identification purposes only.
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Example: As-Is Engineering — Document
Y asaaton Lantar O Intensive with Disciplinary Stovepipes

Systems Engineer
» Communicating

* Translating

* Facilitating data flow

Regs and
parameters

Regs and Regs and
parameters parameters

Reqgs and
parameters

2

-+ —
C o [— = wn © n
8] © .= [ -4
8o o = =S S o
o 3 o 2 c = 5=
o 9 L= v @ S5 ®
o L Reports & Eg IE"U ES
a8 design [%5]

(
C

Regs and N Regs and

Regs and
parameters parameters

parameters

analysis

Exterior
ballistics
Blast
dynamics
Statistical
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. Example: Cross Domain Relationships

SYSTEMS ENGINEERING

Needed for System Trades, Analysis and Design
e Scenario Refueling UAV e Operator Domain
e Valve — Cross-domain Object — Pilot remotely sends message

e Mechanical Domain to control value

. () H H .
— Valve connects to Pipe Communication Domain

— Message sent through

e Electrical Domain
_ network
— Switch opens/closes Value , .
e Fire control Domain

— Maybe software .
— Independent detection to

shut off valve

e Safety Domain

Navy - SERC Technical Talks - June 10, 2020 16



Opportunities to Refactor and Improve
T Mesaarch fentar the As-Is Analysis & Design Process

KLots of software tools — used for different analyses, by different communities \

— Lack of tool integration and interoperability — different syntaxes, variable names &
terminologies, and units, plus the need for SME input

— Lack of consistency in modeling process and methods — if an update is made one
place, it’s a challenge to ensure that it propagates into other models

— Time consuming and labor-intensive to iterate — making a small change
somewhere requires substantial additional work everywhere

— Difficulty in using models for strategic decisions — non-SMEs have difficulty running
\and interpreting results to fully understand trends and tradeoffs /

Systems Engineers are expected to facilitate
and overcome all these issues in the current
design process.

Systems Engineer

17
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SYSTEMS ENGINEERING
Research Center

Aspirational High-level Research Vision,
facilitated by Digital Engineering

()

Propellant
/power

¢ Mission/System Model & |olF 4—

* Consistent syntax & semantics

* Ability to provide inputs, execute
simulations, and process outputs

¢ Contextualized data storage

* Data visualization

SM SM SM SM SM

[ T v T,Em = v 3 T »n

= B £ = 5= =B % E 7 =

U = Qo @© Yo Y = 2 © = ©

£ < c 2 c % @ g & <

= a — ®© K © W o S H©
—>

Systems engineer
¢ Reasoning
» Optimizing
 Analyzing tradeoffs

Navy - SERC Technical Talks - June 10, 2020

Strategic/mission-level

decision-maker

« Setting requirements & objectives

 Exploring tradeoffs

 Adjusting requirements &
objectives based on capability
information

18



Enabling Concepts — Not an Exhaustive List

Research Center

e Descriptive models
— They have a formal syntax and semantics reflected with a graphical language
— They represent Structure, Behavior, Interfaces, Requirements and related Interactions

— They can characterize different levels of abstraction — Mission, System, Subsystem where different types of
methods usually apply

— They can generate “documents/specifications” based on stakeholder-relevant views
e Modeling Methods and Methodology
* Ontologies and Semantic Technologies enabler for interoperable AST
* Provides a means to link data across all domain (like the Internet)
* Provides semantics to support Knowledge Representation, which is an enabler for Al
* Interoperability and Integration Framework (IOIF)
e Enabling Digital Engineering Environment
e Multi-Disciplinary Design Analysis and Optimization
— Enabling Technologies for Tradespace Analysis

e Modeling Pattern (s) characterizes “integrated” interplay of three related aspects
— Target system (Sub-System 1)
— “Designing” system — processes, methods, models, tools and computing infrastructure (Sub-System 2)
0 Model of the Target system is actually part of System 2
— “Evolving” system — encapsulates both Target and “Designing” system (System 3)
— There are continuous dynamics that influence all three systems

Navy - SERC Technical Talks - June 10, 2020 19



Modelling Levels where Appropriate Model
Sy S NG EIING Methods are Needed for Different Concerns

Other Business Models

Operational Models o
Personnel, support, training, etc.

1

I

o

Q1

<l

21

\\\\\ /// System Model is 51

Authoritative =1

User Capablllty Model Requirements Source 1

. . (e.g. Gov't Specification) :

(aka Mission Model) H

I

— — — Acquisiion ___ =1

Agreement 51 1

Q I

._z% System Model Initial System Model Main = : _:
————————————————————————————— or

System Final System Model Contract b : :

Level  Fynctional Baseline : H

|

w1 1

g 1!

g 1

Sub-System 1 Sub-System 2 0 . Sub-Systemn _ | sup _ _ o5 1

Model Model Model Contracts £ I |

Sub-System_ a0 1

Level pocated Baseli o 1o i

Discipline-Specific Models ol 11 1

(Mechanical, Electrical, SW) ol 1 :

S0

S8 1L

Component 1 Component 2 Component n a0 b

I

Model Model ooo0 Model VVvVvYVY

NAVAIR Public Release 2017-892. Distribution Statement A —“Approved for public release; distribution is unlimited”

Navy - SERC Technical Talks - June 10, 2020 20



Component Data Flow for Full “Round Trip”

SYSTEMS ENGINEERING
Research Center

e Full round trip from System Modeler, through MMS,
lolF, and then back to Systems Modeler, with
visualization in View Editor

Data with Ontologies
Formal Syntax

Model & Semantics Raw RDF -
Systems data ( Manage the (JSON Data) Load Ontologles triples Triple Store
Modeling »|  Models and / Parse JSON (Ontology/Data
(SysML Client) 1 Related Data Data Repository)

Synchronized Expanded
model RDF
data triples
Inferred

JSON

Query
Manage the data lolF ] data Trlp|e Store tr|p|es lolF
Models and (Query for |« (Ontology/Data (Run Reasoner)
Related Data Final Data) | Rep05|tory)

RDF: Resource Description Framework is W3C standard for data interchange on the Web
JSON: Java Script Object Notation is a human/tool readable lightweight data-interchange format

Navy - SERC Technical Talks - June 10, 2020 21



Linking Mission & System Level Modeling with
T e ¢ Component Level Parametric/Physics Based Modeling

4:Block Definition 5:Blocks/Parts/Interfaces
Diagram Internal Block Diagram

10:Test /Plans
Scripts

Requirements Diagram

_ == e 12:ilities” ————
L] vl 2 6:Activity Diagram 7:Scenario Fault Tree 13:Next-level of Requirements
i B ernss exmenantl Sequence Diagram ; i

Traceability

A

14:Traceability Matrix

Navy - SERC Technical Talks - June 10, 2020 22



SYSTEMS ENGINEERING Use case ‘IFUII StaCk”

Research Center

pkg [Package] Artillery System Case Study [ Artillery System Case Study - Overview lJ

. xEntitys
«Entitys «Entitys Project Ontology
Reference Architgctur . .. e
defines d 13
(I’IO |0nger based on Artillery System udy - Use Cases ‘Dased upon /ﬂ ool Frotege [1|_re“eq1|ne_ it (ool}
based upon profile based upon
ASRM/NAVSEM)
Artillery Reference Architecture Skyzer IM90 - DocGen A
[Ea) =)
e e Or aternatively through ijrufile Viewpuierview
CO N O P S ri\iatln n raprfesafntlng direct adaption of template
& EI:ISIDI'I 0T reference =
SRR ® .project usage - mprmecl usage

-
~ - D,Lﬂigd usage ﬁur project management & documentation
] » i
Ectusage |

! |
|
project usage - - o] |
per Ciass | Artillery Mission Mml/ 2 Ly | «ModellanagementSystems al
lity.» Graphical CONOPS | - ART-002 Model |
hased | «Enttys ~ I | (MMS URL = “http:/155.246.39.33:8081/")
«Entitys o pasedupen =~ g [VistnamEra Artillery Mission Model | I
Unity3D Artillery Model - | |
| | = ' ART-002 Project Overview |
| | project usage , © . | :
| s roject usage \ J
Created | ‘ Artillery System Model L V" proctusage -—-r-- :— ————————
. e om0t | . F T T T - -~ NT T T T T T T T
Mission Model =1 | <Enity> [ |
i fl | | 155mm Canon |6 rnptmnal \ | |
(using custom profile) | | | p—) | o
project usage
| | AEntitys | | Observer System Model | | |
Viet Era Artillery Syst Model
System Model | : JEISDETR Wiery System Mosel ! T L 'r o
C iter-batt RADAR
(with displayed | | BT | e ey |
«Entitys
example model | requred nput ! T [
| | e Tt =
elements) | |prujec1 usage
| : Tproject usage | Model Types
| [T SysML Mission Model
Separate SySM L ' ; i Artillery Simulation Model [ sysML System Model
H [ SysML Project Mgmt
Analysis Model | . 3
77777 Simulation kodel
b J h D | «Entitys integrated with Enmt‘u\a 1on Hode
ntolo
( y onn ') Shell Simulation Model e
| |:| SysML Reference Model & Library
| [ ToolSoftware
| integrated with
A
aEntitys «Entitys «Entitys
ANSYS CFD & FE Projectile Model 6 DOF Simulink Projectile Mechanics Model ModelCenter Artillery Model
references references refe s
modeling tool : ANSYS [0.*Jredefines modeling tool} | 2 modeling tool : Matlab/Simulink [0..*}{redefines modeling tool} modeling tool : ModelCenter [0. *}{redefines modeling tool}

UNCLASSIFIED Distribution Statement A: Approved for public release. Distribution is unlimited.
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SYSTEMS ENGINEERING Use Case Designing System

bdd [Package] Ardlery Sysiem Case Study [ Designing System |J

Enlity» <Entityx
artulery syatsm case Study - Use Casas munition ontology | |Gun Ontology jsct ontalogy

[redefines medeling ioo]}

based upon

rofiie biased upan rodeling tool [1
| , 7 based upan I 2
— —1 !
Artillery Reference Architecture Skyzer IM30 - DocGen o
kS
Qr alter yr throug fle  View point Gwerview
. direct adaplion of lempiate
Example inheritance _ -
i - -
. ™ o v s _ _jprketwsee WosaiTypes
archilez ure ~ - et g (far arajech mansgement & docureniaion

SyzML Mis sion Madel A
e — ™ Protegé
[ Sy Proect Mgt
O Simulation Mads)

[l ontoiogy
[ sy=ML Reference Madel & Lirary

|
|
propetusage Artillery Mission Model < prejet usage

7= based upon L =
_________ - [T
e pary | Wonta) | \Vistnam Era artmary wiasion Maca|
|
|

“ModeManagereniSy sieme A
ART-002 Model
{MMS URL = "http:/'155 248.29.33:8081/]

|
|
|
|
|
L3 |
s

fedeidical  madeing wol|0..* modeling toalJ0.

I
| .
‘ | o ART-802 Broject Overview Wl TookSoftw are
| projectusage , S
| 1 s Yprofect seage _ i_ o
| | Artillery System Model N\ i T
| e _ . _ _ _ _ o _proieclussge | |
- = T R N -
| 155mm Canon ‘wetional O M B E E
S e o pen
| project usage
| b |
! | +Entitys | Observer System Mode | | |
| | Wiatnam Era Artillary Syatem Modsl | | | | | |
| aEniitys 3 - radeing toal .
Feguired inuull | | | | |
| |
| ! o | ! | ! !
- - - | |
‘ | projpct usage| | model repostory
*~— | | | |
| | proectusage | )
! M draw/Cam
| ! 1 roseing o ] agicaraw/Cameo
| \_____ N Artillery Simulation Model
|
| *Eniity» «Enlity | integrated with |
| Shell $imulstion Mods| Artillery Simulation Mods] | | | |
Unity 3D — Do |
| 1 | |
¥ [ sos umes |
“Eniityx \ ; |
ANSYS CFD & FE Projectiie Mode| & DOF Sim ulink Projectile Mechanica Mods| ModsICenter Artillery Mode| | |
sars oronene: e [ |
- CFD Responze Surface Ca-sirrulating of Physics: Based models [ ] : MDAD and WAV with Limsted Dats Iol F
- Structured Mesh ! |
e [
: Go-simulating of Physics-Based models | |
- Opfimal Mes hing. integrated wilth o
|
efines madeling 1 defines modeling tool} {redefines modeling toal} mitegratéd w il
: |
|

| repository | fredefines repositary}
umes

ANSYS Bfsmange - -—-—- B - -

AN . .
- Matlab/Simulink ModelCenter

Jupyter Notebook

UNCLASSIFIED Distribution Statement A: Approved for public release. Distribution is unlimited.
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SERC Digital Engineering Research

SYSTEMS ENGINEERING
Research Center

DE Enterprise Transformation

Enterprise DE Benefits DE Metrics DE as the
Model Framework Enabler
] ] ] Augmented
Model-Centric Engineering Engineering
» Ontologies & .
E m?nde”l_Pil ¢ | >Semantic EEna'bIIng DEt s
verything Flio Technologies nvironmen Systems

Metamodel

Continuous
Development &
Deployment

DE Competency DE Education
Model
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SYSTEMS How do we know if an organization

ENGINEERING « o . .
has adopted Digital Engineering?

* It has a documented business strategy for use of models/digital artifacts and
top-down executive level support for Digital Engineering transformation

e |t has an established infrastructure for a Collaborative Integrated Modeling
Environment (IME) and the associated Authoritative Source of Truth (AST)

— Well defined model management processes. This includes methods, methodologies, tools
and licenses, a model curation activity, and model exchange practices

— Established model quality assurance (validation, issue tracking, and improvement)
— Established means for linking descriptive system models with discipline specific models

— Established procedures in place for conducting model and modeling reviews directly in the
IME and AST across disciplines and across customers/suppliers

— Established means for generating stakeholder role-specific views directly from the AST

e Established policies and procedures for using models/digital artifacts for
contracting and contract deliverables (including procedures for dealing with
data rights and IP rights)

e Established workforce development based on modeling methods using case
studies in business relevant domains of interest

For SERC Use Only 26



SYSTEMS Enterprise Modeling of the DoD Digital

ENGINEERING

Information Exchange Process

e Conceptually modeled the 5 goals of the DoD Digital Engineering Strategy to
identify necessary acquisition enterprise changes

e Current research projects:

— DE Metrics (WRT-1001) determine critical ROl measures and improved SE value
indicators

Change what
Systems
_ Engineers do

— Model Curation Change the nature of AoAs
(WRT-1009) curation C:,‘:"ier ::’ew an
practices, enablers, data and
and technical models
innovation

opportunities

— DE Workforce
(WRT-1006) DE
competency model
for DAU

— DE Policy — building
model using DocGen s
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Reference Architecture for an IME
in support of Digital Engineering

SYSTEMS
ENGINEERING

RESERRCH CENTER

Campaign . .
paig Mission Models & Capability-
Simulation & Based T&E
Mission Advanced Concept of (Live, Virtual | =~ I - o
Data Operations Constructive) 3 ®
Exploitation & - S=] 5 o
Engagement|  Analysis - = 23 I 3 - )
System Models O & systemvev 1s £ 1 3 a
(MBSE: Req’s, Interfaces, S = Models, ] 3 e v
: c oq c c
Behaviors, Structure) -+ < Safety, N 3, 3
e.g., Descriptive 3 = Reliability & v ol 2 2.
3 S Maintainability, o S 2 3
e = Logistics, ® 6‘6‘ 8_ o g
g. '?. Security, Risk 2o ) o o
Component ] e & c a
(o]
Models o 6 2N i S
Systems (Discipline-specific: SW, - - Component 2 v = 3
. . . . - m m -—
Engineering Electrical, Mechanical, S m V&V Models, ale 2 ks =
. (Al, Data Cyber) for both o X Safety, N = = o o%
and Design 1= Analytical and Design S Reliability & S 0 o, ! =z
Analytics, oY) Maintainability, A ) e § o
Machine = Logistics, o o =3
oQ ) ) o ) ©
Learning, _ _ [¢) Security, Risk - - &
MDAO...) Multi-physics
(CFD, FEA,
6DOF)

Projects Underway
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. SYSTEMS
5,50 ENGINEERING

RESEARCH CENTER

SERC Research Program on
DE Metrics & Competencies

Pain Points

£S5 Draft DE Pain Points By Goal

+ Higher productivity p o
+  Greater customer loyalty

+ Improved profitability

+ Increased market share _I(/ @Q
=

+  Better employee

DIGITAL
ENGINEERING

STRATEGY

For SERC Use Only

Adoption, Capabilities, Benefits

Baldrige Excellence Framework and
Criteria for Performance Excellence

20

relations

INCOSE Model-Based
Capabilities Matrix
and User’s Guide

Version 1.0, January 2020

Model-Based Systems Engineering

Maturity Benchmark Survey -
- o
This survey is intended to assess the value and effectiveness of MBSE | .-
adoption for improving business outcomes. It is also intended to LB ¥
develop a profile of current MBSE use and expectations across the ] [
systems engineering lile cycle, ‘

Frameworks

@

DE
Metrics
Framework:
Digital Engineering
Value, Benefits,
and Adoption

Q

DE
Competencies
Framework:
Digital Engineering,
Digital Analytics,
Al & Machine
Learning
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An enduring, Use technological Infrastructure
Models are used to " : . . Transform culture

: . authoritative innovation to and environments

inform enterprise : . . and workforce

source of truth is improve support improved . .
: ) o engineering across
used over the engineering communication and .
the lifecycle

lifecycle practices collaboration

and program
decision making

Quality: Knowledge Transfer:
* Reduce Errors/Defects  Better access to information
e Improve System Quality e Better communication/
* Improve Traceability info sharing
* Reduce Cost  Collaboration
Velocity/Aqility: User Experience: | Adoption:
 More Reuse  Manage Complexity || « Methods/Processes
 Improve Consistency || * Improved System » Roles/Skills
* Increase Efficiency Understanding e Training/Tools
e Support Integration e Automation » Leadership support
* Reduce Time /  Change Mgmt Process
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Study Data
Obstacles, Enablers, and Changes for DE Adoption, ranked by Frequency of Mention
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DE Benefits
W Survey
M Lit review

Study Data

Survey v. Lit review benefit occurrence in percentage

Top Cited DE Benefits Areas from Literature and Survey Results
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e Download Results

LTS OF THE SERC | INCOSE | NDIA MBSE MATURITY https://sercuarc.org/results-of-the-serc-
SURVEY ARE IN e e : : : : :
incose-ndia-mbse-maturity-survey-are-in/

EYETEME

June 8, 2020 - Summary Report Task Order WRT-1001: Digital Engineering Metrics
— Supporting Technical Report SERC-2020-5R-003
T - View the DE Metrics Summary Report (June 8, 2020)

March 192, 2020 — Benchmarking the Benefits and Current Maturity of Model-Based Systems
Engineering across the Enterprise Results of the MBSE Maturity Survey / Part 1: Executive

Summary
View the SERC-2020-5SR-001 report on the results of the MBSE Maturity Survey

June 8, 2020 - Task Order WRT-1001: Digital Engineering Metrics Technical Report SERC-
2020-TR-002
View the Digital Engineering Metrics Full Technical Report
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DE Enterprise Transformation

Enterprise DE Benefits :

DE as the
Enabler

Model-Centric Engineering

[ “Model- ] Ontologle_s & Enabling DE
Semantic

Augmented
Engineering

Trusted
Systems
Metamodel

Everything” Pilot Environment

Technologies

Continuous
Development &
Deployment

DE Workforce & Competencies

DE Competency

Model DE Education
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Eneneemne  Digital Engineering Competency Framework (DECF)
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There are 5 competency groups and 22
competencies identified for the DECF

1. Digital Enterprise Environment

Digital Enterprise Environment Development Digital Envircnment Development
Management

Digital Enterprise Environment Management Communications

Planning

Digital Enterprise Environment Operations and Digital Environment Operations

Support

Digital Environment Support

f = T I T - Y U T

Digital Enterprise Environment Security Digital Environment Security

Digital Enterprise
Environment
Configuration Management

3.
22 Configuration Management 2. Data Engineering

8 | Data Governance
Data Engineering | g | pata Analytics

Configuration

Management
20 | Software Construction
igital Engineering and
21 | Software Emgineering Systems Software g E . &
Analysis

3. Digital Engineering and Analysi

Meodeling, Simulation, and Analysis 10 Maodeling, Simulation, and Analysis

Coaching and Mentoring 11 Coaching and Mentoring

12 Model-Based Systems Engineering Process

13 Digital Architecting

Systems Engineering
14 Digital Reguirements Madeling

15 Digital Verification

16 Digital Model-Based Reviews

7 Project Management

Systems Engineering Management
18 Organizational Development

19 Digital Engineering Policy and Guidance

Foundational Digital Competencies
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DE Enterprise Transformation

Enterprise DE Benefits DE Metrics DE as the
Model Framework Enab|er

. . . Augmented
Model-Centric Engineering Engineering
» Ontologies & .
S m(i)nde”l_Pilot Semantic EEr?vait)cl)Ir?ri eDrEt Trusted
i Technologies Systems
Metamodel
Al and

Autonomy
DE Competency DE Education
Model
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SYSTEMS Standard SE Process Methodology for Designing

ENGINEERING oge . .
Resilience into Cyber-Physical Systems

System Aware

System Assurance Model
Model Model (STPA) (Resilience modes and

Sentinel patterns)
Project: ART-004: Pipeline - Metrics Project

S | [ ? Contact: Tim Sherburne
HI\MISSION/AWARE —

Powered By GENESYS. Generated 14 February 2020.

Folders | Packagg’
“——”

¥ CsRM DOC.2 CSRM

¥ 1-System
% Architecture
% Behavior
% 2-Risk
¥ 3-Resilience

¥. 4-Cyber
Design
Patterns

v

Cyber-Security Requirement Methodology (CSRM)

Resilient System
Description

. 2. Operational Risk 3. Prioritized 4. Cyber Vulnerabilities & 5. Revised System
1. System Di tl — — —
Th re at yeiam Cesaipton Assessment Resilience Solutions Recast Resilience Priorities Description
Model | |
SE Team
Yes 5. Additional No 6. Adequate?
Resilience?
No

Select “Packages” -> “CSRM” to navigate model per CSRM Steps
NOTE: click package icon to expand section

Ready for
Transition

Project: ART-004: Pipeline - Metrics Project
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RS Uiy Mission Aware Cyber Resilience
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e System design for Resilient Modes: distinct and separate methods of operation of a component,
device, or system based upon common resilience design patterns such as diverse redundancy.

e System monitoring via a Sentinel design: another design pattern responsible for monitoring and
reconfiguration of a system using available Resilient Modes.

SERC has demonstrated the effectiveness of these patterns in live red team testing of UAVs,
Automobiles, 3D printers, and Military armament

C
m

Internal Reconfiguration Controls
Controls l
Outputs System to be Sentinel Providing
- ——— Protected p— _I_t -_— I_ — System-Aware
I + Diverse Redundancy nterna Security
I Measurements =
I

Most Highly Secured
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ENGINEERING Key Al/Autonomy Research Goals
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e Al for SE: Al/ML to support the practice of SE

—Support scale in digital model construction

—Create confidence in design space exploration

 SE for Al: SE approaches to systems with Al/ML capabilities
—Principles of learning-based systems design

—Models of life cycle evolution, Model curation methods

e Lifecycle Ready Al:
—Al-related agility: new SE methods and tools that anticipate adaptation

—Technical and management policies that assure lifecycle-ready Al

e Systems Validation of Al:
—Early visibility for deployment, validation of post-deployment changes
—System level testbeds — to study systems, not just data & algorithms
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ENGINEERING In Closing: Thanks!

RESEARCH CENTER

e Thanks for inviting me to be a part of this year’s Model Based
Space Systems and Software Engineering Symposium — MBSE2020.
| really wish we could have done this in person;

e Given the unique nature of this year’s Symposium, please feel free
to reach out to me at dinesh.verma@stevens.edu if you have any
follow up questions or interest in any of the research projects
reviewed in this briefing.
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