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CURRENT PROCESS - AVIONICS VERIFICATION FLOW

= OHB Typical Avionics Verification Flow
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CURRENT PROCESS - AVIONICS VERIFICATION FLOW
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= Typical Avionics Verification Flow vs. ECSS-E-HB-10-03A i
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Same principle but outlined in an sequential form to cover all subsystem verifications
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CURRENT PROCESS - AVIONICS VERIFICATION FLOW

M Test Bench Name Test Bench Main Purpose

=  Mapping of Models AOCS Simulator (e.g. FAME)

* To support the development, verify and validate AOCS algorithms and performance, Numerical Bench

i | li allowing closed loop simulations with either an image of the AOCS flight S/W )
g?;ﬁﬁ?g:négﬁgymogﬂ ing & application or single modules of the AOCS flight S/W in the loop. (Virtual Model)
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= + Tosu evelopment, verify and validate on-boar A .
: Model Software Validation Facility Pee o (Virtual Model)
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il AOC3 eosed Lovp RCS EPS TTC SIS f = SatSim The SatSim allows to verify essential parts of the SW requirements (SW-SWintegration  Numerical Bench
EIEEL K o loct Ink. and 6 Te 8 PF Sys o tests & global tests) in an open and/or closed loop set-up, based on a simulated on-board )
Satellite Simulator time reference. (Virtual Model)
SATEM
‘4 EFM use case:
Electrical * To validate the HW/HW and verify the HW/SW compatibility through open and/or i
EFM ests Hybrid Bench

Functional i ‘ s : .
Pancional g catpnonaibodetbench

« To prepare the (P)FM verification and AIT campaign, including the (operational)
validation of EGSE.
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CURRENT PROCESS - SW

= Typical SW Verification Flow

— SSS/SRS breakdown >> Good compromise to be defined in the level of details of the SSS.

Synergies between System test & RB validation need to be exploited >> Requires optimization of requirements.

il (-.F‘rojecl =
\_ Request /
B 5 Software tested
1 wrt RB
JEN N | i A
L Requirements | SVVP-RB Rfc:z:ﬁ::g:" <l
N Baseline (RB) | _ S /l
N - 1 }."\\ j‘
o R . e
SSS+ & 5 \ waretested  /
% i | SHVETS \ i - wrtTS ; /

\ il
Technical \\  SWETS /) TS System
Tests

Spec.(TS) |7 N /f
- b
2 \sw P-AD \;_;,? Software tested at

\ *
. SRD subsystem level

SRR \%"'}\ SWel
N

Architectural | SV Integration /5
Design (ADD) [ Tests ;;
ADD SVVP- Software tested at unit 4.';‘;"
BRSNS level (C function) 2@
: Detailed Design [ Unit //
= 1 (DDD) * SRC | compiled Tests L
b sw /
4 Praduction subsystems /

:l Val. Activity

e VRV

HO-1463-SYS_03 // OHB SYSTEM AG // OCTOBER 2022 // ADCSS 2022 16™ ESA WORKSHOP ON AVIONICS, DATA, CONTROL & SW SYSTEMS




OHB-SYSTEM VIEWS ON AVIONICS FUNCTIONAL VERIFICATION  <goHB

CURRENT PROCESS — SOFTWARE VALIDATION FACILITY (SVF)

s / E S / ECSS-E-HB-10-03A
31 May 2022

The S/W verification (against its specification) tests, performed on the SVF (Software Validation

Facility). The SVF allows verifying essential parts of the SW requirements (SW-SW integration

tests & global tests) in an open or closed loop set-up, based on a simulated on-board time

reference.
S\
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CURRENT PROCESS - INTEGRATED TEST TEAM CONCEPT

= Test design, preparation, validation and execution is an Iterative process, involving:

— Subsystem Responsible

— Unit responsible

— SW controller responsible

— SRDB responsible
— AIT in charge w \
SW Eng in charge

of associated
Controller

Unit Technical
Responsible

.Validated

Test scripts

.Test and Test
environment

Procedures

.Test

specification

SRDB responsible
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LESSONS LEARNED (1/3) — VERIFICATION MODELS
= EM fidelity is Key, allowing:
— Early SW development Activities

— Validation of Test sequences

' EFM AIT / FV Activities )

— Close out (to a certain extent) of Requirements and function verifications.

= Early Integration, Unit test and FAI activities allow for Early verification of certain functions/requirements. ﬁ_'

= Automatic sequences: tests must be carefully designed to cover possible anomalies in the chain.

Successful| Integration

I "

- EFM

= SW Controllers (with intensive command and control) must be tested in “flight-like’ (against the REAL HW) operating conditions Ops Lioop Finclonal Tests

HW and HW-SW (FFT-D/Q)

- S/

SuccessfmoénLoopTesls

—»> -~ =
EFM

Closed Loop Tests -
AOCS CFQ/
Lo g
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LESSONS LEARNED (2/3) —SW & FDIR

= Requirements completeness & stability is essential to allow validation in parallel to the development

= |dentify need for support SW services to allow testability:

— Patch TM Service
— Override protections

= Memory content verification is Key for certain Avionics tests along the entire AIT until Launch.
= FDIR Verification

— SYS FMECA / Requirement analysis is required to start with

— Apply common FDIR approach / Reuse concept

— SVF potential for FDIR verification (when SW-HW interactions less critical)

— EM Fidelity! Missing HW redundancy on the EM requires a lot of FDIR verification on the (at that stage very used) FMs >> Trade off!

HO-1463-SYS_03 // OHB SYSTEM AG // OCTOBER 2022 // ADCSS 2022 16™ ESA WORKSHOP ON AVIONICS, DATA, CONTROL & SW SYSTEMS



OHB-SYSTEM VIEWS ON AVIONICS FUNCTIONAL VERIFICATION  <goHB

LESSONS LEARNED (3/3) — AOCS/GNC

AOCS/GNC Verification LL HE Functions After

] . . :

/ eri |Cat|0 n Unit Reception Incoming Inspection AOCS HW Unit Tests Elec'tnc‘.al Integration Test Further Testing
QA Integration in S/C

. . . {EM/PEM/FM) 2
— Standalone unit test before integration:

— These test have been proven successful at identifying unit issues at early stages, minimising schedule impact.

— The effectiveness of these tests depends on the type of unit.

— The process is being optimised to execute the test only for the units for which the benefits are higher.

— EM Fidelity very important -> The use of HW emulators is preferred when the real unit not available

— The assessment of performance representativity of HW closed loop test is to be treated carefully due to:

— Influence of additional stimulation/emulation delays

— GSE limitations

— The early check of AOCS/GNC SCOE interface compatibility is highly beneficial. SCOE Integration Test was introduced to check these chains:
— To check AOCS SCOE stimulation - AOCS sensor - Data Acquisition - SCSW sensor readout

— SCSW actuator command = AOCS actuator > Command Transmission - AOCS SCOE actuator readout

— E2E polarity test crucial for avoiding catastrophic in-orbit scenarios.

— The test of safe modes should be the main target. Exercising experimental or advanced modes may not be needed.

— Testing the S/C with longer test > 24h can highlight issues which could go unnoticed with shorter tests.
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PERSPECTIVES — ADHA

= ADHA targets a standardized architecture, as well as an ecosystem of compatible modules that are mutually interchangeable
and interoperable between different missions and Large Scale Integrators (LSI).

= ADHA opens the doors for diverse procurement and integration approaches that can lead to ‘non-classical’ Unit acceptance &
Functional chain Verifications, e.g:

— STR SW and GNSS receiver potentially within the OBC rack ‘ i’:‘js ‘ R:;?,‘ ‘ -
— Late Module Integrations at SC level i |
AN Bus

— Early Functional Chain verification before integration of a complete ADHA Rack

SECURITY 1

: Backplane :

ADHA Unit for
OBC application
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PERSPECTIVES — PAYLOAD DATA HANDLING & TRANSMISSION (PDHT) CHAIN (1/2)

The Payload Data Handling & Transmission Chain is composed by following Equipment (or Unit):

— A Payload Data Handling Unit (PDHU), that may include a Mass Memory for Data Storage (for the Missions not having continuous connectivity to the
Ground), in addition to the capability to multiplex input, prioritize data in output, generate CADUs.

— A Data Downlink Subsystem (DDS), aggregation of Modulators, TWTs, RF Filters, Radio Frequency Distribution Network (RFDN)

— A Downlink Antenna Subsystem (DAS), that may include the Electronics and the Mechanism for the Deployment and, in case, for the Pointing of the

Antenna.
the Functional chain verification of the PDHT includes the following incremental steps: ~ level® =) : (]
— Level 0: Test at Unit level of PDHU, DDS, DAS %] (=] \ %’ ‘ % = ‘
— Level 1: Separate Integration of each Equipment (PDHU, DDS, DAS) in the PF et = E esirion Ml
— Level 2: Separate Functional and Performance Test on each Equipment (PDHU, DDS, DAS). @‘ %E =]
— Level 3: Test of the full PDHT chain. Leupi2 s — : e Preconditon eve 1
— Level 4: Test of the Instrument — PDHU Integration.
— Level 5: End to End Test of the Instrument — PDHT Chain. =
Level 3 L ] Precondition: level 2
[
| [==]
B
Level 4 L [E | Precondition: level 2 for PDHU
|

Level 5

Precondition: level 3 AND level 4
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PERSPECTIVES — PAYLOAD DATA HANDLING & TRANSMISSION (PDHT) CHAIN (2/2)

o Input file

— PRETSEOE / oR | Platform
. L2 _ | Packets | L
= Level 5: Test of the Instrument — PDHT Chain. Alpscstinectin | '

P . . . . f',- ‘ CADUs B A
— The Instrument is injecting data as in level 4, but the SCOE is collecting data at the DAS < orty Command  Modoring
output. £ o
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s A R B -
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rear | Input file

=  CFDP Use Case

D Ll gp-

PDHT SCOE - Platform
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Packet injection
- b For CFDP TC _
— SCOE shall have the capability to _[cAounecepon ], | caows =N P

OR E File Segment ,--'/ /

vy retransmissiph  /
/

— command the PDHU, in order to trigger the retransmission of the data by the PDHU

(o]
=

Files
—| CFDP Engine | ——
E CADUS| | 7/
‘“‘"[ CADU Injection N

Elaboration & Report

N

— Simulate a link disruption = /o
I ey N - S
. OR OR yd
— Include a CFDP Engine 5 b o/
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(CFDP Class 2) RF|signals v
) _| RF Test Cup
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PERSPECTIVES — SW VERIFICATION
= Challenge to develop SVF for new processors:

— change in architectures, e.g. ARM with a fragmented processor landscape (many architecture variations, many vendors with different proprietary
solutions also for simulation)

— increase in performance of processors poses a challenge for standard processor emulation technology, especially for (faster-than-) real-time simulation

— possible solutions include for example the integration of virtualization technology in SVF/TOMS simulators, or the increased use of development
boards/EMs, including hybrid setups

= More powerful processors enable the implementation of more functionality in software, and the execution of more (functionally independent or loosely
coupled) modules on the same processor:

— increases importance of low-level modularization and separation of concerns (e.g. hypervisor technology), especially for independent validation and
testing

= Important to consider verification concerns in the entire lifecycle: use of (software development) tools that integrate verification tasks in the development
workflow will become even more important (e.g. test designs linked to MBSE tools)

= Large constellations demand revision of ‘Classical’ FDIR implementations
— Al enhanced concepts for Increased Autonomy & Collision avoidance

— Equipment COTS based lower cost designs require OBSW FDIR to take over certain failure detection & reconfigurations
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PERSPECTIVES — AOCS/GNC
—
= Advanced testing at avionics level of demanding GNC systems, e.g.:entry, descent and landing and vision-based navigation/rendezvous:
— Field testing with drones, helicopter platforms or robotic arms and artificial terrain used for (mainly) open loop verification of navigation functions
— New challenges in terms of including EDL sensors (such as altimeter, LIDAR, cameras) in the closed loop testing:
— Stimulation (e.g. optical for cameras, RF for altimeter) for closed loop testing preferred if feasible in terms of signal delays and development effort
— Electrical stimulation or emulation for closed loop testing also possible e.g. for LIDAR
= Large constellations demand specific time-optimized V&V approach:

— Closed loop testing on all models not practical -> fast and thorough open loop testing envisaged.
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PERSPECTIVES — MBSE

«Operational Capabilitys ()
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= Definition of Functional Chains & Functional Interactions in the MBSE in Design process allows:
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. . . ‘ «Eunctional Chains
— Preventing Verification gaps ‘ icalh image of the carth |
T - «External Functions Qaf}
‘|End user device functions
[~ e e Rr_) 1 wExternal Functions &}
st fanctions L_‘} - Earth OUT IF cFunctions @ Eartiimetions l
ad : Mal On-Board Ti = = = = - —
\ I N SR <Functions & «Functions i} «Functon, B
] Lt | «External Functions Ry Provide image of the earth Point the Manage On-Board Time
:Manage On-Board Time OUT | d Seq t i i iod = iiti riod]} . BpErstihs
. J provideCurrentOnBoardTime()
v o= = g T S SR R R e B
S i i Current OnBoard Time =  — ]
«External Functions £y : Telecommand IF
: Ground Segment Functions E} - Provide image of the earth IN
+ activate image aoquis_mun reguest, m
\ deactivate image acquisition request <Funclions @

v soi
Earth pointing request : Provide image of the earth

|
[
| |
|
| L - ~Telemetry Packet IF
|

{1}
T e, Provide image of the earth OUT
4
image of earth

. End user device functions IN

DF‘mniIhe spacecraft IN e _‘?l
1 : e Eua c

«Functions w image of earth : End user device functions |
: Point the spacecraft = | |
|

Concept i Build&Test

Aim to Eliminate Losses

HO-1463-SYS_03 // OHB SYSTEM AG // OCTOBER 2022 // ADCSS 2022 16™ ESA WORKSHOP ON AVIONICS, DATA, CONTROL & SW SYSTEMS



OHB-SYSTEM VIEWS ON AVIONICS FUNCTIONAL VERIFICATION  <goHB

QUESTIONS

QUESTIONS?
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