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ABOUT SYSGO SYSGO

EMBEDDING INNOVATIONS

Leading European OS vendor for embedded systems.

+30 years certification experience of Safety-critical systems.

Products:

— PikeOS certifiable hard RTOS + Type 1 Hypervisor
— PikeOS for MPU

— ELInOS embedded Linux Distribution

~ SYSGO Headquarters Germany
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PikeOS supports the highest Safety and Security standards, ﬁ

like ECSS Cat. A and Common Criteria EAL5+.
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BSPs, certification kits and consulting services.

« Part of the Thales Group.
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ADVANTAGES: MMU VS MPU SYSGO

« MMU

— Less constraints on development process
* Processes can be linked at the same address, less effort on linker scripts

— Virtual Memory allows the execution of complex Guest Operating Systems
— Memory Swapping can be implemented
— SMP Support

« MPU

— Less complex hardware

— Less sensitive to single event upset (SEU) failures
— Faster Boot-Time

— More deterministic

— AMP Support
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PIKEOS FOR MPU

* Re-use for PikeOS and adapt for MPU processors
« RTOS and separation kernel-based hard real-time

operating system

— Robust time & resource partitioning

— AMP multi-core processor support

— Hardware abstraction

— First level exception and interrupt processing

— Thread management & scheduling

— Health monitoring

— Inter-partition communication and synchronisation
— ICCOM (Inter-Core Communication)

— 1/0O device abstraction and access control

« Large software & hardware eco system
* First implementation in Space on DAHLIA NG-
ULTRA SoC in Space Inspire

Copyright © SYSGO | 5" BRAVE Days

SYSGO

EMBEDDING INNOVATIONS

Guest
Runtime
Environment

PikeOS

3 Drivers
Native

PikeOS for MPU

Hardware

Avionics Railway Automotive Industrial Xilinx Inter-Core
Network Network Network Network FPGA Communication

SYSGO

EMBEDDING INNOVATIONS.




WHAT IS “PIKEOS FOR MPU”? SVSGO

« RTOS designed for highest level of Safety & Security
« Capability to execute concurrently applications with different
Safety and/or Security assurance level
 Time and Space partitioning
* PikeOS for MMU shares with PikeOS
— The same native API (application, drivers)
— The same customer development environment (CODEQO)
— The same SYSGO development and test environment
— Common qualification processes
— Source code
« PikeOS compatibility: easy migration from PikeOS to PikeOS for MPU, and vice versa
e Support for ARMv7-R (Cortex R5) and ARMv8-R (Cortex R52) architectures, with BSPs for:
— NG-Ultra (R52), and ARM Fixed Virtual Platform (FVP) for Cortex R52
— AMD Zynqg Ultrascale+ (R5), and QEMU for zcul02
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NG-ULTRA & PIKEOS FOR MPU

Application layer (AL)

App.1 | App. 2 App. m Rad-hard Microprocessor Subsystem
Spacesegment
-—-- SoC Services Processing Unit
oo & System based on PikeOS OS layer (OL)
. PikeQSs S5SW ARM ARM
Y Application layer (AL) Kemel driver n VAT Monitor Cortex™-R52 Cortex™-R52
*
. Clock & Reset ECC ON™ ECC ON™
\ Kemel driver 2 [ Error M ]
* Kemnel driver 1
\ Boot layer (BL) bsp Boat Spacere
__“h
: Hardware layer (HWL) Launch OS layer
OO0 O Werify OS layer FPGA Fabric High Speed Connectivity General Connectivity
Load OS layer
Ground segment DS::J‘ - DP:::: o HSSL Complex I/0 GPIO
- Proadder . 48K * 12Gbps . 12Vi018V . 18V1033V
Hardware/Firmware layer (HWL/FWL) » 56 bits ALU o 36 Kb wiEDAC * SpaceFibre ¢ SpW PHY
* JESD2048 + DDR2/3/4 PHY
* ESistream
NG-ULTRA SoC XD

Example System based on PikeOS for MPU Architecture

[1] https://dahlia-h2020.eu/ (Deep sub-micron microprocessor for spAce rad-Hard appLIcation Asic)

/INX [5) uitra
y ! NanoXplore

Rad-hard Programmable Logic

[2] https://eurospace.org/dasia-conference-aspx/ - Programme : NG-Ultra: a system-on-chip suiting the upcoming space missions (TAS, May 17th 2022)

[3] https://iwww.sysgo.com/pikeos-for-mpu
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MULTICORE SUPPORT

» AMP Architecture

 Inter-Core COMmunication (ICCOM)
— Allow communication between multiple
Instances of PikeOS for MPU
— Based on shared memory and inter-core
Interrupts
— Support for Queuing and Sampling ports
» Unidirectional communication channels
— Configuration via CODEO
« Core Synchronization
— Allow Synchronization of MAjor Frame (MAF)
between multiple PikeOS for MPU instances
— Rely on RTC interrupt from the OBT
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= MaxC 1

= MaxP 62

= MaxF 32

= Multi 0

= Identi 2

i Timel 0

= CpuM -1

o Startl VM_PART_
wu Sched VM_SCHEL
o Abiliti VM_AB_C#

Channel Table

Type Port Type Part. ID > Port > P Create
Gate VM_PORT_QUEUING 2 FIFOrx it Delete
Gate VM_PORT_QUEUING 5 FIFOEx

Gate VM_PORT_SAMPLING 4 sampling_tx i

Gate VM_PORT_SAMPLING 3 sp0_rx

Gate VM_PORT_SAMPLING 3 sp1_rx

Overview | VMIT | scheduling | Channels| sharedMemory Romimage| Source |

%) budget.xml | [ *fusint-core0 x = B
VMIT s e %dH UK
Scheduling & & Attributes
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O qp-receiver ) sp-receiver i sp-sender O qp-sender ”
: ldentifier 4
1z Start 40
B &5, BOOT_SCHED = Duration 10
0 5 10 15 20 25 30 35 40 45 50 5
................................................. i artitionif4 |
|"’2 ‘“ |"“ ‘ w Flags VM_SCF_PERIOD
tp2 tp3 ltea |

i User Data
=2 Switch Out Durat 0

Windows
Scheme: | BOOT_SCHED ~  WindowTable: | 0 ~ | Create
Identifier Start Duration  SwitchOutl TimePartit| Flags Delete

1 0 20 0 1 VM SCF PE

Overview | VMIT | scheduling| Channels | sharedMemory| Romimage | Source|



THE CODEO IDE BOOST

« Single IDE for all SYSGO products.

« Seamless workflow between PikeOS
for MPU and other SYSGO products.

* Dedicated memory tool and wizards
for efficient system configuration.

« Scalable project structures for small
and big team sizes.

 Documented workflow and tutorials
for starting straight with a complex SoC
setup, including ICCOM.
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Budget:  /media/THM2/PikeOS-Workspaces/Workspace_1.1-mpikefint.ngultra | Select... | <°

Scope: | Entire Memory ~
Image Text‘ 7]
0x0001 0000 0000
Free - Size: 0x7400 0000
0x8c00 0000
core3 > Free - Size: 0x01ff 0000
0x8a01 0000
Free - Size: 0x0001 0000
Platform Integrator Integrator
(PIkeOS/PikeOS MPL 0x8a00 0000 -
core2 > Free - Size: 0x01ff 0000
0x8801 0000
Free - Size: 0x0101 0000
0x8700 0000
Create Cross Creale Pike0 coreD > Free - Size: 0x01FF 0000
Platiorm Integration use and deploy” PikeOS MPL 0x8501 0000
instance Free - Size: 0x00d 1 0000
budaet xml 0x8430 0000 .
g6t Cached Data Buffer - Size: 0x0030 0000
S 0x8400 0000
Define i Free - Size: 0x0100 0000
propagate 0x8300 0000
e “memery budget . core1 > Free - Size: 0x01FF 0000
Budgets and adapt 0x8101 0000
Free - Size: 0x7dfd 0000
0x0304 0000
IC Buffer - Size: 0x0003 d000
Cg“"g';{e 0x0300 3000
_ Project Free - Size: 0x0300 3000
{i.e. ICCOM 0x0000
I#5 Project Explorer % = 8
%y 0 | | |
> = app-coreQ-qp-receiver N N i 5 ~
ompose ¢ 14 app-core0-qp-sender Budget: /media/THM2/PikeOS-Workspaces/Workspace_1.1-mpike/fusint-core  Select...
Varify Saf
" Uy = app-coreQ-sp-receiver
> i app-core0-sp-sender Scope: | coreQ ~
> = app-corei-qp-bouncer
> = app-corel-sp-receiver Image | Text e

> 1 app-core2-gp-bouncer
> 1= app-core2-sp-receiver
> = app-core3-qp-bouncer
> = app-core3-sp-receiver
> 1 app-core3-sp-sender
> £ Fusint-cored
PILnl;‘:gn:: > 1 Fusint-cored
Run Test:> [ fusint-core2
> I Fusint-core3
~ & int.ngultra.iccom
~ = Memory Budgets
= budget
= budget-hm-demo
[} Project Configuration
» [ VMIT Configuration
() Romimage Configuration
» (@ Build Targets
» = kerneldriver

0x0100 0000
0x00F0 0000
0x00d0 0000
0x00b0 0000
0x0090 0000
0x0081 d000

coreQ > Free - Size: 0x000e 3000

0x001f a000

core0 > balloc - Size: 0x0010 0000
0x000F a000

core0 >Boot image - Size: 0x000a 1000
0x0005 9000

0x0001 0000

coreQ = PSP - Size: 0x0004 9000




CERTIFICATION/QUALIFICATION ON PIKEOS FOR MPU  £¥5GO

* Functional Safety

— ECSS Category B Qualification on-going for PikeOS for MPU on ARMv8-R (Cortex
R52)
« Qualification artefacts release planned in 2025, including on BSP for NG-Ultra

— IEC61508 SIL3 Certification starting for PikeOS for MPU on ARMv7-R (Cortex R5)

 Certification artefacts planned to be released in 2025, including BSP for
Ultrascale+ (R5 side)
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CERTIFICATION/QUALIFICATION ON PIKEOS FOR MPU  £¥5GO

* Cyber-Security Study (presentation)

— In a joint cooperation with ESA, Airbus DS, TAS and SYSGO the result of this study
was the proof that the RTOS PikeOS for MPU offers properties and features that
allow implementing secure applications with different security sensitivity for the R52
CPU Architecture, which is running on the NG-ULTRA

— Data Pack was generated allowing ESA to re-execute the test suites and regenerate
the artefacts

RequirementsValidation

r - & Verification i
T H I = Define seounity *  Use Cazes, Ohjectives,
?plca requirements based on REguirements
H - refined secur - : = validation Reports
Satellite D objectives "y Test & validation of the : a'lda n REps
= Derve security objectives _ : requirements Guidance to support a
System for the s and its R e possible certification
. environment [
Lo
S— - R Cecurity Requirements p — C:Ert'i":?t":_'rlsfpp':ﬂ
Data Package
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https://indico.esa.int/event/473/contributions/9044/attachments/5794/9673/1210 - Cybersecurity by Design for Mixed ....pdf

LAUTERBACH SUPPORT

* PikeOS for MPU OS Awareness Support

Available from Lauterbach
 Visibility on PikeOS for MPU SW

Elements such as:
— System Information
— Threads

— Tasks

— Resource Partitions
— Etc

« Task Stack Usage Coverage
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CLOSING - LIVE DEMONSTRATOR SVSGO

* Four instances of PikeOS for MPU, each running on one
of the 4 Cortex A52 cores of the NG-Ultra SoC
— Multicore AMP Architecture

 Inter-Core Communication via Queuing and Sampling
channels

Sender Receiver Sender Receiver Sender Receiver Sender Receiver
App O App O App 1 App 1 App 2 App 2 App 3 App 3

PikeOS MPU PikeOS MPU PikeOS MPU PikeOS MPU

NG-ULTRA SoC
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