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Software testing is prevalent in V&V

Word cloud for
ECSS-Q-ST-80C standard



How to ensure
thorough testing?
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Mutation Analysis and Testing

SUT SUT SUT SUT

Test 
Suite

Test 
Suite

Test 
Suite

Test 
Suite

SUT

Test 
Suite

FAIL PASS FAIL FAIL PASS

SUT

Test 
Suite

PASS

NewTest1 NewTest2NewTest3

FAIL FAIL FAIL

Improve with Automatically Generated Test Cases

SUT

Test 
Suite

FAIL

SUT

Test 
Suite

FAIL



Simplified example



7

Software Under Test
//
// Computes the y in a straight line.
// Return the result of m*x+c
//
int computeY( int m, int x, int c){ …
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Software Under Test
//
// Computes the y in a straight line.
// Return the result of m*x+c
//
int computeY( int m, int x, int c){ …

Test Suite
void test_non_zero() {
    int res = computeY( 1, 2, 2);
    //1*2+2 = 4
    assert( 4 == res);
}
void test_zero_coefficients() {
    int res = computeY( 0, 3, 0);
    //0*2+0 = 0
    assert( 0 == res);
}
void test_zero_x() {
    int res = computeY( 2, 0, 0);
    //2*0+0 = 0
    assert( 0 == res);
}

Is this test suite effective?
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Software Under Test
//
// Computes the y in a straight line.
// Return the result of m*x+c
//
int computeY( int m, int x, int c){
    return m*x*c;
}

void test_non_zero() {
    int res = computeY( 1, 2, 2);
    //1*2+2 = 4
    assert( 4 == res);
}
void test_zero_coefficients() {
    int res = computeY( 0, 3, 0);
    //0*2+0 = 0
    assert( 0 == res);
}
void test_zero_x() {
    int res = computeY( 2, 0, 0);
    //2*0+0 = 0
    assert( 0 == res);
}

Test Suite
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Software Under Test
//
// Computes the y in a straight line.
// Return the result of m*x+c
//
int computeY( int m, int x, int c){
    return m*x*c;
}

void test_non_zero() {
    int res = computeY( 1, 2, 2);
    //1*2+2 = 4
    assert( 4 == res);
}
void test_zero_coefficients() {
    int res = computeY( 0, 3, 0);
    //0*2+0 = 0
    assert( 0 == res);
}
void test_zero_x() {
    int res = computeY( 2, 0, 0);
    //2*0+0 = 0
    assert( 0 == res);
}

Test Suite

PASS

PASS

PASS

1*2*2 = 4

0*2*0 = 0

2*0*0 = 0

100% statement coverage
100% branches coverage
100% MC/DC
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Software Under Test
//
// Computes the y in a straight line.
// Return the result of m*x+c
//
int computeY( int m, int x, int c){
    return m*x*c;
}

void test_non_zero() {
    int res = computeY( 1, 2, 2);
    //1*2+2 = 4
    assert( 4 == res);
}
void test_zero_coefficients() {
    int res = computeY( 0, 3, 0);
    //0*2+0 = 0
    assert( 0 == res);
}
void test_zero_x() {
    int res = computeY( 2, 0, 0);
    //2*0+0 = 0
    assert( 0 == res);
}

Test Suite

We create mutants by automatically applying 
a set of “mutation operators”.

For simplicity, we apply only the
“arithmetic operator deletion”

operator
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Software Under Test
//
// Computes the y in a straight line.
// Return the result of m*x+c
//
int computeY( int m, int x, int c){
    return m*x*c;
}

void test_non_zero() {
    int res = computeY( 1, 2, 2);
    //1*2+2 = 4
    assert( 4 == res);
}
void test_zero_coefficients() {
    int res = computeY( 0, 3, 0);
    //0*2+0 = 0
    assert( 0 == res);
}
void test_zero_x() {
    int res = computeY( 2, 0, 0);
    //2*0+0 = 0
    assert( 0 == res);
}

Test Suite

MUTANT2
int computeY( int m, int x, int c){
    return x*c;
}

MUTANT1
int computeY( int m, int x, int c){
    return m*x;
}
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Software Under Test
//
// Computes the y in a straight line.
// Return the result of m*x+c
//
int computeY( int m, int x, int c){
    return m*x*c;
}

void test_non_zero() {
    int res = computeY( 1, 2, 2);
    //1*2+2 = 4
    assert( 4 == res);
}
void test_zero_coefficients() {
    int res = computeY( 0, 3, 0);
    //0*2+0 = 0
    assert( 0 == res);
}
void test_zero_x() {
    int res = computeY( 2, 0, 0);
    //2*0+0 = 0
    assert( 0 == res);
}

Test Suite

PASS

FAIL

PASS

MUTANT2
int computeY( int m, int x, int c){
    return x*c;
}

MUTANT1
int computeY( int m, int x, int c){
    return m*x;
}

1*2 = 2

0*2 = 0

2*0 = 0
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Software Under Test
//
// Computes the y in a straight line.
// Return the result of m*x+c
//
int computeY( int m, int x, int c){
    return m*x*c;
}

void test_non_zero() {
    int res = computeY( 1, 2, 2);
    //1*2+2 = 4
    assert( 4 == res);
}
void test_zero_coefficients() {
    int res = computeY( 0, 3, 0);
    //0*2+0 = 0
    assert( 0 == res);
}
void test_zero_x() {
    int res = computeY( 2, 0, 0);
    //2*0+0 = 0
    assert( 0 == res);
}

Test Suite

PASS

PASS

PASS

2*2 = 4

2*0 = 0

0*0 = 0

MUTANT2
int computeY( int m, int x, int c){
    return x*c;
}

MUTANT1
int computeY( int m, int x, int c){
    return m*x;
}
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Software Under Test
//
// Computes the y in a straight line.
// Return the result of m*x+c
//
int computeY( int m, int x, int c){
    return m*x*c;
}

void test_non_zero() {
    int res = computeY( 1, 2, 2);
    //1*2+2 = 4
    assert( 4 == res);
}
void test_zero_coefficients() {
    int res = computeY( 0, 3, 0);
    //0*2+0 = 0
    assert( 0 == res);
}
void test_zero_x() {
    int res = computeY( 2, 0, 0);
    //2*0+0 = 0
    assert( 0 == res);
}

Test Suite

PASS

PASS

2*2 = 4

2*0 = 0

0*0 = 0

MUTANT2
int computeY( int m, int x, int c){
    return x*c;
}

MUTANT1
int computeY( int m, int x, int c){
    return m*x;
}

Mutation score = 50%
(test suite incomplete)

PASSThe live mutant lacks ‘m’.
It means that

we are not testing 
the effect of

‘m’ on the result
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Software Under Test
//
// Computes the y in a straight line.
// Return the result of m*x+c
//
int computeY( int m, int x, int c){
    return m*x*c;
}

Test Suite

MUTANT2
int computeY( int m, int x, int c){
    return x*c;
}

MUTANT1
int computeY( int m, int x, int c){
    return m*x;
}

Create an additional 
test case that verifies

the effect of ‘m’ on the result
void test_MUTANT_2() {
    int res = computeY( 3, 2, 2);
    //3*2+2 = 8
    assert( 8 == res);
}

Mutant killed: 3*2*2 != 2*2
Bug discovered: test case fails 

with orginal program
3*2*2=12
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Problems Addressed
 How to make mutation analysis scale?

 How to assess if test suites verify components integration 
properly?

 How to generate test cases that kill mutants in C software?
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Problems Addressed
 How to make mutation analysis scale?

 How to assess if test suites verify components integration 
properly?

 How to generate test cases that kill mutants in C software?

https://github.com/SNTSVV/MASS



Mutation Analysis for
Space Sofware

(MASS)



23

Collect test data
1

Code
Coverage
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Create mutants
2

Collect test data
1

Code
Coverage
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Create mutants Compile mutants
2

Collect test data
1

Code
Coverage

3

Mutants successfully 
compiled
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Create mutants Compile mutants
2

Collect test data
1

Code
Coverage

Remove equivalent/duplicate 
based on compiler optimizations

4

3

Mutants successfully 
compiled

Unique mutants
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Create mutants Compile mutants
2

Collect test data
1

Code
Coverage

Remove equivalent/duplicate 
based on compiler optimizations

4

3

Mutants successfully 
compiled

Unique mutants

int abs( int x){
    if ( x < 0 )
 return -x;
    return x;
}

int abs( int x){
    if ( x <= 0 )
 return -x;
    return x;
}

Equivalent:
returns the same output for any input

Original program Mutant
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Create mutants Compile mutants
2

Collect test data
1

Code
Coverage

Remove equivalent/duplicate 
based on compiler optimizations

4

3

Mutants successfully 
compiled

Unique mutants

int same( int a[], 
      int b[], 
                int len){
    int i=0;
    if ( len < 0 ) return -1;
    while ( i < len ){
        if ( a[i] != b[i] )
            return 0;
        i++;
    }
    return 1;
}

int same( int a[], 
                int b[], 
                int len){
    int i=0;
    if ( len < 0 ) return -1;
    while ( i < 0 ){
        if ( a[i] != b[i] )
            return 0;
        i++;
    }
    return 1;
}

int same( int a[], 
                int b[], 
                int len){
    int i=0;
    if ( len < 0 ) return -1;
    while ( i > len ){
        if ( a[i] != b[i] )
            return 0;
        i++;
    }
    return 1;
}

Duplicate mutants: both skip the loop and return 1Original program
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Create mutants Compile mutants
2

Collect test data
1

Code
Coverage

Remove equivalent/duplicate 
based on compiler optimizations

4

3

Mutants successfully 
compiled

Unique mutants

• Equivalent programs may lead to same executables after compiler 
optimizations

• We compile the original software and every mutant multiple times 
• once for each optimization option (i.e., -O0, -O1, -O2, -O3, -Os, -Ofast in GCC) 
• we compute the SHA-512 hash summary of the generated executable
• we compare hash summaries
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Create mutants Compile mutants

Killed Mutants
Live Mutants

2
Collect test data

1
Code

Coverage

Remove equivalent/duplicate 
based on compiler optimizations

4

3

Mutants
Code coverage

Mutants successfully 
compiled

Unique mutants

Sampled mutants

Sample mutants

Execute test cases

5

6
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Create mutants Compile mutants

Killed Mutants
Live Mutants

2
Collect test data

1
Code

Coverage

Remove equivalent/duplicate 
based on compiler optimizations

4

3

Mutants
Code coverage

Mutants successfully 
compiled

Unique mutants

Evaluate mutation 
score’s confidence

Sampled mutants

Sample mutants

Execute test cases

5

6 7
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Create mutants Compile mutants

Killed Mutants
Live Mutants Prioritized

live

2
Collect test data

1
Code

Coverage

Remove equivalent/duplicate 
based on compiler optimizations

4

3

Mutants
Code coverage

Mutants successfully 
compiled

Unique mutants

Killed

Evaluate mutation 
score’s confidence

Sampled mutants

Prioritize mutants

Sample mutants

Execute prioritized 
subset of test cases

5

6 7 8

Mutation score
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Create mutants Compile mutants

Killed Mutants
Live Mutants Prioritized

live

2
Collect test data

1
Code

Coverage

Remove equivalent/duplicate 
based on compiler optimizations

4

3

Mutants
Code coverage

Mutants successfully 
compiled

Unique mutants

Killed

Evaluate mutation 
score’s confidence

Sampled mutants

Prioritize mutants

Sample mutants

Execute prioritized 
subset of test cases

5

6 7 8

Mutation scoreMutation testing
9



Empirical Evaluation
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Case study subjects
• Control software of LuxSpace’s ESAIL satelite

• Control software of Huld’s Bepicolombo satelite

• Network, Configuration, and Utility libraries from 
GomSpace’s nanosatellites

• MLFS - Mathematical Library for Flight Software by 
ESA

Subject LOC Test suite # Test Cases

ESAIL (subset) 2,235 System 384

LibNet 9,836 Integration 89

LibConf 3,179 Integration 170

LibUtil 10,576 Unit 201

MLFS 5,402 Unit 4042

Bepicolombo 30,000 System 133
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Results
 For our largest subject, MASS makes mutation analysis 

feasible in half a day with 100 nodes in a grid infrastructure 
(more than 100 days without MASS)

 Overall key findings:
 Discovered lack of oracles 

(e.g., do not verify all the entries of a structure)
 reported missing test cases for exception handling code
 detected incomplete verification of math formulae
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Problems Addressed
 How to make mutation analysis scale?

 How to assess if test suites verify components integration 
properly?

 How to generate test cases that kill mutants in C software?

https://github.com/SNTSVV/DAMAT



40

CPS Components

Central Unit
Software

ADCS
Software

PDHU
Software
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Test3

Test1

Test4

Test2

Testing CPS Software

Central Unit
Software

ADCS
Software

PDHU
Software

HW
emulator

Sun Sensor
•diod1=23

Status
•voltage=12

Status
•voltage=1

DataMsg
•seqID=20

FAILURE 24

Simulated/HW



How to assess if
a test suite

exercises components’ 
integration properly?



Data-driven
Mutation Analysis
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Test3

Test1

Test4

Test2

Central Unit
Software

ADCS
Software

PDHU
Software

Simulated

HW
emulator

Mutation
Probe

Sun Sensor
•diod1=23

Status
•voltage=12

Status
•voltage=1 12

Mutation
Probe

Sun Sensor
Fault Model

DataMsg
Fault Model

1  

100

15

FAILURE

FAILURE

FAILURE

FAILURE

DataMsg
•seqID=20

Status
Fault Model

Mutation
Probe
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Message Data Buffers
Data 

Item 1
Data 

Item 2
Data 

Item 4
Data 

Item 3

Units in 
error

Watchdog 
counter

Circuit
voltage

Power
supply

(binary) (integer)(double) (double)
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From Fault Model to Mutants

Position Span Operator Delta Min Max

0 1 Bit flip

1 2 Value Out of Range 0.1 10 14

1 2 Fix Value Out of Range 0.1 10 14

3 2 Value Above Threshold 0.1 6

5 1 Value Above Threshold 1 10

Mut 2: set to 14.1

Mut 3: set to 9.9

Mut 5: set< to [10,14]

Mut 4: set > to [10,14]

Mut 6: set to 6.1

Mut 7: set to 10.1

Mut 1: flip bits

Data 
Item 1

Data 
Item 2

Data 
Item 4

Data 
Item 3
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. .. .0 [V] 10 [V] 14 [V] 256 [V]

Nominal valuesExceptional values Exceptional values

Operator Delta Min Max

Value Out of Range 0.1 10 14

Fix Value Out of Range 0.1 10 14

Status
•voltage=12

Status
•voltage=12

Status
•voltage=14.1

Status
•voltage=9.9

Status
•voltage=15

Status
•voltage=9

Status
•voltage=13

Status
•voltage=11

Example: Stateless Numerical
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Mutants

Test1
Test2
Test3

Mut1: set diod above 100 threshold 

SunSensor
Probe

Test1
Test2
Test3

Mut3: set voltage above range 

Status
Probe

Status
•voltage=12

Test1
Test2
Test3

Mut4: set voltage below range 

Status
Probe

Status
•voltage=12

Test1
Test2
Test3

Mut2: replace seqID with random

DataMsg
Probe

SunSensor
•diod=105
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All Mutants are Tested

Test1
Test2
Test3

Mut1: set above 100 threshold 

SunSensor
Probe

Test1
Test2
Test3

Mut3: set above range 

Status
Probe

Status
•voltage=12

24

Test1
Test2
Test3

Mut4: set below range 

Status
Probe

Status
•voltage=12

1

Test1
Test2
Test3

Mut2: replace with random

DataMsg
Probe

SunSensor
•diod=105

FAILURE



Three Metrics
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Fault Model Coverage: 
% fault models covered

(%message types exercised)

Test1
Test2
Test3

Mut1: set above 100 threshold 

SunSensor
Probe

Test1
Test2
Test3

Mut3: set above range 

Status
Probe

Status
•voltage=12 24

Test1
Test2
Test3

Mut4: set below range 

Status
Probe

Status
•voltage=12 1

Test1
Test2
Test3

Mut2: replace with random

DataMsg
Probe

SunSensor
•diod=105

⅔=66.6%

FAILURE
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Mutation Operation Coverage: 
% executed probes that mutated some data item

(% input partitions being exercised)

Test1
Test2
Test3

Mut1: set above 100 threshold 

SunSensor
Probe

Test1
Test2
Test3

Mut3: set above range 

Status
Probe

Status
•voltage=12

24

Test1
Test2
Test3

Mut4: set below range 

Status
Probe

Status
•voltage=12

1

Test1
Test2
Test3

Mut2: replace with random

DataMsg
Probe

SunSensor
•diod=105

⅔=66.6%

FAILURE
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Covered Mutation Score: 
% mutants that mutated some data and lead to failures

Test1
Test2
Test3

Mut1: set above 100 threshold 

SunSensor
Probe

Test1
Test2
Test3

Mut3: set above range 

Status
Probe

Status
•voltage=12

24

Test1
Test2
Test3

Mut4: set below range 

Status
Probe

Status
•voltage=12

1

Test1
Test2
Test3

Mut2: replace with random

DataMsg
Probe

SunSensor
•diod=105

½=50.0%

FAILURE



Empirical Assessment
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Subjects

Central Unit
Software

ADCS
Software

PDHU
Software

Client Server

ESAIL LibP
GPS

Fault Models

Operators

Mutants

10

142

172

3

29

29

1

23

23

6

44

44



 Successfully identified: uncovered message types (1), uncovered input 
partitions (48), and poor oracles (60).

 Live mutants can be killed by introducing oracles that: 

 verify additional entries in the log files 

 verify additional observable state variables 

 verify not only the presence of error messages but also their content. 

 The configuration of our toolset 
(configure operators and insert mutation probes) 

for each subject took between 3 and 20 working hours.

Empirical Results
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Problems Addressed
 How to make mutation analysis scale?

 How to assess if test suites verify components integration 
properly?

 How to generate test cases that kill mutants in C software?
ASE 2023

https://github.com/SNTSVV/MOTIF
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Grey-box Fuzzing: An Evolutionary Testing Approach

SUT

SUT

New behaviour observed?
(number of times branches are covered)

Seed 
files Queue

Test and collect 
coverage

Select from 
queue

Modify 
file

.

.

Test

Crash

SUT

SUT

Crashing inputs

Yes: 
add to queue

No: discard

The grey-box fuzzing process
demonstrated useful

to generate diverse inputs 
that 

expose different faults

Fuzzed  files

or Sanitizer Failures
(memory leaks, out-of-

bound read, …)
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MutatiOn Testing wIth Fuzzing (MOTIF)

1. Generate fuzzing driver

int main(...){
  double x = load(..);
  double y = load(..);
  int z = load(..);

double m_x = load(..);
  double m_y = load(..);
  int m_z = load(..);  

ret = max(x,y,z); //invoke original
//invoke mutated
mut_ret = mut_max(m_x,m_y,m_z);

  if( ! match ( ret, mut_ret ) ){ abort(); }

0100100001110110000
1100101101110110000
0101101101110110000

if( ! match (x, m_x ){ abort() };
  if( ! match (y, m_y) { abort() };
  if( ! match (z, m_z) { abort() };

Fuzzing driver

SUT sourceLive mutant
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2. Generate seed inputs

Seed fileSeed file

MutatiOn Testing wIth Fuzzing (MOTIF)

1. Generate fuzzing driver

Fuzzing driver

SUT sourceLive mutant

Seed file

1011111111110000000
1101111111110000000
1111111111111111111

int max(double x, double y, int z){

1111111111111111111
1111111111111111111
1111111111111111111
0000000000000000001

int is_valid(struct T_POS p, int p){
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4. Mutation testing

2. Generate seed inputs

3. Compile

Seed fileSeed file

Execute fuzzer
(AFL++)

Post-processingCrashing file

File killing mutant

Crashing file

5. Inspection

Generate test case

MutatiOn Testing wIth Fuzzing (MOTIF)

1. Generate fuzzing driver

Fuzzing driver

SUT sourceLive mutant

Executable fuzzing driver

Seed file

Executable fuzzing driver

File killing mutant

Test case

Crashing file

Fuzzed file
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4. Mutation testing

2. Generate seed inputs

3. Compile

Seed fileSeed file

Execute fuzzer
(AFL++)

Post-processingCrashing file

File killing mutant

Crashing file

5. Inspection

Generate test case

MutatiOn Testing wIth Fuzzing (MOTIF)

1. Generate fuzzing driver

Fuzzing driver

SUT sourceLive mutant

Executable fuzzing driver

Seed file

Executable fuzzing driver

File killing mutant

Test case

Crashing file

Fuzzed file

Engineer compares outputs with specifications

Bug found New regression test

Assign fuzzer
inputs to 

input variables

Inspect results



64

Empirical Results

Subject Live mutants Mutants killed by 
MOTIF

Generated test 
cases

ASN1Lib 1,347 1,161 – 86.19% 350
MLFS 3,891 1,392 – 35.77% 410
Satellite CSW 581 203 – 34.90% 203
Utility library 443 234 – 52.82% 64

 Effectiveness vary from subject to subject
 Mathematical functions with narrow constraints are harder to test

 We identified 5 faults in one subject
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FAQAS
Methodology

http://faqas.uni.lu
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• Guidelines for mutation score: 
what to target?

• Integration with known 
frameworks (libcheck, 
googletest)

• Automated configuration for 
data-driven mutation analysis

Ongoing work
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65.36%

Mutants sampling with FSCI
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65.36%

Mutants sampling with FSCI
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65.36%

Mutants sampling with FSCI

20%

40%

60%

80%

100%

0%
0 500 1000

Mutants sampled

M
ut

at
io

n 
sc

or
e

• A confidence interval captures a range 
that has a probability (e.g., 95%) of 
including the estimated value (the 
mutation score)

• MS    [L;U]
• Fixed-width sequential confidence 

interval (FSCI) method:
• stop sampling when (U – L) is small
• difference between estimated MS and 

actual one is at most 5 percentage p.

∋
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Create mutants Compile mutants

Killed Mutants
Live Mutants

2
Collect test data

1
Code

Coverage

Remove equivalent/duplicate 
based on compiler optimizations

4

3

Mutants
Code coverage

Mutants successfully 
compiled

Unique mutants

Evaluate mutation 
score’s confidence

Sampled mutants

Sample mutants

Execute prioritized 
subset of test cases

5

6 7 • MS=[L+Perr;U+ Perr]

• Proportion of mutants live 
by mistake

Perr =[Lerr;Uerr]

• MS=[L+Lerr;U+ Uerr]

Confidence interval correction
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Create mutants Compile mutants

Killed Mutants
Live Mutants

2
Collect test data

1
Code

Coverage

Remove equivalent/duplicate 
based on compiler optimizations

4

3

Mutants
Code coverage

Mutants successfully 
compiled

Unique mutants

Evaluate mutation 
score’s confidence

Sampled mutants

Sample mutants

Execute prioritized
subset of test cases

5

6 7

• Based on statement coverage
• Test suite prioritization:

• greedy algorithm 
• select first the test case that 

largely differ from the most 
similar, already selected, test 
case

• Test suite reduction: exclude test 
cases with a distance of zero

• Cosine distance: best accuracy



83

Fault Model Example

Position Span Type Operator Delta Min Max

0 1 Binary Bit flip

1 2 Double Value Out of Range 0.1 10 14

1 2 Double Fix Value Out of Range 0.1 10 14

3 2 Double Value Above Threshold 0.1 6

5 1 Integer Value Above Threshold 1 10

Data 
Item 1

Data 
Item 2

Data 
Item 4

Data 
Item 3
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12 Mutation Operators
Value out of range (VOR)

Fix value out of range (FVOR)

Value above threshold (VAT)

Fix value above threshold (FVAT)

Value below threshold (VBT)

Fix value below threshold (FVBT)

Bit flip (BF)

Random legal value (INV)

Illegal value (IV)

Amplified signal (AS)

Shifted signal (SS)

Flatten signal (HV)
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Fault Modelling Methodology
Data nature

Dependencies

# Input 
partitions

Repr. 
Type

Input 
partition type

Numerical

Categorical

Stateless

Stateful

Signal BF

ASA, 
SS, 
HV

INV VOR+FVOR

Nominal Non Nom.

Other

Ordinal

ASA

BF
IV

2 >2

VAT+
FVAT

VOR+
FVOR

Integer
Binary
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