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EMBEDDING INNOVATIONS

ESA STUDY CYBERSECURITY BY DESIGN FOR MIXED
CRITICALITY EMBEDDED SYSTEMS

 In a joint cooperation with ESA, Airbus, TAS and SYSGO the result of this study was the
proof that the RTOS PikeOS for MPU offers properties and features that allow
Implementing secure applications with different security sensitivity for the R52 CPU
Architecture (see next slide), which is running on the NG-ULTRA.

Requirements

Typical Satellite
System Scenarios

L
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» Define Threats

* Derive security
objectives for the OS
and its environment

Security
( Objectives

* Define security
requirements based on
refined security
objectives

* Risk Analysis &
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Requirements
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Validation &
Verification

* Test & Validation of the
requirements
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» Use Cases, Objectives,
Requirements
* Validation Reports

» Guidance to support a
possible certification
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— Support Data

Package




NG-ULTRA & PIKEOS FOR MPU
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[1] https://dahlia-h2020.eu/ (Deep sub-micron microprocessor for spAce rad-Hard appLIcation Asic)
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[2] https://eurospace.org/dasia-conference-aspx/ - Programme : NG-Ultra: a system-on-chip suiting the upcoming space missions (TAS, May 17th 2022)

[3] https://www.sysgo.com/pikeos-for-mpu
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NOTE: For the study, the NG-Ultra HW was replaced by a simulation
environment based on FVP (HW was not available at ESA)


https://dahlia-h2020.eu/
https://eurospace.org/dasia-conference-aspx/
https://www.sysgo.com/pikeos-for-mpu

USAGE SCENARIOS & USE CASES SYSGO

In cooperation with ADS and TAS the typical satellite mission usage

scenarios e.g.:

« Earth Observation

« Satellite Navigation

« Satellite Telecommunications

 Deep Space

and use cases deemed relevant for security were analyzed and mapped

e.g..

» Protection of the OS layer from applications, and applications from other
applications.

» Protection of the communication to and from external systems.

* Access Control

Copyright © SYSGO | Presentation by Damir Bartakovic



PROJECT SYNTHESIS SYSGO

« We initiated the Common Criteria (ISO/IEC 15408) like analysis for
PikeOS for MPU
* We ported the PikeOS (MMU) security target (ST) test suite to MPU and

to the new architecture for ARM Cortex R52.
— The test suite was successfully executed and delivered with 100% Coverage.

« \We mapped the PikeOS for MPU security properties to the System as a
whole, validated on several use cases.

— All the testing performed in this project are security related, and only security related,

as it was the focus
— Correspond to about 10% of the existing PikeOS requirements
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CERTIFICATION SUPPORT PACKAGE SVSGO

The package shows which documents and artifacts must be produced, and what
evidence must be collected along the lifecycle of the project based on proven
standards [ECSS], [ED-203A], [DO-356A] and especially for cyber-security [CC].

We recommend following:

« Common Criteria, as used in this study, or a similar approach can be the security standard.

» Certifying the RTOS and SBRTOS (System Based on the RTOS) would preferably be done
separately.

« Lower-level separation security objectives should be provided and validated by the RTOS.

« SBRTOS certification shall specify, high-level system security objectives including analysis of
security risks and security risk treatments.
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DOCKER IMAGE TO RE-EXECUTE VALIDATION SYSGO

EMBEDDING INNOVATIONS

* A full-functional test-environment was

provided including the Docker

— SYSGO Test Framework (TFW)

— The target as ARM FVP R52 (Simulation) Debian + TFW + Chroot FVP Simulator

— PikeOS for MPU .

Equivalence Equivalence
. Classes Classes
« Single tests or the complete test run e SerialLine e
Functions [+ 3| TestMaster ¢ »| TestSlave: j¢— Functions
can be reproduced F ot | |
* An introduction with a live demo to Logtie [ | PikeOSfor | - PikeOS for MPU .
use it was conducted. _ _ —
Figure 1Example of a PikeOS Test Environment
nor@nor-vVirtualBox:~5$ docker run --net=host -it tfwc:customer-version fwork/welcor
"""""""""""""""""""""""""""""""""""" Test Suites Test Set Specific Executables
1l l TestSet1 TestSet2 TestSetn
‘ Test Suite TestCases TestCases - TestCases TezilEEs
’i \ Sgﬁlngﬁﬁm ﬁf:lﬁilli?n E;EL"H E;ETH = Framework Libraries
h PikeOS for
----------------------------------------------------------- _ MPU
Welcome Integration Integration Integration ntegration Project =
For usage you need to communicate the SYSGO license server. SR P moject 1 Project2 [~ m i
export SYSGO_LICENSE_PATH=<Enter Your Server= I
Figure Building Target Executables

The FVP simulator does require a license file at '/work/fvplicense'.
To override this with:
export ARMLMD LICENSE FILE=<Enter Your Server=>
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SYSGO

VALIDATION AND VERIFICATION INFRASTRUCTURE

SYSGO Test Framework (TFW)

XML based test description for analysis, inspection, normal and robustness test ==
cases

Generation of Camera-ready verification artifacts (PDF)

Automated test compilation, execution and result analysis (allows nightly runs)

QA support by means of review sheet preparation and review status
maintenance

Synopsis test case generator

Allows fine control on the granularity of the tests executed (full, partial, individual
tests)

Supports single-core or multicore configurations

 SMP for PikeOS

« AMP for PikeOS for MPU)
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SYSGO
VALIDATION AND VERIFICATION INFRASTRUCTURE

SYSGO Test Framework (TFW)

« Extensible and adaptable interface for project specific setups (e.g. interface to target
controller equipment for real HW)

« Bi-directional interface to the requirement management tool DOORS to exchange data
between test suites and DOORS requirement documents

» Interface to the config management tool GIT to perform automated inspection of files

« Generic interface to structural code coverage tools, implementations for CodeTEST
and Rapita Verification Suite (RVS) are available
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SECURITY VALIDATION AND VERIFICATION RESULTS SYSGO

EMBEDDING INNOVATIONS

* In order to test and validate the security requirements (00106-8000-ST) a mapping to the
existing requirements of the RTOS components has been established in a traceability

matrix (TRACE).

« This TRACE document has been combined with the test results (TR) to summarize in
one single document the security tracing and achievement during testing.

Valid Test-Result

_____________ M_ﬂ-ll u_le___________ Baseline|#REQ |#PASS [%PASS

: 00106-8000-8T 2.2 114 114
501 501

=r 00106-2000-KERN-IF 2.4 160 160

: 00106-2060-KDEV-IF 2.2 66 ala]

: 00106-3000-PSSW-IF 2.3 150 150

: 00106-2500-PGEN-IF 2.3 20 20

: 00106-5000-CONF-IF 2.2 23 23

: 00106-0236-CCONV-TAR 0.12 131 131

: 001060237 -CCONV-TAR-VMIT P42.1 121 121

] 00106 0238 CCONV TARFOME21 o8 |os

Summary 1354 1354
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SAMPLES

Requirements Document: 00106-3000-PSSW-IF.pdf

Hormal Oparathon

Dalinod by the apocilic port providaer,

oAt

The semantics of the contral commands are speaified by the individual port providers.

ooloe-IF_FESW-1asTr

St
&2 Novambar 2010
Alocatad to
Pike23 Hypereisor
Link so:

nooa

A call to win_gport_control{) shall imroke the control opsmation on the port referenced by
“pi”

Commen:

Lipon a call to wn_gport_contrai]), the control ontry point of tho addroscod port providar is
calfend The Scion pevfonmed an e Dot refarenced by Do s speciflic 1o 116 Dort Drovicher,

ooloe-F_PEEW-1es4  vn_gporl_conbrol() shall returmn P4_E_OK on success,
Spit

14 Masch 2017
Alocatad to
Pike23 Hypereisor
Link 5o

nooa

Test Case from 00106-3003-PSSW-TC.pdf

3.33.2 tc_03 Normal operation test of vm_gport_control{).

GP_OK: method: TEST
Check that vm_gport_control{) returns P4_E_OK when called with valid port descriptor and when the invoked
kdev Gate Provider's control entry point returns P4_E_OK.

GP_CTRL: method: TEST

Check that vm_gport_contraol() has been entered by a test specific ioctl command. Test if the ioctl command’s
data is filled by the provider with an identifier.
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Test LOG

[00106/ts_pssw_mpu] / whbuild_results / tp.CommunicationPorts_portCantrol.res
1 run target

2 BESTARTHE

Jdate |07.02.2023 10:49:15 UTC

4 identify |test set name:

5 identify | tp.CommunicationPorts.portControl

6 identify |test cases:

7 identify | TC"tc_03' num_subtc=1 manual=0

8 identify | TC "tc_04' num_subtc=1 manual=0

9 identify |build by:

10 identify | pikeos@wvbuild7?

11 identify |build id:

12 identify | 413e3296-36c6-3800-94c4-c212843647Ff
13 identify |target controller host name:

14 identify | wwhbuild?

15 identify |target controller machine id:

16 identify | c114657f-9632-8fel-54c5-201ecde?Gabb
17 identify |target inventory number:

18 identify | none

19 identify |channels:

20identify | protocol tcp link to 127.0.0.1:5000

21 tcstart |tp.CommunicationPorts.portControl-tc_03

22 equ.start |tp.CommunicationPorts.portControl-tc_03|1

23 obj.subres |tp.CommunicationPorts portControl-tc_03|1|GP_OK|5_PASS
24 obj.subres | tp.CommunicationPorts.portControl-tc_03|1|GP_CTRL|5_PASS
25 equ.end |tp.CommunicationPorts portControl-tc_03|1

26 obj.result|tp.CommunicationPorts_portControl-tc_03 | GP_CTRL|O_PASS
27 obj.result|tp.CommunicationPorts.portControl-tc_03 | GP_OK|O_PASS
28tcend |tp.CommunicationPorts portControl-tc_03

29 tcstart |tp.CommunicationPorts portControl-tc_04

30 equ.start |tp.CommunicationPorts.portControl-tc_04 |1

31 obj.subres |tp.CommunicationPorts portControl-tc_04|1|GP_OK|5_PASS
32 obj.subres | tp.CommunicationPorts portControl-tc_04|1|GP_CTRL|5_PASS
33jequend |[tp.CommunicationPorts portControl-tc_04|1

34 obj.result|tp.CommunicationPorts_portControl-tc_04 | GP_CTRL|O_PASS
35 obj.result|tp.CommunicationPorts.portControl-tc_04 | GP_OK|O_PASS
36tcend |tp.CommunicationPorts.portControl-tc_04

37 summary |4 0_PASS, 00_UNSUPPORTED, 0 O_UNTESTED

38 summary |0 O_FAIL 0 O_ERROR, 0 without result

39date |07.02.2023 10:49:16 UTC 12
40 ERENDHER

41 TEST RUN RETURN VALUE: O



CERTIFICATION WITH TFW

« Automatic Traceability (Requirements, Implementation, Test)
— Complete Automation (DOORS, GIT, VVBUILD, TFW)
— Easy check of compliance and completeness
— Early cross-checking and error correction

« Cross-Standards Certification Model

— for

— Generic “Tailoring” Concept used, only one set of “corporate” plans and standards

— All development life cycle documents are the same for every standard

— Only plans and certification artefacts (e.g. Safety Case v. SW Accomplishment Summary) are
generated according to the need of the specific industry.

* “Proven-in-use” handling of Certification-Readiness

— For lower and highest safety levels (up to DO-178C DAL-A, ECSS Category A)

— “Security certification” is handled with the same process model
now extended with the dimension “Security”.

— Well-known “notified bodies” for product and project certifications

— Well-known “authorities” and expertise to handle “certifications”
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DO-178 (Avionic),
ECSS 40/80 (Space)

EN50128, EN50657 (Railway),

IEC61508 (Automation),
1ISO26262 (Automotive)
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CERTIFICATION STATISTICS (PIKEOS RTOS) A

« Detailed Specification of Functionality, Architecture and Design
— # of High Level Requirements: 1122
— # of Low Level Requirements: 9225
— @ 2.4 Source Code Lines (only cert parts) / Requirement
— # of document, source code and test case reviews executed: 728
« Detailed Tests to cover Functionality and Structural coverage
— All tests are executed on all reference hardware (e.g. different architectures like ARM8, PPC, X86)
— Approach to test on specific customer hardware (PikeOS PSP Validation)
— # of test procedures: 2689
— # test objectives: 18413
— # of Test Source Code Lines: 1.6 M
— # of decision point to be covered by testing: 4350
— # of MCDC points to be covered by testing: 4313
— @ 154 Test Source Lines / Requirement
 High Automation during Testing
— Usage of SYSGO test framework to
« highly automate tests (100%) with nightly test runs and automatic target control
« handling of target HW testing
* Module, Inspection and Functional testing fully automated
« All documents (test cases, test reports, structural coverage) will be generated as PDFs (Camera-ready verification artifacts)
— All test tools are qualified up to the highest safety and security levels
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CONCLUSION SYSGO

« Security for space has become important in most recent times

« ARTOS with a prequalified set of documentation for security is the
basis to provide all security "features" to be used for security for the
SBRTOS.

« Security certification on system level need further
Investigation depending on the requirements for the SBRTOS.

« This V&V approach and packaging allows for the full V&V testing to
be done on site on actual deployed HW, or early in the development

process in a simulated environment before the HW is available
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PERFORMANCE EVALUATION

« vvbuild generates performance indicators based on
tested requirement, result and review status

 OPR classification to analyze the impact of
safety and security-relevant deviations

KPI. Evaluation of Progress, Efficiency & Velocity

SYSGO

Test Suite 14142/ts_p4 \TIONS

Sources from Thu, 16 Apr 2015 11:19:03 +0200, CVS tag VV_PIKEOS_CERT_R3p4_54250_0001 (zermsnent link)

Test Suite Summary

P .
rogress 7240 of 7240 ppi points (100.00%)

3620 (100.00%) requirements with test cases (Tc)
3620 (100.00%) requirements with test result PASS (TE)
3620 requirements in total
Requirement Documents: 00101-2000-KERN-IF (10.12)
00101-2001-KERN-DS (10.12)
Statistics: 233 test sets, 722 test cases, 6106 objectives, 2369222 sub results

Requirement Documents

00101-2000-KERN-IF:

ppi: 1769 TC, 1769 TP, 1769 total — 100.00%
rac- 17R7 ©ass N waTT 2 risTPRQRTED, 0 UNTESTED, 0 ERROR, 1769 total

Created vs. Resolved Chart: SASE: SSB 5.1.2 (All OPRs) ¢ =5 csv (blobraw)

tal — 100.00%
TEPORTED, 0 UNTESTED, 0 ERROR, 1851 total
=5.C5Y (bloblraw)

600

400

200

02 Mar 2018 26 Jun 2018 200ct2018 12Feb2015 08Jun2019 02 Oct2013 26Jan2020 20 May 2020

02Mar2018  26Jun2018 200ct2018 12Feb2019 08Jun2019 020ct2019  26Jan 2020 20 May 2020

Issues in the last 1,

O Createdissues ( Burn-Up test case review ts_pssw_ifds

O Resolved issues’
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