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AGENDA

1. Who am I - early beginnings…
2. Computing the way I did it in the early days 

(1970s)!
3. Cybersecurity for Civilian Space – 30 years

1. - the “OLD” days (90s and early 2000s)
 Security + civilian space
 CCSDS + Security
 Security Standards & Testing

2. - the ‘modern era’
 Now
 The future
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EARLY BEGINNINGS – A BUDDING ENGINEER….
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COMPUTER PROGRAMMING IN THE 70’S
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PERSONAL COMPUTERS CIRCA THE 80’S!  
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• Originally called COMPUTER SECURITY (COMPUSEC)
 Primarily concerned with operating system security (not much has changed!) for mainframes – MULTICS!
 Multilevel secure operating systems

 Formal verification of operating system security functions (nothing more/nothing less than required)

• Later combined with cryptography to be called INFORMATION SECURITY (INFOSEC)
 Operating systems utilizing cryptography

 Secure data at-rest

 Networking - Secure data in transit

 Encrypted file systems (secure data at rest)

 New computing paradigms such as distributed computing, client-server – move away from mainframes

• Later called INFORMATION ASSURANCE
 Same as before but now with a different name

• Currently CYBERSECURITY
 Cool new name! 
 Cloud computing security!
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CYBERSECURITY 101 – THE EARLY DAYS
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• Military:
 Fully encrypted space links from ground-to-space
 Pre-loaded keys for mission duration (later use over-the-air keying)
 Government developed crypto algorithms

• Civilian (circa 1993):
 For the most part: No security and No encryption

 Open command links/Open downlinks

 Some expensive commercial bulk encryptors available (see next slide)

 No requirements for secure operations
 Personal experiences:

 CCSDS “Security 101” Briefing in 1993:
 “that is great for military systems, but we are civilian science missions, and no one cares about us.”

 Jet Propulsion Laboratory (JPL)
 “we operate in deep-space and an attacker would need a gigawatt of power and a 70m antenna to harm us.”

 NASA Goddard Space Flight Center
 “our command sequences are so hard to understand, no one would be able to figure them out.”
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SECURITY FOR SPACE (WAY BACK IN THE OLD DAYS)
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COMMERCIAL SPACECRAFT SECURITY DEVICES (2001-13)
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EARLY CIVILIAN THREATS - 1999:
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MORE THREATS - 1999
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MORE ‘RECENT’ THREATS - 2007
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• CCSDS == ‘Consultative Committee for Space Data Systems’
 www.ccsds.org 

• CCSDS was founded in 1982 to develop standards at the lower layers of the 
protocol stack (telemetry, telecommand).  
 Scope has expanded to cover standards throughout the entire ISO communications stack, plus other 

data systems areas (architecture, archive, security, XML exchange formats, etc.)

• The primary goal of CCSDS is interoperability between communications and data 
systems of space agencies’ vehicles, facilities, missions and programs.
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CCSDS – SCOPE AND ORIGINS

http://www.ccsds.org/
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• CCSDS was concerned with ‘traditional’ space communications protocol 
standardization, e.g.:
 Standardization and Interoperability (saves money, off-the-shelf)
 Link layer frames
 Telecommand (TM) (ground-to-space)
 Telemetry (TC) (space-to-ground)
 Advanced Orbiting Systems (AOS) (full duplex)
 Space Link Extension (SLS)

• Traditionally, no security concerns – ‘we only do science missions’
 To address security issues for civilian space missions:

 CCSDS Security Working Group (SecWG) was created !
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CCSDS + SECURITY (A NEW AWAKENING!) – MID 90’S
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BACKGROUND: CCSDS PARTICIPATION
• CCSDS – An Agency-Led International Committee

 11 Member agencies
 33 Observer Agencies
 26 nations represented
 139 Commercial Associates
 ~200 attendees at Spring/Fall meetings

• Also functions as an ISO Subcommittee
 TC20/SC13 - Space Data & Info Transfer Systems 
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OBSERVER AGENCIES

ASA/Austria
BELSPO/Belgium
CAS/China
CAST/China
CLTC/China
CSIRO/Australia
DCTA/Brazil
DNSC/Denmark
EgSA/Egypt
ETRI/Korea
EUMETSAT/Europe
EUTELSAT/Europe
GISTDA/Thailand
HNSC/Greece
IKI/Russia
ISTRAC/India
KARI/Korea
KAZCOSMOS/Kazakhstan
KFKI/Hungary
MBRSC/UAE
MOC/Israel
NCST/USA
NICT/Japan
NOAA/USA
NSO/Netherlands
SANSA/South Africa
SSC/Sweden
SSO/Switzerland
SUPARCO/Pakistan
TASA/Taiwan
TsNIIMash/Russia
TUBITAK/Turkey
USGS/USA

MEMBER
AGENCIES

ASI/Italy
CNES/France
CNSA/China
CSA/Canada

DLR/Germany
ESA/Europe
FSA/Russia
INPE/Brazil

JAXA/Japan
NASA/USA

UKSA/UK

eee
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CCSDS ORGANIZATION OVERVIEW

 Data Archive 
Interoperability

 Navigation 
 Spacecraft Monitor & 

Control
 Mission Planning & 

Scheduling

Mission Ops &
Info Mgt Services

 Motion Imagery & Apps
 Delay Tolerant Networking
 Voice
 CFDP Revisions

Space Internetworking
Services

 Service Management
 Transfer Services
 Cloud Computing BOF

Cross Support
Services

 RF & Modulation 
 Space Link Coding & Sync.
 Data Compression 
 Space Link Protocols
 Optical Communications 
 Space Data Link Security

Space Link
Services
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One Organization’s Assets

Another Organization’s Assets

 Onboard Wireless WG
 Application Supt Services
 Subnet Services

Spacecraft Onboard 
Interface Services

MISSION CONTROL
CENTER

MISSION CONTROL
CENTER

End Users

End Users

Applications/Archives

 Systems Architecture
 Security
 Space Assigned Numbers Auth.
 Time Management
 Delta-DOR

Systems Engineering

Six  Areas + working groups
Working Group (producing standards)
Birds-Of-a-Feather stage (pre-approval)
Special Interest Group (integration forum)

Typical Mission Profile
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• First efforts to bring security to the attention of CCSDS and Agency mission planners
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CCSDS SECURITY WORKING GROUP: A HUMBLE BEGINNING
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THREAT DEPICTION FOR MISSION PLANNERS 

Intent: scare the 
pants off mission 
planners to get 

them to pay 
attention to 

security!
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INTERNET PROTOCOLS IN SPACE – WITH SECURITY!
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SCPS-SP –SECURITY PROTOCOL

skinny version of 
IPSec – 
• low overhead, 
• less bits
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SCPS-SECURITY PROTOCOL TESTING
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• No standardized security for use with traditional space link layer 
protocols:
 Telecommand (TC)
 Telemetry (TM)
 AOS

• Created a ‘security shim’ to provide security for existing link layer 
protocols

21

SPACE DATA LINK SECURITY (SDLS)



1998: INTERPLANETARY INTERNET/DELAY TOLERANT 
INTERNET - THE BEGINNING OF BUNDLES 

• Initial meeting on 
interplanetary networking 
at MCI on 2 February 1998.

• JPL, MITRE, MCI, SPARTA

• 25 years of research and 
development
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• SCPS provided internet-like capabilities for near-earth
 TCP/IP not designed for long-delay environments with intermittent connectivity
 SCPS provided capabilities - but not for deep-space delays or orbital obscurations

• Next step – Interplanetary Internet (IPN) -> Delay and Disruption Tolerant Networking (DTN)
 NASA + CCSDS + IETF + ESA + JAXA + KARI
 Based on store and forward architecture with assumption of intermittent connectivity
 Bundle Protocol (BP) Specification (IETF: RFC 9171 (BPv7), CCSDS: 734.2-B (old 2015) )
 Bundle Protocol Security Protocol (BPSec) (IRTF: 6257, IETF: RFC 9172, CCSDS: in progress )
 Use cases:

 Deep-space with long delays

 Intermittent connectivity situations (e.g., no infrastructure)

 Example Use Cases:
 Space – lunar and deep-space
 Terrestrial - sensor networks
 Minimal infrastructure environments (e.g., 3rd world)
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INTERPLANETARY NETWORK AKA DELAY TOLERANT (DTN)
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EARLY DESKTOP EXPERIMENTATION OF DTN
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• Blue Books (recommendations/standards):
 CCSDS 352.0-B: CCSDS Cryptographic Algorithms
 CCSDS 355.0-B: Space Data Link Security Protocol
 CCSDS 355.1-B: Space Data Link Security Protocol 

Extended Procedures
 CCSDS 356.1-B: Network Layer Security 

Adaptation Profile
 CCSDS 357.0-B: CCSDS Authentication 

Credentials

• Magenta Books (best practices)
 CCSDS 350.8-M: Information Security Glossary of 

Terms
 CCSDS 351.0-M: Security Architecture for Space 

Data Systems
 CCSDS 354.0-M: Symmetric Key Management
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PUBLISHED CCSDS SECURITY DOCUMENTS
• Green Books (rationale/guidance/information)

 CCSDS 350.0-G: The Application of Security to CCSDS 
Protocols

 CCSDS 350.1-G: Security Threats Against Space 
Missions

 CCSDS 350.4-G: CCSDS Guide for Security System 
Interconnection

 CCSDS 350.5-G: Space Data Link Security Protocol – 
Summary of Concept and Rationale

 CCSDS 350.6-G: Space Missions Key Management 
Concept

 CCSDS 350.7-G: Security Guide for Mission Planners
 CCSDS 350.9-G: CCSDS Cryptographic Algorithms
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RECENT WINS (2022) (NASA PERSPECTIVE)

[SSPR 1] Programs/projects shall protect the command stack 
with encryption that meets or exceeds the Federal Information 
Processing Standard (FIPS) 140, Security Requirements for 
Cryptographic Modules, Level 1. 

• Missions using Consultative Committee for Space Data 
Systems (CCSDS) should consult CCSDS 350.0-G, The 
Application of Security to CCSDS Protocols; CCSDS 355.0-B, 
Space Data Link Security Protocol; and CCSDS 352.0-B, 
CCSDS Cryptographic Algorithms. Note that FIPS 140 
compliance meets and exceeds the cryptographic specifications 
of CCSDS 352.0-B. All missions should implement CCSDS 
232.1-B-2, Command Operations Procedure-1; but by itself, 
CCSDS 232.1-B-2 is insufficient to meet this requirement. 
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THE FUTURE??
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• It’s been a wonderful ride!

• Civilian space agencies didn’t think they needed security, nor did they want it

• The Internet changed everything!
 Everything was now a target including the civilian science missions that had not been worried about security

• The Internet was wide open with little or no security  (aka, “The Wild West”)
 IPSEC, IKE, HTTPS, TLS, SSH, SFTP changed that environment –not secure yet but its much better

• Space was stuck in the ‘who cares about us?’ perspective
 That thought pattern has changed – many new security initiatives!  MORE work to be done.
 Internet security protocols were useful for ground systems 
 New protocols needed for spacecraft beyond the ‘traditional’ CCSDS link layer protocols

 SCPS + Security

 DTN + Security

 Space Data Link Security (used with ‘traditional link layer protocols’)

 Authentication Credentials

 Key Management
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SUMMARY/CONCLUSIONS



Parsons Corporation

THE END

Sensitive / Proprietary 29

Questions?
Comments?
Tomatoes? 
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