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How to ensure
thorough testmg?



Mutation Analysis and Testing
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FAQAS-2
toolset

Mutate C/C++ source code

Generate

test cases in C/C++
that detect

the injected faults

Mutate the data
exchanged

by C/C++
components

Generate

test cases in C
to exercise more
“data partitions”



FAQAS-2
toolset

Mutate C/C++ source code

Generate
test cases in C/C++
that detect the injected fault




TS
® fabrizio.pastore — mass@mass-VirtualBox: /mnt/DEMO/my-library — ssh mass@®192.168.56.3 — 79x21

mass@mass-VirtualBox: /mnt/DEMO/my-library — ssh mass@192.168.56.3 mass@mass-VirtualBox: /mnt/DEMO/mass_workspace — python3 +

nass@mass-VirtualBox:/mnt/DEMO/my-library$ vjj

Faulty implementation



- _______________________________________________________________________________________________________________________________________________________________________________________________________________________________________
i fabrizio.pastore — mass@mass-VirtualBox: [mnt/DEMO/my-library — ssh mass@192.168.56.3 — 79x21

mass@mass-Virtua /mnt/DEMO/my -library$ vi SIC/fUﬂCthﬂSIC -
ass@mass-Virt -/mnt/DEMOImy -library$ cd t¥



® @ fabrizio.pastore — mass@mass-VirtualBox: [mnt/DEMO/my-library/test — ssh mass@192.168.56.3 — 79x21

- — mass@mass-VirtualBox: fmnt/DEMO/my-library/test — ssh mass@192.168.56.3 - — mass@mass-VirtualBox: fmnt/DEMO/mass_workspace — python3 +

mass@mass-VirtualBox:/mnt/DEMO/my-1library$ vi src/functions.c
mass@mass-VirtualBox:/mnt/DEMO/my-library$ cd test/
mass@mass-VirtualBox:/mnt/DEMO/my-library/test$ vi tests.c
mass@mass-VirtualBox:/mnt/DEMO/my-library/test$ bash run_all_tests.sh |}
Function is fully covered

I by test cases but they
don’t detect the fault.

Branch coverage and
MC/DC cannot help to
discover a limitation in
the test suite.



-
® fabrizio.pastore — mass@mass-VirtualBox: /mnt/DEMO/my-library — ssh mass@192.168.56.3 — 79x21

mass@mass-VirtualBox: /mnt/DEMO/my-library — ssh mass@192.168.56.3 mass@mass- VirtualBox: /mnt/DEMO/mass_workspace — python3 b

BHHBRH R H B H AR H R BH B HE B R H R H B H A B HH BB B H AR HHBHER Y
# test_non_zero
BHHBRHHRHHBHA B R U B R H B H B HH BB HBH AR HE BB HBHE BB HBRY

HRR AR AR R H B R H AR BB HHHH
# test _zero coefficients
ofegegogededegegofogogigogiadedegogogogogigogidadegegogegogigigidadeegofogegegipigadde oo gepipigidade g

BRARBH B BB H BB BB BB B R BB HH AR AR B H B R RRRHHHH

# test_zero_x
#######################################################
mass@mass-Vit x:/mnt/DEMO/my-library/test$ cd

mass®mass wjrwwm ox : /mnt/DEMO/my-1ibrary$ gcov src/functions.c
File 'src/functions.c'

Lines executed:50.00% of &4

Creating 'functions.c.gcov'

Llnes execuﬂ Test all the mutants
mass®mass-VirtuadBox . t /DEMO/my-1ibrary$ vi functions.c.gcov
mas Wmaﬁa Virtuf1Box:/mn{/DEMO/my-library$ cd ../mass_workspace/M




__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
- ] fabrizio.pastore — mass@mass-VirtualBox: /mnt/DEMO/mass_workspace — ssh mass@192.168.56.3 — 79x21

- — mass@mass-VirtualBox: /mnt/DEMO/mass_workspace — ssh mass@192.168.56.3 — mass@mass-VirtualBox: /mnt/DEMOfmass_workspace — python3 =}

mass@mass-VirtualBox:/mnt/DEMO/my-library/test$ cd
mass@mass-VirtualBox:/mnt/DEMO/my-library$ gcov src/functions.c
File 'src/functions.c'

Lines executed:50.00% of 4

Creating 'functions.c.gcov'

Lines executed:50.00% of 4
mass@mass-VirtualBox:/mnt/DEMO/my-library$ vi functions.c.gcov
mass@®mass—-VirtualBox:/mnt/DEMO/ library$ cd ../mass_workspace/
mass®mass-VirtualBox: /mnt/DEMO/mass_r'kspace$ 1s

COMPILED MUTATIO

COV_FILES tionScore.out
CompileOptimizedMutants.ou OptimizedPostProcessing.out
ExecuteMutants.out %Prepar SUT.out

GenerateMutants.out RESUL:
GeneratePTS.out mass_conf.sh I
IdentifyEquivalents.out « mutation_additional functions.sh

Launcher.py src—-mutants

MASS_STEPS_LAUNCHERS
mass@®mass—VirtualBox:/mnt/DEMO/mass_workspace$ vi mass_conf.sh
mass@mass-VirtualBox:/mnt/DEMO/mass_workspace$ |




fabrizio.pastore — mass@mass-VirtualBox: /mnt/DEMO/mass_workspace — ssh mass@192.168.56.3 — 79x21

mass@mass-VirtualBox: /mnt/DEMO/mass_workspace — ssh mass@192.168.56.3 mass@mass-VirtualBox: /mnt/DEMO/mass_workspace — python3

[LOG]: WARNING: Logglng enabled with INFO level

[LOG]: INFO: Processing: /mnt/DEMO/my-library/src/error.c
[LOG]: WARNING: Done (0.01 seconds). Exit code: ©
MutationScore

step number 7

waiting for IdentifyEquivalents to be completed

Executing MutationScore...

##### MASS Output #####

H#

Total mutants generated: 39

Total mutants filtered by TCE: 4

Sampling type: uniform

Total mutants analyzed: 35

Total killed mutants: 11

Total live mutants: 24

MASS mutation score (%): 31.43

List A of useful undetected mutants: /mnt/DEMO/mass_workspace/DETECTION/test

_runs/useful_list_a.csyv

HH#

List B of useful undetected mutants: /mnt/DEMO/mass_workspace/DETECTION/test

~runs/useful 1list b.csv
End of MASS executlon

mass-Virtua : /mnt/DEMO/mass_workspace$ i

—
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fabrizio.pastore — mass@mass-VirtualBox: /mnt/DEMO/mass_workspace — ssh mass@192.168.56.3 — 79x21

— mass@mass- VirtualBox: /mnt/DEMO/mass_workspace — ssh mass@192.168.56.3
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1_12.A0D.compute_y.cC
1_5.SDL.compute_y.c
2_12.A0D.compute_y.

_3_16.ABS.compute_y.
_15.A0R.compute_y.
_13.A0D.compute_y.
_13.A0R.compute_y.
_15.A0D.compute_y.
_15.A0R.compute_y.
_13.A0R.compute_y.
_15.A0R.compute_y.

13.A0R.compute_y.

.AOR.compute_y.

.AOD.compute_x.

_13.ABS.compute_x.
1_5.SDL.compute_x.c
2_13.A0D.compute_x.c
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/mnt/DEMO/mass_workspace — python3

mass@mass-VirtualBox:/mnt/DEMO/mass_workspace$ vi src-mutants/src/functions/fun
ctions.mut.15.1_2_12.A0D.compute_y.c [




- ® fabrizio.pastore — mass@mass-VirtualBox: /mnt/DEMO/mass_workspace — ssh mass@192.168.56.3 — 79x21

~ — mass@mass-VirtualBox: /mnt/DEMO/mass_workspace — ssh mass@192.168.56.3 ~ — mass@mass-VirtualBox: /mnt/DEMO/mass_workspace — python3

/ 3Kk sk sk sk sk sk s sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk s s sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk
Copyright (c) University of Luxembourg 2024.

Created by Fabrizio PASTORE, fabrizio.pastore@uni.lu, SnT, 2024.

sk sk sk sk sk sk sk sk sk sk ok ok ok sk ok ok 3k ok 3k 3k ok ok sk sk sk sk sk sk sk sk sk s sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok /

#include <stdio.h>

#include "error.h" The test suite does not
exercise the effect of ‘m’ on
/1 the result.

// Computes the y in a straight line.

// Return the result of mkx+c

// No need to understand the
double compute_y( double m, double x, double c){ test suite limitation:

return xxc; An appropriate test case will

) be generated!

// I

// Computes the x in a straight line

// Return the result of (y-c)/m

<unctions.mut.15.1_2_12.A0OD.compute_y.c" 24L, 578B 1,0-1 Top




functions.mut.15.
functions.mut.15.
functions.mut.15.
functions.mut.15.
functions.mut.15.
functions.mut.15.
functions.mut.15.
functions.mut.15.

1 _2_12.A0D.compute_y.
1 2
1 2
1.3
1 6
2_3
2 3
2 4
functions.mut.15.2 7
4 4
4 8
5 1
D O
1 1
1 1
1.1
1 2

1
_13.A0R.compute_y.
_14.ABS.compute_y.
_16.ABS.compute_y.
_15.A0R.compute_y.
_13.A0D.compute_y.
_13.A0R.compute_y.
_15.A0D.compute_y.
_15.A0R.compute_y.
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functions.mut.15. 1
functions.mut.15. 1
functions.mut.23. 1
functions.mut.23. 1
functions.mut.23. 5.SDL.compute_x.c
functions mut.23. _13.A0D.compute_x.c

mass@®mass-Virtua :/mnt/DEMO/mass_workspace$ vi src-mutants/src/functions/fun
ctlons mut 15 1 2 12 AOD.compute_y.cC

mass®mass-\ ua : /mnt/DEMO/mass_workspace$ cd /mnt/MOTIF/

ass@mass-VirtualBox:/mnt/MOTIFS$ | |
L

.AOR.compute_y.
.AOR.compute_y.
.AOR.compute_y.
.AOR.compute_y.
.AOD.compute_x.
.ABS.compute_x.

OOOOOOOOOOOOOOO
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® fabrizio.pastore — mass@mass-VirtualBox: [mnt/MOTIF/case_studies/DEMO — ssh mass@192.168.56.3 — 79x21

mass@mass-VirtualBox: [mnt/MOTIF/ca tudies/DEMO — ssh mass@192.168.566.3 mass@mass-VirtualBox: /mnt/DEM0O/mass_workspace — python3

————— Obtalned compllatlon flags from SUT makefile ————————————-

- flags : ['-Wextra', '-fPIC', '-Wall', '-fprofile-arcs', '-g'
, '-02', '-ftest-coverage']

— includes : ['"include']

— dynamic libraries : [

— dynamic library paths: []

— compiled objects : ['functions.o', 'error.o']

— compiled objects path: /mnt/DEMO/my-library/src

— source files : ['"functions.c', 'error.c']

— target source path : /mnt/DEMO/my-1library/src

[Transformer] updating MOTIF configuration file

[Transformer] generating the list of live mutants

List of mutants that are not found in the mutants.tar:

All the mutants exist in the mutants.tar.

Finished.

mass@®mass @Lfiua:“ .+ /mnt/MOTIF$ cd case_studies/DEMO/

mass@®mass-Virtua : /mnt/MOTIF/case_studies/DEMO$ vi config.py
mass@mass-VirtualBox:/mnt/MOTIF/case_studies/DEMO$ /mnt/MOTIF/motif.py —-c confi
g.py —-J demo ——tlmeout 300 ./src/functions/functions.mut.15.1_2_12.A0D.compute_

y.ch
—




= The new test case exercises the software with “corner
case” inputs never tested before.

= We shall manually verify the correctness of results.

= Expected result based on specification docs:
m*x+c = (-1)*(-1)+(-1) =0

[Gen] Execute test cases ...
[Gen] Compressing the testcase files ...

[Gen] Removing the temporary results ... . '
Please find the results: ./demo/6-testcases/src/i VW€ discovered a fault!

12 .A0D.compute_y '
Finished test case generation phase
mass@mass-VirtualBox:/mnt/MOTIF/case_studies/DEMO$ cd ./demo/6-testcases/src/f

unctions/functions.mut.15.1_2 12.A0D.compute_y/ .
mass@mass-VirtualBox:/mnt/MOTIF/case_studies/DEMO/demo/6-testcases/src/function

s/functions.mut.15.1_2_12.A0D.compute_y$ I




...ox: fmnt/MOTIF/case_studies/DEMO/demo/6-testcases/src/functions/functions.mut.15.1_2_12.AOD.compute_y/0000000000 — ssh mass@192.168.56.3

fabrizio.pastore — mass@mass-VirtualBox: /mnt/MOTIFfcase_studies/DEMO/demo/G-testcases/srcffunctionsffunctions.mut.15.1_2_12.A0D.compute_y/0000000000 — ssh mass@192.168.566.3 — 79x21
- — mass@mass-VirtualBox; f/mnt/DEMO/mass_workspace — python3

/ 3k 3k sk sk sk sk sk ok ok sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok ok k sk sk sk sk ok sk sk sk sk sk sk ok ok

£

Entry for test driver

sk sk sk ok sk sk sk ok sk sk sk sk ok sk sk sk sk ok sk sk sk sk ok sk sk sk sk ok sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk ok sk sk sk sk ok /
int main(int argc, charkxk argv)

{

(void)argc;

VA axgyy Replace value
/% Declare variable to hold function returnec @bserved at runtime

double function_return; . .
during fuzzing
/* declaring the input variables for functic with correct expected

double mj;
double x: - value

double c;

77,1 63%




—
® o fabrizio.pastore — mass@mass-VirtualBox: [mnt/MOTIF/case_studies/DEMO/demo/6-testcases/srcffunctions/functions.mut.15.1_2_12.AOD.compute_y/0000000000 — ssh mass@192.168.56.3 — 79x21

o fmnt/MOTIR ca: tudies/DEMO/demo/6-te es/srcffun unctions.mut.15.1_2_12.A0D.compute_y/0000000000 — ssh mass@192.168.56.3 - mass@mass-VirtualBox: /mnt/DEMO/mass_workspace — python3 +

MOTIF FUNCTION OUTPUT X (double) = -1
MOTIF-FUNCTION-OUTPUT: ¢ (double) = -1
MOTIF-FUNCTION-OUTPUT: function_return (double) = -1

PASS
mass@mass-VirtualBox:/mnt/MOTIF/case_studies/DEMO/demo/6-testcases/src/function
s/functions.mut.15.1_2_12.A0D.compute_y/0000000000% vi 0000000001.test.c
mass@mass—-VirtualBox:/mnt/MOTIF/case_studies/DEMO/demo/6-testcases/src/function
s/functions.mut.15.1_2_12.A0D.compute_y/0000000000% gcc 0000000001.test.c —L/mn
t/MOTIF/case_studies/DEMO/repos/bin/ —-lmasstesting —-lgcov —o 0000000001.0b]
0000000001 .test.c: In function ‘'printf_hex’':
0000000001 .test.c:19:5: warning: format not a string literal and no format argu
ments [-Wformat-security]
19 | printf(prefix);
| A
0000000001 .test.c:25:5: warning: format not a string literal and no format argu
ments [-Wformat-security]
25 | printf(postfix);
| Anvrmrvrnns
mass@mass-VirtualBox:/mnt/MOTIF/case_studies/DEMO/demo/6-testcases/src/function

s/functions.mut.15.1_2_12.A0D.compute_y/0000000000$ |
—

I



—
@® ; fabrizio.pastore — mass@mass-VirtualBox: /mnt/MOTIF/case_studies/DEMO/demo/6-testcases/srcffunctions/functions.mut.15.1_2_12. AOD.compute_y/0000000000 — ssh mass@192.168.66.3 — 79x21

¢ fmnt/MOTIF ca: tudies/DEMO/demo/6-testcases/src/functionsffunctions.mut.15.1_2_12.A0D.compute_y/0000000000 — ssh mass@192.168.56.3 mass@mass-VirtualBox: /mnt/{DEMO/mass_workspace — python3 =

ments [—Wformat -security]

25 | printf(postfix);
ANNHNH
mass@mass-VirtualBox:/mnt/MOTIF/case_studies/DEMO/demo/6-testcases/src/function
s/functions.mut.15.1_2 12.A0D.compute_y/0000000000% ./0000000001.0b]j

MOTIF-INPUT: m (double) = -1
MOTIF-INPUT: x (double) = -1
MOTIF-INPUT: c (double)
Calling the function...

I
|
=

MOTIF-FUNCTION-OUTPUT: m (double) = -1
MOTIF-FUNCTION-OUTPUT: x (double) = -1
MOTIF-FUNCTION-OUTPUT: c¢ (double) = -1
MOTIF-FUNCTION-OQUTPUT: function_return (double) = -1

0000000001 .0bj: 000VVVOV0O1.test.c:111: main: Assertion function_return == @' f
ailed.

Aborted (core dumped) I
mass@mass-VirtualBox:/mnt/MOTIF/case_studies/DEMO/demo/6-testcases/src/function

s/functions.mut.15.1_2_12.A0D.compute_y/0000000000$ |
—



-
® fabrizio.pastore — mass@mass-VirtualBox: [mnt/MOTIF/case_studies/DEMO/repos — ssh mass@192.168.56.3 — 79x21

mass@mass-VirtualBox: /mnt/MOTIFfcase_studies/DEMOfrepos — ssh mass@192.168.56.3 mass@mass-VirtualBox: /mnt/DEMO/mass_workspace — python3 +

lass@mass-VirtualBox:/mnt/MOTIF/case_studies/DEMO/repos$ B



Methodology



Test adequacy determination guidelines

* Derived from the empirical assessment of the capability of detecting
real faults of multiple test suites for ESAIL, S5 L1PP, and BepiColombo

* Test suites shallhave a code-driven mutation score above 70% (65%
for data-driven)

* Only above those thresholds, test suites have significantly higher
fault detection rate than test suites not derived with mutation
analysis (1.e., lower mutation score)

* Poor test suites have a code-driven mutation score below 40% (20%
data driven)

* Below such threshold, they do not detect any real-world fault

uni.ln | SAT



Assessment



Empirical assessment
I R R

Assessed Tools

| AssessedTools
_E__W

ESAIL-CSW 74,155 System + Unit

LuxSpace Z80 emulator 1999 Unit Yes Yes Yes
Zyng 7000 SW 20 Unit Yes

GomSpace LibGCSP 9,836 Integration Yes Yes
LibParam 3,179 Integration Yes Yes Yes
LibUtil 10,576 Unit Yes Yes
MLFS 5,402 Unit Yes Yes

EA ASN1.CC 4,338 Unit Yes Yes
BepiColombo SIXS/MISX 30,000 System + Unit Yes Yes Yes

Huld S5 L1bPP 23,000 Integration + Unit Yes Yes Yes
ExoMars RSI 11,500 System + Unit Yes

e | 2



Verification reports

uni.ln | SAT



Independent feedback

* Code-driven and data-driven mutation are comphmentary

* Test sutte pitfalls reported by code-driven and data-driven
mutation are correct

 FAQAS?2 tools enabled the detection ofreal faults
* Personneltraming costs are non-negligible
* Require parallel execution for large software

* Asmallsubset of mutants belonging to complex functions
enables a quick application of the methodology (e.g., for

ISVV)
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Test generation

int main(...{
e ~N double m = load(..);
double x = load(..);
AFL ++ 0100100001110110000
» 1100101101110110000 » double ¢ = load(..);
fuzzer 0101101101110110000
\_ ) double m m = load(..);

Binary input file

double m x =load(..);
double m_c = load(..);

ret = compute_y(m,x,c);
mut_ret = mut_ compute_y
(m_m,m_x,m_c);

if( ! match ( ret, mut_ret) ){ abort(); }

Coverage

ani. i | SIT
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Test generation

int main(...{
e R double m = load(..);
AFL ++ 0100100001110110000 double x = load(..);
1100101101110110000 » double c = load(..);
fuzzer 0101101101110110000
\_ Y, , , double m m = load(..);
Bmary mput file double m_x = load(..);
double m_c = load(..);
ret = compute_y(m,x,c);
Test case mut_ret = mut_ compute vy
(m _m,m_x,m_c);
4 ) if( ! match ( ret, mut_ret ) ){ abort(); }
processing
\_ J

ani. i | SIT
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The MOTIF process

Live Mutant SUT source

!

!

[ Generate fuzzing driver

Fuzzing driver

¥

0100100001110110000
1100101101110110000
0101101101110110000

Binary input file

int main(...{
double m = load(..);
double x = load(..);
double ¢ = load(..);

double m m = load(..);

double m x =load(..);

double m_c = load(..);

ret = compute_y(m,x,c);

mut _ret = mut_ compute_y
(m_m,m_x,m_c);

if( ! match ( ret, mut_ret) ){ abort(); }
if( ! match (m, m m ){ abort() };

if( ! match (x, m x) {abort() };

if( ! match (c, m_c) { abort() };

|1|i.||| | ST




" The MOTIF process

Live Mutant SUT source /MUtation Testing A
l 1 Execute fuzzer : :
. (AFL+) Binary input file
[ Generate fuzzing driver !

Executable fuzzing driver
v v
Fuzzing driver Coverage Software Under Test

¢ /{Post—processing ]
—  Crashing file l !

L File killing mutant

4

{Generate executable J

test case

v

\ Test case . /
il | SIT
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