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Setup presentation esa
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Brief Risk analysis

Scope: Intentional disruption of the satellite
Security objective:

* Protect investments in space

* Protect satellite manufacturer & operator reputation, image & interests

» Ensure confidentiality of the mission data (limited time) and status of the space segment

* Preserve integrity of the mission data

» Maintain control over the on board components (OBC, payload, etc.)
Threats actors (from CCSDS 350.1-G-3: Security Threats against Space):

Threat actor
| Public |

Organization External
Unfunded terrorist Individual External
State sponsored Group External

Group External

Individual External

Disgruntled employee Individual Internal
group

Group Internal

Internal/Externa Objective
I

Defeat
Defeat
Resist
Resist

Deter
Deter
Deter
Deter
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Main risk and associated mitigations:

esa

* Direct Attack on communication link

* Onboard Software Update
Vulnerability

« Equipment Software Tampering

* Internal Bus compromission

Space Attacks and Countermeasures
Engineering Shield (SPACE-SHIELD)
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Communication link security

Risk: Direct Attack on communication link

Mitigation: Authenticated encryption at frame layer.

=== — = —

The Consultative Committee for Space Data Systems

Recommendation for Space Data System Standards

SPACE DATA LINK
SECURITY PROTOCOL

RECOMMENDED STANDARD

CCSDS 355.0-B-2

| TC/TM
By ez SDLS
l SLE in IP Packet |_TC/TM Channel Coding + RF >
: o oL : Secure VPN -
Confidentiality Availability Integrity Authenticity Accountability
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Secure boot and software update

Risk: Onboard Software Update Vulnerability
Mitigation secure boot & secure software update

Operating
System(s
Second Stage Crypto Key

Boot Loader _

.
A Fntonge E Signature
i Boot Loade Crypto Key
|
F Crypto Key J

Each step of the bootloader is
responsible for checking the next
one

The first Stage is not updatable

From a security point of view:

Long term asymmetric keys to be able to sign the system
Algorithms that we can trust for a long time

Key lifetime : 10-20 years

Keys cannot be renewed at lower layer

Trust anchor for the rest of the system

Confidentiality Availability Integrity Authenticity Accountability
|| ||
= T e I ES IS E S e @Bl SRICIO S e v » THE EUROPEAN SPACE AGENCY



Software fuzzing

Risk: Security vulnerability not detected in the code
Mitigations: Perform fuzzing during

Definition: Fuzz testing is a software testing technique that uses random inputs to find security vulnerabilities or bugs by

causing crashes in the application.
Coverage
Information

In our case: o
Monitoring

}

Implemented a fuzzer on the OBC software
communication stack (libcsp/libparam).

Found few bugs, some intentional security vulns:

Peak/Poke in the memory

Note: It does not replace proper standard implementation. New Input
Confidentiality Availability Integrity Authenticity Accountability
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Network segregation and firewalls (1/2) esa

Risk: Bus compromission and Lateral Movement via common Avionics Bus

Mitigation: Network segregation on the shared bus.

Payload Payload

Payload

Allowed T Forbidden Spoofed ‘

request request request

Malicious
payload

Malicious Malicious
payload TTC payload

Payload Payload Payload
Allowed No Reply. T
Answer Answer
Malicious Malicious Malicious
TTC TTC

payload payload payload

Confidentiality Availability Integrity Authenticity Accountability
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Network segregation and firewalls (2/2) esa

Mitigation: Network segregation on the shared bus.

Payload

Payload

Payload

Allowed
request

Spoofed
request

P
<

~ Spoofed
Gateway o request M_essage
will go

Intended

Malicious TTC Malicious TTC Malicious through’
payload payload payload does not
work in all
Payload Payload cases, but
limit the
Allowed | No | No | surface of
Answer answer answer attack
Malicious Malicious Malicious
TTC payload TTC payload
Confidentiality Availability Integrity Authenticity Accountability
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AEAD implementation esa

Risk: Bus compromission and Lateral Movement via common Avionics Bus

Mitigation: Bus layer security

IV (64 bits) Initialization Vector
Payload Static IV ‘ Cqunter
E Sequence number
Legitimate §
Protected .. 01234 E7T B AWNRBUISISITIERDNN 2NN XN
n CSP v1 header [Flags| Security header
requeSt : p| sIC ‘ dst | sport ‘ dport | res h.ch SPI | Sequence number \M@ @
Malicious [ Bit-wise AND l Plaintext
payload D1234567 8910213141506 17 18192021 222524 2526 27 287930 51 37 3334 3536 7 383940 41 42 4344 4546 &7 48 89 50 5] 52 5554 555 7 58 5980 61 6263
Authentication mask
00 204 |0( 8*1 \ 2440
Additional data [ Rcon 28] Key

Spoofed e Ciphertext

request 1 ¥

failed i CSP + security header Encrypted data MAC

™ 64 bits Payload size 128 bits T
Malicious Encrypted
payload _
Authenticated
Confidentiality Availability Integrity Authenticity Accountability
= - - — B B L4 3 THE EUROPEAN SPACE AGENCY

E = I o i = om B e Bl ER 2= —



Performance

esa

Performance overhead using ASCON reference implementation on Cortex M7 (RTT), for 200 messages

leasurements

Dummy header 16

Dummy header 20

Dummy header 32
scon 16

MSG Length | No header | Dummy header 16 | Dummy header 20 | Dummy header 32 | Ascon 16 | Ascon 20 | Ascon 32
50 bytes 530 650 660 760 aE0 G50 790
100 bytes 910 1030 1080 1150 1070 1120 1190
150 bytes 1300 1420 1460 1530 1460 1510 1580
200 bytes 1710 1840 1850 1950 1550 1910 2010

=> 20% overhead in our case, due to both

Cryptographic processing but also additional data
transmission

Overhead%
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Extension to other Bus Protocols (1/2)

esa

Milbus Protocol
Speed: 1Mb/s
Message size: Up to 32 data words (64 bytes)

Dual-redundant MIL-STD-1553B bus

Channel A
Could implement Security gateway, but this will require specialized hardware. Bus -~ "
. . . - . o anne
What is the impact on reliability of this additional hardware? Gontiolier
Remote [ | Remote | | Remote Bus
terminal| |terminal| (terminal] | monitor

AEAD implementation is expensive, overhead is 30%/50% using a 20B/32B security part.
Could be implemented if longer messages are required.

Dual-redundant MIL-STD-1553B bus

Could be also implemented at higher layer (network level). Channel A
Bus
controller Channel B
Remote | | Remote | | Remote Bus
terminal| |terminal| |terminal| | monitor
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Extension to other Bus Protocols (2/2) esa

Space Wire Protocol
* Speed: 2 to 400Mb/s
* No packet size limit, (implementation specific)

Security Gateway can be iimplemented at router level.
Network dataflow can be fix for a specific mission.

No eavesdropping issue, as this is a point-to-point scenario.
Recure secure management of the routers.

Router 2

AEAD overhead is small at transmission level (<1%)
Computation cost is still there.

Source: SpaceWire User’s Guide .
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https://www.star-dundee.com/wp-content/star_uploads/general/SpaceWire-Users-Guide.pdf

Conclusion esa
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