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Solar System Internet



Space Communications
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Robust communication is critical for space missions

TM

TC
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Space Communications

Bundle Protocol

Bundle Protocol



Protocol Testing
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Conformance  Security

Check against
specification

Detect crashes &
vulnerabilities



Security Testing (Fuzzing)
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1.Generate many inputs

   2. Feed inputs to implementation

   3. Observe crashes



Today: mostly manual (e.g. PICS list)

Time-consuming, requirements missed

Conformance Testing
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A differential testing approach for conformance testing

Specification Implementation



Related Work
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Formal methods (Dahbura et al., 2002; Bishop et al., 2005) 
Create formal models of protocol

Model-based differential testing (Song et al., 2015; Sivakorn et al., 2017)
Symbolic execution of target implementations

Differential Fuzzing (Chen et al., 2016; Petsios et al., 2017; Yang et al., 2021)
Generate concrete inputs



Differential Fuzzing

Deviations = Inputs accepted by some, rejected by others

...00110101...
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Differential Fuzzing
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...00110101...

Accept

Accept

Deviations = Inputs accepted by some, rejected by others

Accept
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Differential Fuzzing
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...00110101... Reject

Deviations = Inputs accepted by some, rejected by others

Reject

Reject
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Differential Fuzzing
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...00110101... Reject

Accept

Accept

Deviations = Inputs accepted by some, rejected by others



Differential Fuzzing
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...00110101... Crash

Accept

Accept

Deviations = Inputs accepted by some, rejected by others



Bundle Protocol v7
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Binary, CBOR encoding, checksums, no default response

Part of recent CCSDS interoperability testing

Two specifications: CCSDS & RFC

Now is the time to test: before real deployment

PDU of Bundle Protocol is a ‘Bundle’



Target Selection
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Three real-world BPv7 implementations – diverse in origin and programming language 



Scope
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No default response available

Stability

Reception Processing Response?Parsing/Validation
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Our Approach

At least 2 implementations of the same protocol

Differential Testing: Same inputs, compare outputs

Deviations: Inputs accepted by some, rejected by others

Clustering: Group deviation with the same root cause

Logs: Leverage generated log files
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Architecture
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Error
Checker
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Input Generation 

Mutational Coverage-guided Grammar-based

AFL++
Seeds
Language-agnostic

AFL++
Tracks novel paths
Single impl. (µD3TN)

Peach Fuzzer
Requires grammar
Uses protocol structure

All feed into same executor pipeline



Deviation Detection

...00110101...

Accept/Reject/Crash ?
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bp7-rs

Why logs? ⟶ Almost always available!

Accept/Reject/Crash ?

Accept/Reject/Crash ?



Clustering

1.Initial clusters from Accept/Reject pattern
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...00110101... Reject

Accept

Reject

2. Cluster on rejection logs



Mutational ⟶ Highest deviation rate
Coverage-guided ⟶ Most unique clusters
Grammar-based ⟶ Lowest deviation rate, but not clusters

Results: Deviation Detection
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Results: Deviation Clusters
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51.373 
Deviation inputs

432 
Deviation Clusters

# of  deviation 
inputs per 

cluster

2-10 inputs
38.7%

1 input
29.4%

10-100 inputs
19.9%

>100 inputs
12%

Largest cluster: 5113 inputs
Mean cluster size: ~119 inputs



Normalized Message: 
[ESA BP]: Decoding failed: esa.egos.bp.protocol.coding.api.exceptions.BundleBlockException:
Error decoding extension block. Found payload Block Number instead ||
[bp7-rs]: Error validating bundle: [BundleError("Block numbers occurred multiple times")]

Cluster: ESA_BP+bp7-rs REJECT, uD3TN ACCEPT 

Results BPv7: Cluster Analysis
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Occurrences: 220

[ud3tn_v0.14.2] OK:
BPv7 bundle
 - source: ipn:1.1
 - destination: ipn:2.1
 - report to: ipn:1.0
 - creation ts.: 803395908842
 - sequence no.: 0

expires at: 803396509

 - proc. flags: 0x0000
 - block no. 1 of type = 7 (bundle age block)
 - flags: 0x0001
 - length: 1
 - block no. 1 of  type = 1 (payload block)
 - flags: 0x0000
 - length: 13
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Reported Bugs

14 Bugs reported

5 Bugs found
4 Conformance
1 Vulnerability

4 bugs found
Conformance

5 Bugs found
Conformance

bp7-rs

10 Requirements violations found

11 Bugs already fixed
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Limitations

Bug goes undetected if all implementations under test share it

Limited coverage ⟶ parser logic only, not full node

Only testing a single protocol



Conclusions
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Differential testing is practical and effective in real-world implementations

Language-agnostic

Scalable

Finds a variety of
conformance issues
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Questions ?

stephan.havermans@imdea.org



Bugs Reported
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