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understand space at the network level

• Existing simulation tooling insufficient – lack of 
support for modern/emerging network characteristics

• Megaconstellations

• Ground Stations as a Service

• Federated Satellite Systems

• Interplanetary Networks

• Closing window for secure-by-design

• If we understand the network, we can make informed 
choices about protocol design and governance
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3

• A number of simulation tools already exist, satisfying a wide range of needs

• Varying levels of feature support

• Space for something new?
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• Arbitrary satellite movement and connections

• Scalable to thousands of nodes

• Sub-millisecond precision, fast-forwarding 
through long gaps

• Easily extensible via a simple Python interface

• Supports varying levels of abstraction

• Free and open source (GPLv3)
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Architecture

• Built with modularity in mind

• Simple event-based architecture enables complex functionality to emerge from 
simple building blocks

• Additional functionality added in-place by simply including additional actors

• Build one layer at a time; forget about everything else
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• Custom scenarios
• Less marked difference between best effort vs store and forward

• LTP still the clear winner

• Looking at relay links allows us to see if more bandwidth is required
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• DTN reference scenarios

• Custom scenarios

• Scalability
• Simulation handily scales to tens of thousands of nodes and beyond

• Traffic volume is the main driver of performance; simulation scale mostly affects memory



Extending DSNS

Modular architecture makes extensions 
very simple:

12

Simulation

Data
t1Event

Data
t2Event

Data
t3Event

Data
t1Event

Constellation
ISLHelper

ILLHelper DataProviderActor

MultiConstellation
EventQueue

update(t1)

handle  event_ list[Event]



Extending DSNS

Modular architecture makes extensions 
very simple:

• New protocol?

12

Simulation

Data
t1Event

Data
t2Event

Data
t3Event

Data
t1Event

Constellation
ISLHelper

ILLHelper DataProviderActor

MultiConstellation
EventQueue

update(t1)

handle  event_ list[Event]



Extending DSNS

Modular architecture makes extensions 
very simple:

• New protocol?

• Actor to generate / respond to messages!

12

Simulation

Data
t1Event

Data
t2Event

Data
t3Event

Data
t1Event

Constellation
ISLHelper

ILLHelper DataProviderActor

MultiConstellation
EventQueue

update(t1)

handle  event_ list[Event]



Extending DSNS

Modular architecture makes extensions 
very simple:

• New protocol?

• Actor to generate / respond to messages!

• New routing system?

12

Simulation

Data
t1Event

Data
t2Event

Data
t3Event

Data
t1Event

Constellation
ISLHelper

ILLHelper DataProviderActor

MultiConstellation
EventQueue

update(t1)

handle  event_ list[Event]



Extending DSNS

Modular architecture makes extensions 
very simple:

• New protocol?

• Actor to generate / respond to messages!

• New routing system?

• Swap out the routing actor!

12

Simulation

Data
t1Event

Data
t2Event

Data
t3Event

Data
t1Event

Constellation
ISLHelper

ILLHelper DataProviderActor

MultiConstellation
EventQueue

update(t1)

handle  event_ list[Event]



Extending DSNS

Modular architecture makes extensions 
very simple:

• New protocol?

• Actor to generate / respond to messages!

• New routing system?

• Swap out the routing actor!

• New network architecture?

12

Simulation

Data
t1Event

Data
t2Event

Data
t3Event

Data
t1Event

Constellation
ISLHelper

ILLHelper DataProviderActor

MultiConstellation
EventQueue

update(t1)

handle  event_ list[Event]



Extending DSNS

Modular architecture makes extensions 
very simple:

• New protocol?

• Actor to generate / respond to messages!

• New routing system?

• Swap out the routing actor!

• New network architecture?

• Add a Constellation definition!                       
(or stitch together existing ones)

12

Simulation

Data
t1Event

Data
t2Event

Data
t3Event

Data
t1Event

Constellation
ISLHelper

ILLHelper DataProviderActor

MultiConstellation
EventQueue

update(t1)

handle  event_ list[Event]



Extending DSNS

Modular architecture makes extensions 
very simple:

• New protocol?

• Actor to generate / respond to messages!

• New routing system?

• Swap out the routing actor!

• New network architecture?

• Add a Constellation definition!                       
(or stitch together existing ones)

12

Simulation

Data
t1Event

Data
t2Event

Data
t3Event

Data
t1Event

Constellation
ISLHelper

ILLHelper DataProviderActor

MultiConstellation
EventQueue

update(t1)

handle  event_ list[Event]

• Network under attack?



Extending DSNS

Modular architecture makes extensions 
very simple:

• New protocol?

• Actor to generate / respond to messages!

• New routing system?

• Swap out the routing actor!

• New network architecture?

• Add a Constellation definition!                       
(or stitch together existing ones)

12

Simulation

Data
t1Event

Data
t2Event

Data
t3Event

Data
t1Event

Constellation
ISLHelper

ILLHelper DataProviderActor

MultiConstellation
EventQueue

update(t1)

handle  event_ list[Event]

• Network under attack?

• LossConfig for global/targeted message loss



Extending DSNS

Modular architecture makes extensions 
very simple:

• New protocol?

• Actor to generate / respond to messages!

• New routing system?

• Swap out the routing actor!

• New network architecture?

• Add a Constellation definition!                       
(or stitch together existing ones)

12

Simulation

Data
t1Event

Data
t2Event

Data
t3Event

Data
t1Event

Constellation
ISLHelper

ILLHelper DataProviderActor

MultiConstellation
EventQueue

update(t1)

handle  event_ list[Event]

• Network under attack?

• LossConfig for global/targeted message loss

• Dynamically adjust bandwidth constraints, 
message loss rate



Extending DSNS

Modular architecture makes extensions 
very simple:

• New protocol?

• Actor to generate / respond to messages!

• New routing system?

• Swap out the routing actor!

• New network architecture?

• Add a Constellation definition!                       
(or stitch together existing ones)

12

Simulation

Data
t1Event

Data
t2Event

Data
t3Event

Data
t1Event

Constellation
ISLHelper

ILLHelper DataProviderActor

MultiConstellation
EventQueue

update(t1)

handle  event_ list[Event]

• Network under attack?

• LossConfig for global/targeted message loss

• Dynamically adjust bandwidth constraints, 
message loss rate

• Flooding, bandwidth exhaustion attacks via 
TrafficFloodActor
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Existing use cases:

• Optimising PKI in interplanetary networks1

• Scalable rerouting around disruptions2

Future uses:

• Integrate with existing tooling, scenario definitions

• Protocol benchmarking at scale

• Integrate with real-world hardware?
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