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Introduction
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Asymmetric Key Exchange

Symmetric Key

Symmetric Bulk Encryption
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Motivation

– Symmetric cryptography requires every user to share a symmetric key with every other user

                       

7’600 Starlink satellites → ~28’876’200 sy   t ic k ys!

– Asymmetric cryptography requires every user to have one key pair
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𝑛 (𝑛 − 1)

2
= 𝑂(𝑛2)

n = 𝑂(𝑛)
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Motivation

– Quantum threat

– RSA and ECDH will be broken

– AES requires doubled key sizes

– “ha v st n w – d c ypt lat  ”

– Use Post-Quantum Cryptography algorithms
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https://quantumai.google/discover/whatisqchttps://sam-jaques.appspot.com/quantum_landscape

https://quantumai.google/discover/whatisqc
https://sam-jaques.appspot.com/quantum_landscape
https://sam-jaques.appspot.com/quantum_landscape
https://sam-jaques.appspot.com/quantum_landscape
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ML-KEM
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3 Functions:

- (ek, dk)  ML-KEM.KeyGen()

- (c, K)  ML-KEM.Encaps(ek)

- K’  ML-KEM.Decaps(dk, c)

3 Security Categories:

- ML-KEM-512 (cat. 1 ≙ AES-128)

- ML-KEM-768 (cat. 3 ≙ AES-192)

- ML-KEM-1024 (cat. 5 ≙ AES-256)
FIPS 203

security strength categories

https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.203.pdf
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf
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ML-KEM Hardware Accelerator

05.11.2025 7



www.fhnw.ch

         

ML-DSA
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3 Functions:

- (pk, sk)  ML-DSA.KeyGen()

- (σ)  ML-DSA.Sign(sk, M, ctx)

- True | False  ML-DSA.Verify(pk, M, σ, ctx)

3 Security Categories:

- ML-DSA-44 (cat. 2 ≙ SHA3-256)

- ML-DSA-65 (cat. 3 ≙ AES-192)

- ML-DSA-87 (cat. 5 ≙ AES-256)
https://www.scaler.in/digital-signature-in-computer-network/

security strength categories

https://www.scaler.in/digital-signature-in-computer-network/
https://www.scaler.in/digital-signature-in-computer-network/
https://www.scaler.in/digital-signature-in-computer-network/
https://www.scaler.in/digital-signature-in-computer-network/
https://www.scaler.in/digital-signature-in-computer-network/
https://www.scaler.in/digital-signature-in-computer-network/
https://www.scaler.in/digital-signature-in-computer-network/
https://www.scaler.in/digital-signature-in-computer-network/
https://www.scaler.in/digital-signature-in-computer-network/
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf
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X.509 Certificate
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Quantum-safe X.509 certificate → sign with ML-DSA
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Certificate Revocation - OCSP

– Online Certificate Status Protocol

– Well-established method for certificate revocation

– OCSP-Stapling leads to improvement

– Independent of revocation mechanism. We just need one!

05.11.2025 10
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CCSDS Standards
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CCSDS 354.0-M-1 CCSDS 350.6-G-1 

https://ccsds.org/Pubs/354x0m1.pdf
https://ccsds.org/Pubs/354x0m1.pdf
https://ccsds.org/Pubs/354x0m1.pdf
https://ccsds.org/Pubs/354x0m1.pdf
https://ccsds.org/Pubs/354x0m1.pdf
https://ccsds.org/Pubs/350x6g1.pdf
https://ccsds.org/Pubs/350x6g1.pdf
https://ccsds.org/Pubs/350x6g1.pdf
https://ccsds.org/Pubs/350x6g1.pdf
https://ccsds.org/Pubs/350x6g1.pdf
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CCSDS Protocol Stack
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CCSDS 130.0-G-4

https://ccsds.org/Pubs/130x0g4e1.pdf
https://ccsds.org/Pubs/130x0g4e1.pdf
https://ccsds.org/Pubs/130x0g4e1.pdf
https://ccsds.org/Pubs/130x0g4e1.pdf
https://ccsds.org/Pubs/130x0g4e1.pdf
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CFDP

– CCSDS File Delivery Protocol

– Complete protocol

– Reliable transmission (NAK, EOF)

– Independent of lower-level protocol

05.11.2025 13

https://ccsds.org/Pubs/727x0b5e1.pdf
Source

https://ccsds.org/Pubs/727x0b5e1.pdf
https://gitlab.com/librecube/lib/python-cfdp/-/blob/main/docs/README.md
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E2EQSS Architecture
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E2EQSS Architecture
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ejbca.org/

https://www.ejbca.org/


www.fhnw.ch

         

EJBCA
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docs.keyfactor.com/ejbca/latest/ejbca-concepts

https://docs.keyfactor.com/ejbca/latest/ejbca-concepts
https://docs.keyfactor.com/ejbca/latest/ejbca-concepts
https://docs.keyfactor.com/ejbca/latest/ejbca-concepts


www.fhnw.ch

         

E2EQSS Architecture
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egscc.esa.int/

http://www.egscc.esa.int/
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E2EQSS Architecture
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bouncycastle.org/

https://www.bouncycastle.org/
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E2EQSS Architecture
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etd.gsfc.nasa.gov/capabilities/core-flight-system/

https://etd.gsfc.nasa.gov/capabilities/core-flight-system/
https://etd.gsfc.nasa.gov/capabilities/core-flight-system/
https://etd.gsfc.nasa.gov/capabilities/core-flight-system/
https://etd.gsfc.nasa.gov/capabilities/core-flight-system/
https://etd.gsfc.nasa.gov/capabilities/core-flight-system/
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Nasa cFS

– CryptoLib

05.11.2025 20

SSC23 NOS3 Design Reference Mission 

https://ntrs.nasa.gov/api/citations/20230010613/downloads/SSC23%20NOS3%20Design%20Reference%20Mission.pdf
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Nasa cFS

– CryptoLib
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bouncycastle.org/

SSC23 NOS3 Design Reference Mission 

egscc.esa.int/

https://www.bouncycastle.org/
https://ntrs.nasa.gov/api/citations/20230010613/downloads/SSC23%20NOS3%20Design%20Reference%20Mission.pdf
http://www.egscc.esa.int/
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E2EQSS Architecture
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Quantum Random Number Generator

– ML-DSA and ML-KEM need randomness

– NIST certified entropy source

– The QRNG does not make ML-KEM and ML-DSA quantum-safe!

05.11.2025 23

csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations/certificate/63

https://csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations/certificate/63
https://csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations/certificate/63
https://csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations/certificate/63
https://csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations/certificate/63
https://csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations/certificate/63
https://csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations/certificate/63
https://csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations/certificate/63
https://csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations/certificate/63
https://csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations/certificate/63
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Protocol

05.11.2025 24

Quantum-Safe protocol with:

– Authentication

– Hybrid cryptography

– Forward secrecy

– Crypto-agility
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Hybrid Key Exchange

– 4 Keys:

– 2 long-term, static ML-KEM keys

– 1 short-term, ephemeral ML-KEM key

– 1 short-term, ephemeral ECDH key

05.11.2025 25
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Key Derivation

– Key Derivation Function: SHA3-512

– Key confirmation step

05.11.2025 26
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Tamarin Prover

– Symbolic protocol analyzer

– Simulates protocol-level attacks

05.11.2025 27
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Python Simulator

05.11.2025 28

– Simulates the protocol

– Proof of concept

– Includes a channel emulator
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– Python Benchmarks (ms/op):

– KeyGen: 3.31

– Encap: 4.48

– Decap: 6.14

Python Simulator
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Python Simulator

05.11.2025 30
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Questions: 

05.11.2025 31

christoph.wildfeuer@fhnw.ch Contact:

mailto:christoph.wildfeuer@fhnw.ch
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Python Simulator
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ML-KEM Hardware 

Accelerator

05.11.2025 33
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Normalized Area Cost
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QRNG Architecture
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OCSP-Stapling
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SDLS Key States
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SDLS SA States
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SDLS TC Frame
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SDLS TM Frame
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Key Confirmation

– MAC generation: SHA3-384

– Key confirmation key = ½ Symmetrical Key

05.11.2025 41
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