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Motivation

— Symmetric cryptography requires every user to share a symmetric key with every other user

nn—1)
2
7’600 Starlink satellites > ~28'876'200 symmetric keys!

= 0(n?)

— Asymmetric cryptography requires every user to have one key pair

n=0(mn)
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ML'KEM Alice Bob

Federal Information Processing Standards Publication |

Module-Lattice-Based |
Key—EncapsuIation Mechanism Standard [ decapsulation key ] [Encapsulatiun key l
3 Functions: 5

- (ek, dk) < ML-KEM.KeyGen() Decaps |« cphertext Encaps

- (¢, K) € ML-KEM.Encaps(ek) g

- K €& ML-KEM.Decaps(dk, c) l l

3 Security Categories: ) s
- ML-KEM-512 (cat. 1 2 AES-128) K ’ K

- ML-KEM-768 (cat. 3 2 AES-192)

- ML-KEM-1024 (cat. 5 2 AES-256)

security strength categories FIPS 203

05.11.2025 www.fhnw.ch
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ML-KEM Hardware Accelerator

05.11.2025

anlenmntatiml #LU'IT / NAC #kCycle Time [,u:-a*]
#DSP /
#BRAM (KeyGen/Encaps/Decaps)
Our ML-KEM 7356/4/6.5 | 8536 26/24/31 | 130/121/155
Area Efficient [1] | 7412/2/3 | 7972 | 6.3/7.9/10.2 | 39.2/47.6/61.3
Direct Impl. [2] | 97k/36/200 | 124k | -/77/102 |  -/500/659
High Perf. [3] | 10.4k/6/8.5 | 12'020 | 2.7/3.9/5.0 | 12.3/17.7/22.9
More generic (4 14k/11/14 | 16’780 | 112/177/191 | 4461/7102/7623
Co-Processor [5] 25k/0/2 25°200 | 5.5/66/8.0 36.4/44.1/53.6
RISC-V [6] 24k/18/32 | 20°640 | 273/325/340 | i
HLS [7] 1978k /- /- 1978k - _ -
Core / Submodule | #LUTs | #DSPs | #BRAMs | NAC
NTT 484 2 0 684
Poly Arithmetic 443 1 0 543
Keccak and Sampling 4743 0 2 4983
Non Polynomial 1222 1 2 1562
L2 Memory and DMA 150 0 1.5 330
Control Logic 314 0 1] 434
Total 7356 4 6.5 8536
[%%] 14% 1.8% 4.6% -
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ML-DSA
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FIPS 204

Federal Information Processing Standards Publication

Module-Lattice-Based Digital
Signature Standard

3 Functions:
- (pk, sk) € ML-DSA.KeyGen()
- (o) € ML-DSA.Sign(sk, M, ctx)

- True | False € ML-DSA Verify(pk, M, o, ctx)

3 Security Categories:

- ML-DSA-44 (cat. 2 & SHA3-256)
- ML-DSA-65 (cat. 3 & AES-192)
- ML-DSA-87 (cat. 5 & AES-256)

security strength categories
05.11.2025

Alice
Hello Bob! |—» Sign
Alice’s
private key
v
Hello Bob!
| BE459576
_ 785039EB |
|
Bob ,.|,
Hello Bob! 4 Verify +« ©:F
Alice’s
public key

https://www.scaler.in/digital-signature-in-computer-network/
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X.509 Certificate
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Quantum-safe X.509 certificate - sign with ML-DSA
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Certificate Revocation - OCSP

— Online Certificate Status Protocol

— Well-established method for certificate revocation

— OCSP-Stapling leads to improvement

— Independent of revocation mechanism. We just need one!

Signed digest

Signature

Hash digest T

, HASH
OCSP Response l
Y A J
OCSP version |Responder ID | 10 Date Cert ID Ll Update Extensions | S:Z08MWe | Sionature
o name, orgamisation, = good, revoked. . Tod: N Ellg()l 1thm
vli=0 country, ... produced At Ser. Nr. Hash anknown thisUpdate, nextUpdate once algorithm OID value
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CCSDS Standards

=S Ds
= The Consultative Commilties for Space Data Systems:

Recommendation for Space Data System Practices

SYMMETRIC KEY
MANAGEMENT

RECOMMENDED PRACTICE

CCSDS 354.0-M-1

MAGENTA BOOK
December 2023

CCSDS 354.0-M-1

05.11.2025

e

T Tha Consultative Committes for Space Data Systems

Report Concerning Space Data System Standards

SPACE MISSIONS
KEY MANAGEMENT
CONCEPT

INFORMATIONAL REPORT

CCSDS 350.6-G-1

GREEN BOOK
November 2011

CCSDS 350.6-G-1
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CCSDS Protocol Stack
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CFDP

— CCSDS File Delivery Protocol
— Complete protocol
— Reliable transmission (NAK, EOF)
— Independent of lower-level protocol

Alice Bob

CFDP.send

https://ccsds.org/Pubs/727x0b5e1.pdf
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E2EQSS Architecture
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EJBCA

EJBCA

CA

docs.keyfactor.com/ejbca/latest/ejbca-concepts
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E2EQSS Architecture
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E2EQSS Architecture

bouncycastle.org/
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E2EQSS Architecture
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Nasa cFS | 3

— CryptoLib
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Nasa cFS

— CryptoLib
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SSC23 NOS3 Design Reference Mission
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Ground Station
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[ cES CryptoLib || App 1
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E2EQSS Architecture
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Quantum Random Number Generator

— ML-DSA and ML-KEM need randomness

— NIST certified entropy source
— The QRNG does not make ML-KEM and ML-DSA quantum-safe!

© (@) c @ Algorithm 19 ML-KEM.KeyGen()
: Generates an encapsulation key and a corresponding decapsulation key.
“« Output: encapsulation key ek € B334++32,
L H ; . 768k+96
o= 1: d o B3 [> d is 32 random bytes (see Section 3.3)
- 2: 24 B3 [> zis 32 random bytes (see Section 3.3)
_: 3: if d == NULL or z == NULL then
- a: return | [> return an error indication if random bit generation failed
5: end if
6: (ek,dk) - ML-KEM.KeyGen_internal(d, z) [> run internal key generation algorithm
7: return (ek, dk)

csrc.nist.gov/projects/cryptographic-module-validation-program/entropy-validations/certificate/63

05.11.2025 www.fhnw.ch 23
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NIST Special Publication 800

Hybrid Key Exchange

— 4 Keys:
— 2 long-term, static ML-KEM keys Recommendations for Key-Encapsulation
— 1 short-term, ephemeral ML-KEM key eHRssE

— 1 short-term, ephemeral ECDH key NIST Special Publication 800-56A

Revision 3

Recommendation for Pair-Wise
Key-Establishment Schemes Using
Discrete Logarithm Cryptography

05.11.2025 www.fhnw.ch 25
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NIST Special Publication 800-56C NIST Special Publication 800
Revision 2 NIST SP 800-227

Key Derivation

Recommendation for Key-Derivation

Methods in Key-Establishment Schemes Recommendations for Key-Encapsulation
Mechanisms

— Key Derivation Function: SHA3-512
— Key confirmation step

ltksatr | Mkmes | eKmes | SSec | Citkmcs | CiksaT | Cekmcs | PKsat pac | Pkvcs pac |ePKmes pac| €PKsAT ec [BPKmMes ec| domainseparator

i

KDF:
SHA3-512

X

¢ ™y

Symmetric Key Key Confirmation Key

05.11.2025 www.fhnw.ch
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Tamarin Prover

— Symbolic protocol analyzer
— Simulates protocol-level attacks

KU X ) @ #vk
I
I
Y Frl ~IkR ) Fil ~x )
#vr: Generate DH key pair #wrl: Generate DH key pair
Pk $l. 'g'""~IkR) | Out{'g'~~IkR]} | ILtk{ Sl ~IkR) IPk{SL'g'“~x1) | Outl'g™~x) | ILtki$) ~x)
In{ X ) Fr{ ~eskR ) Frl ~tid ) ILEk( 51, ~IkR ) 1Pk( $1,'g' ~~x}

# Na;tusﬂ{ﬁessianﬁey{ =tid, $1, 2l, h2l=<'g' " [~w¥hl{<~eskR, ~lkR=]), z, 2.1, %I, 1=
]

Outl ‘g’ “hl{=-—eckR, ~lkR=))

05.11.2025 www.fhnw.ch 27
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Python Simulator

Java
; BouncyCastl _
— Simulates the protocol e B e
— Proof of concept I <—> DataLink
— Includes a channel emulator {=> sousun

CA

R

‘ Alice K:\'> Channel Emulator <:‘|> Eob

BouncyCastle BouncyCastle

05.11.2025 www.fhnw.ch 28
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Python Simulator

BouncyCastle Crypto-Function Benchmarks

IRJap Dataset
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Python Simulator
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Questions:

Contact: christoph.wildfeuer@fhnw.ch
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Python Simulator
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Implementation | #LUT / | NAC | #kCycle | Time [us]
#DSP /
#BRAM (KeyGen/Encaps/Decaps)
ML-KEM Hardware Our ML-KEM | 7356/4/6.5 | 8536 | 26/24/31 130/121/155

Area Efficient [1] 7412/2/3 7972 | 6.3/7.9/10.2 39.2/47.6/61.3

Direct Impl. |2 97k /36/200 124k -[T7/102 -/500/659
Accelerator 2 | o7k 1500,

High Perf. [3] | 10.4k/6/8.5 | 12020 | 2.7/3.9/5.0 | 12.3/17.7/22.9

More generic [4] | 14k/11/14 | 16780 | 112/177/191 | 4461/7102/7623
Co-Processor [5] 25k/0/2 25'200 | 5.5/6G6/8.0 36.4/44.1/53.6
RISC-V [6] 24k/18/32 | 29'640 | 273/325/340
HLS [7] 1978k /- /- 1978k - -

Sources:

[1] Y. Xing and S. Li, ,A compact hardware implementation of cca-secure key exchange mechanism crystals-kyber on fpga“, JACR
Transactions on Cryptographic Hardware and Embedded Systems, pp. 328-356, 2021

[2] Y. Huang, M. Huang, Z. Lei, and J. Wu, ,A pure hardware implementation of crystalskyber pgc algorithm through resource reuse®,
IEICE Electronics Express, vol. 17, no. 17, pp. 20 200 234—-20 200 234, 2020

[3] V. B. Dang, K. Mohajerani, and K. Gaj, ,High-speed hardware architectures and fpga benchmarking of crystals-kyber, ntru, and
saber”, IEEE Transactions on Computers, vol. 72, no. 2, pp. 306—320, 2022

[4] U. Banerjee, T. S. Ukyab, and A. P. Chandrakasan, ,Sapphire: A configurable cryptoprocessor for post-quantum lattice-based
protocols®, arXiv preprint arXiv:1910.07557, 2019

[5] S. S. Roy and A. Basso, ,High-speed instruction-set coprocessor for lattice-based key encapsulation mechanism: Saber in
hardware®, IACR Transactions on Cryptographic Hardware and Embedded Systems, pp. 443—-466, 2020

[6] T. Fritzmann, G. Sigl, and J. Sepulveda, ,Risqg-v: Tightly coupled risc-v accelerators for post-quantum cryptography®, IACR
Transactions on Cryptographic Hardware and Embedded Systems, pp. 239-280, 2020.

[7] K. Basu, D. Soni, M. Nabeel, and R. Karri, ,Nist post-quantum cryptography-a hardware evaluation study®, Cryptology ePrint
Archive, 2019
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Normalized Area Cost

NAC = #LUT + 100 - #DSP -

- 120 - 4:BRAM

Core / Submodule | #LUTs | #DSPs | #BRAMs | NAC
NTT 484 2 0 684
Poly Arithmetic 443 1 0 543
Keccak and Sampling 4743 0 2 4983
Non Polynomial 1222 1 2 1562
L2 Memory and DMA 150 0 1.5 330
Control Logic 314 0 I} 434
Total 7356 4 6.5 8536
[%J] 14%; 18“/{(; —16{% -
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QRNG Architecture
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SDLS Key States

Pre-Activation
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SDLS SA States

State transitions applicable where State transitions applicable to State transitions applicable to
allocation on-demand of Security Security Associations where all Security Associations
Associations is supported over-the-air rekeying (OTAR) (including static SAs with pre-loaded keys)
is supported

Rekey SA

Unkeyed
(not ready)

Keyed
(dormant)

Operational

(no:SA) (in use)

Delete SA Expire SA
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SP Packet
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Header
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TC Transfer |5 &| SDLS SDLS [N
Frame Primary g% Security Frame Data Security 8 8
Header oy I| Header Trailer
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SDLS TM Frame
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PDU

SP Packet
Primary SP Packet Data Field
Header
6 octets : max. 65'536 octets
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TM Transfer
Frame Primary
Header

TM Transfer
Frame Secondary
Header
(optional)

SDLS
Security
Header

Frame Data

SDLS
Security
Trailer

OCF

ECF

max. 2036 octets

max. 2048 octets
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. . NIST Special Publication 800
Key Confirmation " NisT $p 800-227

— MAC generation: SHA3-384

— Key confirmation key = 2 Symmetrical Key Recommendations for Key-Encapsulation

Mechanisms
KC_Step_Label_1 IDgpr IDyscs epksaT ec | CiPherrekey respt  CiPhelieey resp2 | €PKMcs Pac | 8PKMCS ec | CIPNEMnit rekey
SAT KC MAC Data
KC_Step_Label_2 IDyics IDsar | @PKmcs Pac | @PKMes ec | CIPNEMinit rekey | @PKsAT ec | CIPNeMekey respt | CIPNEMekey resp2

GS KC MAC Data
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