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A Satellite Constellation Simulator 
for Space Systems Cybersecurity 

Research and Development

Simone Urbano, Jacques Girard, Louis Lolive, 

Vincent Nicomette, Pierre Bacquet, Patrick Hebrard, 

Guillaume Auriol, Ludovic Cintrat, Benjamin Deporte, 

Julien Airaud, Matteo Merialdo.
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• Technology transfer cooperative program 

• Co-funded by French research, academic 
and industry partners

• Operated by IRT (“Institut de Recherche 
Technologique”) Saint Exupery

3.3 M€ 36 months 6 FTE
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The CSS (Cybersecurity for Space Systems) projectp
a
g
e

3

Objectives

• Apply cybersecurity state of the art methods
to civilian space.

• Investigate the added value of new
technologies (cyber range, AI) to civilian
space cybersecurity.
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Modular and scalable architecture

Reuse of open-source NASA NOS3

Constellation scenario

Nexova CITEF cyber range

Onboard IDS 

Goals

Contributions

Threat model
Attack library
Countermeasures

On ground probes
Example of Hijacking
Conclusions
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A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Developmentp
a
g
e

5 Goals
Main goals of the simulator:

 Generate realistic CCSDS traffic for a constellation of CubeSats

 Automatic attack generation 

 Automatic threat detection/mitigation 

 Generate realistic CCSDS data sets for surrogate models and/or AI

 Create benchmark scenarios to compare detection performance

Hypothesis: no radiofrequency (RF) layer simulation. 
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• Emulation based on NASA NOS3 v1.6.2.

• Reference mission is STF-1.

• The emulator uses CryptoLib for SDLS-EP.

Reuse of open-source NASA NOS3

De-orbited in February 2024

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development
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• Multiple VMs (Virtual Machines) hosted in CITEF

Nexova CITEF cyber range

Constellation Model Virtualization

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development

• 1 VM for each SAT in the constellation

• 1 VM for Mission Control System (MCS)

• 1 VM for Space Environment Simulation 
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8 Contributions
 Use of Transfer Frames for TC and TM

 New components (ISL/RM, Front End) for constellation deployment 

 Multipurpose Input generator

 Customizable mission

 Library of exploits 

 On board IDS/IPS 

 Hardware-in-the-loop (HIL) testing with on-ground probes 

 Additional features for realism (ADCS modes, payload camera simulation, etc…)

 The user can simulate a realistic mission with realistic CCSDS traffic for a 

satellite/constellation with optical payload + the user has a baseline for attacks and 

countermeasures development. 

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development
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9 Constellation Scenario

Ground Probes

Space Environment

Flight Software and Payload

Ground Software

Attacks Library

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development
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Example from NASA 42 

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development

Constellation Scenario

Example: 7 satellites constellation in Sun synchronous orbit. MCS is at Svalbard station.
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Modular and scalable architecture

 Customizable mission 

 Customizable FSW

 Easy to deploy small constellation

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development
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Threat model EBIOS RM Approach

Simplified threat model

Compromised MCS

Compromised 
payload

Rogue
antenna

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development
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Attack Library 
 Threat model + vulnerability analysis*  simple list of attacks (as of October 2025, to be enriched)

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development

*publicly available vulnerabilities
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Countermeasures

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development

“Threat based” approach (as of October 2025, to be enriched):

 Time To Leave (TTL) on top of CCSDS TF

 Routing tables verification on board

 “Critical TC” concept (additonal MAC)

 Watchdog messages for ISL

 IDS/IPS on board 

 On ground IDS probes

 ...

Example: FSW output on the Satellite 2 during the attack A19 
if the TTL is activated.
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Onboard IDS/IPS

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development

Example: FSW output on the Satellite 1 during attack 
A7 if the IDS is activated.

Multilayer approach with:
 set of probes (in different locations)
 set of detection modules

The IDS is customized to NASA cFS architecture 
and it is deployed as embedded FSW component.
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On ground probes 

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development

 GCAP: Detection probe at network point; capture, analyse and send threat data.

 GCENTER: Central platform; manages probes, performs in-depth analysis, provides 
dashboards and long-term data storage (detection is based on Suricata engine).

Example: type of alarms raised in GCENTER console during the attack A22.
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Example of Hijacking (CryptoLib vulnerability) 

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development

Create a set of malicious TC based on 
OTAR PDU procedure*

* Attack described by Antonin Boulnois, see 
https://securitybynature.fr/post/hacking-cryptolib

The attacker has full control of space link communications 
(encryption key ownership)
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Conclusions

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development

As part of CSS project, we propose a space system simulator that can be used for cybersecurity research and 
development and that we will publish online in 2026. 

The main characteristic of the simulator are:

 Representative CCSDS traffic for constellation of CubeSats with optical payloads (including encryption) 

 Representative Flight and Ground Software (NASA cFS and COSMOS OpenC3)

 Adapted for education and training (integration in CITEF)

 Mission and satellites can be customized (based on NASA cFS)

 Attack library is available (e.g. satellite takeover) based on public vulnerabilities

 Mitigations are available (TTL, routing tables checks, watchdogs, …) 

 On board customized IDS/IPS available

 Up to 7 satellites with current hardware (can be extended)

 No radiofrequency layer by default (can be added, for example using GNU Radio)
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Perspectives

A Satellite Constellation Simulator for Space Systems Cybersecurity Research and Development

 Inter Satellites Links: static routing by default, dynamic routing will be included in Q4’2025

 Extend the vulnerability analysis of the system (NASA cFS, COSMOS, …)

 Enrich the attack library with new attacks

 Integration and testing of AI algorithm with IDS for the detection of malicious payloads

 Correlation of on-board IDS information and on ground probes to enhance threats detection



R
e

f
: 

S
05

-T
E

M
P

-0
0

9
M

is
e

 à
 jo

u
r 

: 
05

/0
5

/2
0

2
5

Questions ? 

Thank you


