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Abstract—Satellite Communication (SatCom) systems are
evolving rapidly to meet increasing demands for high-speed data
transmission. In this context, the Terahertz (THz) frequency
band has gained attention due to its untapped high bandwidth,
but introduces new Physical-Layer Security (PLS) challenges,
especially in uplinks to Low-Earth Orbit (LEO) satellites, where
scattering due to atmospheric influence may enable interception
outside the main beam. Integrating a Reconfigurable Intelligent
Surface (RIS)-enabled High Altitude Platform Station (HAPS)
as a relay node offers a promising approach to mitigating these
security risks.

In this work, we propose, to the best of our knowledge, the
first deterministic 2D single-scattering model specifically tailored
to evaluate Non-Line-Of-Sight (NLOS) eavesdropping risks in
THz-band satellite uplinks. The model includes atmospheric
attenuation, Free Space Path Loss (FSPL), and single-scattering
effects to analytically compute the Signal-to-Noise Ratio (SNR)
and Secrecy Capacity (SC) for both legitimate and eavesdropping
links under varying weather conditions. Simulations reveal non-
negligible insecure spatial areas around the communication beam
where the SC drops to zero. However, using a RIS-enabled HAPS
reduces this area by 48%. These findings reveal key physical-
layer risks in THz communication while simultaneously showing
the potential of RIS-assisted HAPS in securing THz-frequency
Non-Terrestrial Network (NTN) uplinks against these risks.

Index Terms—Low Earth orbit satellites, Satellite communica-
tions, Attenuation, Scattering, Atmospheric modelling

I. INTRODUCTION

Nielsen’s law states that the Internet connection speed of
high-end users grows by approximately 50% per year [1].
To meet the growing demand for low-latency Internet, Non-
Terrestrial Networks (NTNs) are being explored [2]. These
networks integrate satellites and Inter-Satellite Links (ISLs)
to achieve high data rates [3]. The significant reduction in
space launch costs over the last decade has enabled the
deployment of Low-Earth Orbit (LEO) satellite networks for
global Internet access, including SpaceX’s Starlink [4] and
the European Union (EU)’s IRIS2 [5], which is expected to
be operational by 2030.

Satellite Communication (SatCom), which considers a user,
ground, and space segment [6], has simultaneously emerged
as a prominent target for cyber threats [7]. The growing
importance of satellite security is reflected in the EU’s 2023
Space Strategy for Security and Defence, which highlights the

urgency of addressing increasing cyber risks [8]. Real-world
incidents, such as satellites manoeuvring suspiciously close to
other communication satellites [9], and systematic jamming
of navigation systems [10], emphasize the relevance and
existence of real-time cyber risks. Therefore, as new SatCom
technologies push the boundaries of speed and capacity, it is
essential that research efforts equally prioritize ensuring the
security of these communications.

In addition to SatCom, the Third Generation Partnership
Program (3GPP) is exploring the use of High Altitude Plat-
form Station (HAPS) in NTNs, which also consider an air
segment, for Sixth Generation (6G) Internet [11]. HAPS,
which are unmanned vehicles in the stratosphere, can maintain
quasi-stationary positions, enabling high-speed and ubiquitous
internet access [12]. Recent advancements in solar panel
efficiency, lightweight composite materials, and autonomous
avionics have significantly enhanced their performance and
viability [13]. Additionally, HAPS mega-constellations are
theorized to enable low-latency, secure, and efficient long-
distance communication with satellites [11].

An additional promising technology to address the growing
demand for high-speed Internet is Reconfigurable Intelligent
Surface (RIS) [14]. A RIS consists of a large array of
passive reflecting elements on a flat surface, which can in-
dividually control the phase shifts and reflection angles of
incident electromagnetic waves [15]. This enables dynamic
beam forming, mitigation of multipath fading, and support for
full-duplex communication without the constraints of conven-
tional relays, and with minimal power consumption [16]–[19].
This is a particularly significant advantage over traditional
relay technology for HAPS platforms, where limited energy-
storage capacity remains a key barrier to large-scale deploy-
ment [20]. However, RIS-assisted communication suffers from
multiplicative fading, where the end-to-end path loss is the
product of the losses over each individual segment, resulting
in significantly degraded signal strength compared to direct
communication. To address this limitation, active RIS elements
capable of signal amplification have been proposed, at the cost
of introducing additional noise [21].

Moreover, research and standards organizations for telecom-
munications are exploring the use of the 0.1-1 Terahertz (THz)



frequency bands for satellite communication, also in combina-
tion with active or passive RIS [22]. Due to its untapped wide
bandwidth, the THz spectrum is attractive for high-data-rate
communication [23]. RIS-assisted systems operating in this
band have already been demonstrated to enhance achievable
ISL capacity [24]. Despite these benefits, THz signals suffer
from severe path loss due to atmospheric effects over long
distances [25].

Combining HAPS, RIS technology, and use of the THz
frequency band offers a promising approach to sustaining the
exponential network capacity growth predicted by Nielsen’s
law [26], [27]. Despite promising advancements, compara-
tively little research has focused on the security aspect of
these state-of-the-art systems. An effective approach to secur-
ing high-speed RIS-enabled links lies in the application of
Physical-Layer Security (PLS) techniques [15]. PLS exploits
the inherent properties of the communication channel to pro-
vide information-theoretic confidentiality [28]. It complements
upper-layer cryptographic methods, which may be impractical
in NTN scenarios where strict trade-offs in payload design in
terms of energy use and computational power make traditional
encryption less effective [29].

The following subsection reviews existing literature on the
application of PLS to systems involving HAPS, RIS technol-
ogy, and communication over the THz band.

A. Related works

The PLS of a THz point-to-point channel was considered
in [30], building on earlier work by [31]. Their study evaluates
the Secrecy Capacity (SC) and Secrecy Outage Probability
(SOP) of the channel by considering both the legitimate Line-
Of-Sight (LOS) and the Non-Line-Of-Sight (NLOS) channel
caused by scattering of the signal. They identified a non-trivial
insecure region where an eavesdropper could receive a stronger
signal than the legitimate receiver, resulting in an SC of zero.

Furthermore, the PLS of a legitimate optical satellite-to-
HAPS communications with a malicious satellite eavesdrop-
ping was investigated in [32]. The Average Secrecy Capacity
(ASC), SOP, and Secrecy Throughput (ST) were calculated
for both the uplink, which refers to communication towards
the satellite, and the downlink, which refers to communication
returning from the satellite [6]. Monte Carlo simulations
demonstrated that downlink communication was more secure.
Additionally, turbulence-induced fading was found to signifi-
cantly degrade secrecy performance.

THz uplink communication from ground stations to HAPS
in the presence of multiple eavesdropping HAPS was analysed
in [33]. The authors developed a comprehensive statistical
model for the THz feeder link that incorporated key impair-
ments, including molecular absorption, path loss, and atmo-
spheric turbulence. They derived closed-form expressions for
SOP and SC under realistic THz channel conditions, account-
ing for beam misalignment and multipath fading effects. Their
analysis revealed that accurate THz channel modelling was
crucial for evaluating and enhancing physical layer security

in integrated ground-aerial networks, especially when facing
multiple aerial eavesdroppers.

Finally, the security of THz RIS-HAPS-enabled satellite-
to-ground downlink communication in the presence of ter-
restrial eavesdroppers was investigated in [34]. The authors
derived expressions for the Ergodic Secrecy Rate (ESR) and
proposed algorithms leveraging the Channel State Information
(CSI) of the receivers to enhance system security. Simulation
results demonstrated that the use of the RIS and the proposed
algorithms significantly improved the overall security of the
system. This is the only previous work that has considered
the PLS of RIS-HAPS-enabled satellite communication in the
THz frequency band.

B. Contributions

This work makes the following key contributions:
1) We propose calculations for the SC of active RIS-

enabled HAPS THz ground-to-satellite uplink commu-
nication. While the downlink scenario has been studied
previously [34], to the best of our knowledge, this is the
first work addressing the uplink.

2) We introduce a deterministic 2D single-scattering model
for NTN THz communication that accurately captures
the received signal at an eavesdropper, accounting for
atmospheric effects.

3) We quantify the security benefits of employing a RIS-
enabled HAPS in ground-to-satellite communication in
different weather conditions through multiple security
metrics.

C. Organization

The remainder of this paper is organized as follows. Sec-
tion II presents the model used to calculate attenuation caused
by atmospheric effects, as well as the model for computing
the NLOS channel coefficient. In Section III, we introduce
the calculations for determining the secrecy capacity of the
system. Section IV explores the model through simulations.
Finally, Section V concludes the paper with remarks on the
implications of this research.

II. SYSTEM MODEL

This section formalizes the mathematical framework under-
lying the communication model. It outlines how the distances
between system entities are computed in Subsection A and
presents the attenuation calculations that characterize signal
degradation along the transmission path in Subsections B, C,
and D.

A. Distance Calculations

For simplicity, we consider all entities located on a two-
dimensional plane, where the horizontal axis x represents dis-
tance along the ground and the vertical axis y corresponds to
altitude. The ground station is set as the reference point in this
coordinate system. We consider a transmitting ground station
A, a RIS-integrated HAPS R, and a receiving satellite B. A
is located in the graph at (xA, yA), the HAPS R at (xR, yR)



Receiver B

HAPS R
Eavesdropper EAB

Transmitter A

Eavesdropper EAR

Eavesdropper ERB

Fig. 1: Representation of the direct scenario and the RIS-
enabled HAPS scenario with eavesdroppers.

and B at (xB , yB). The direct scenario has one eavesdropper
EAB , whose location is denoted as (xEAB

, yEAB
). The RIS-

enabled HAPS scenario has two eavesdroppers: one positioned
between the ground station and the HAPS and one between
the HAPS and the satellite. These eavesdroppers are denoted
as EAR and ERB respectively, and their location is given as
(xEAR

, yEAR
) and (xERB

, yERB
).

1) Cartesian Distances: The distance between the le-
gitimate transmitter and the eavesdropper depends on the
point on the legitimate link where the signal scatters to-
wards the eavesdropper, which will be explained in more
detail in Section II-D. This scattering point LX , with X ∈
{AR,RB,AB}, since we model scattering on all three links,
is located at coordinates (xLX

, yLX
). Relevant for the distance

calculations is that the scattering points lie along the legitimate
links, which in the direct scenario is defined as

yLAB
=
yB − yA
xB − xA

· xLAB
, (1)

with similar expressions for yLAR
and yLRB

in the RIS-
enabled HAPS scenario. Figure 2 illustrates a signal propagat-
ing along the legitimate channel and subsequently scattering
toward the eavesdropper within its Field of View (FoV).

Given the scattering point, we calculate the distances be-
tween ground station A and the eavesdroppers as

dAEX
= I|X=RB dAR +√

(xLX
− xPX

)2 + (yLX
− yPX

)2 +√
(xEX

− xLX
)2 + (yEX

− yLX
)2, (2)

where the point PX is the location of the legitimate transmitter

α

β

Transmitter A

Receiver B

Eavesdropper E

Scattering point L

θ

Fig. 2: Geometric representation of a scattered signal in the
direct scenario.

and

I|X=RB =

{
1, X = RB

0, otherwise
, (3)

which takes into account that a signal scattering from the RB
link has also already travelled across the AB link.

2) Sliced Atmosphere Distances: The effects of some types
of signal attenuation vary as a function of altitude as the signal
travels through the atmosphere. To simplify the analysis, the
atmosphere is subdivided into N horizontal layers of thickness
δ̂m [35]. The thickness of layer m in km is given as

(δ̂m) = 0.0001 exp

(
m− 1

100

)
. (4)

The distance that the signal travels through each layer of
the atmosphere is given as

dm =
δ̂m
sinω

, (5)

ω =

{
ζ, if m ≤ z

ψ, if m > z
, (6)

where z denotes the index of the layer containing the RIS, ζ is
the elevation angle of the signal path from the ground station
to the RIS, and ψ is the elevation angle from the RIS to the
satellite.

B. Atmospheric Attenuation
Attenuation represents a decrease in signal power in trans-

mission from one point to another. The overall attenuation
hatm the signal experiences due to atmospheric influence over
path length d is given following Beer-Lambert law as [30],
[36], [37]

hatm = e−αatmd = e−(αT+αA+αS+αR)d, (7)

with αT the attenuation due to atmospheric turbulence, αA

the attenuation due to absorption by gases like water vapour,
αS the attenuation due to scattering, and αR the attenuation
due to rain. The following subsections will give insight into
the calculation of these attenuation factors.



1) Atmospheric Turbulence Attenuation: We use the lay-
ered atmosphere model to model the different levels of atmo-
spheric turbulence at different altitudes. We have [30], [38]

αT =
|10 log (1−

√
σ2
I )|∑N

m=1 dm
, (8)

with slice distance dm, where the total scintillation index σ2
I

is equal to the sum of all scintillation indices of the slices that
the signal traversed [39]

σ2
I =

N∑
m=1

σ2
I (dm). (9)

2) Absorption Attenuation: The absorption attenuation is
given as in ITU-R P.676 [35], which defines absorption loss
up to 1 THz for a slant path through the atmosphere. The
values for dry air pressure p, temperature T , and water-
vapour density ρ as functions of altitude up to 100 km are
calculated according to the standard atmosphere model in [40].
At altitudes above 100 km, the level of absorption attenuation
becomes negligible and is therefore not considered in this
analysis.

As before, the layered atmosphere model is employed to
account for the variation in absorption attenuation as the
signal propagates through the atmosphere. Accordingly, the
total absorption attenuation due to atmospheric gases is given
by

αA =

N∑
m=1

γm, (10)

where γm denotes the specific attenuation in the m-th atmo-
spheric layer.

3) Scattering Attenuation: Scattering attenuation, which
primarily occurs within the troposphere, is modelled using
Mie scattering [41]. Since this type of attenuation is assumed
to remain relatively constant throughout the troposphere, the
layered atmosphere model is not applied to this attenuation
factor. Its contribution over the total propagation distance is
approximated using the Kruse relation [31], [42]

αS =
dt
d

· 3.912
V

(
λnm
550nm

)−q

, (11)

with visibility V in kilometres, wavelength λ in nanometres,
distance travelled through the troposphere dt, total distance
travelled d, and piecewise function q.

4) Rain Attenuation: The attenuation due to rain over a
total distance d can be calculated for frequencies up to 1 THz
using ITU-R P.838 [43]

αR =
dhR

d
· kRα, (12)

where dhR
is the distance travelled below the mean annual

rain height, which can be calculated from the freezing level
altitude [44], R is the rain rate in mm/h, and coefficients k and
α are frequency-dependent coefficients obtained from curve-
fitting power-law expressions as given in [43].

C. Free Space Path Loss (FSPL)

Under FSPL the received signal is given as [37]

y(t) = Re


λ√GtGru(t− τl)e

−j
2πd

λ

4πd

 ej2πfct
 , (13)

with transmitter and receiver gain Gt, Gr, distance travelled d
and wavelength λ, time delay τl = d/c, carrier frequency fc,
and baseband signal u(t).

Time delay τl affects timing but not the amplitude or phase
shift relevant for physical layer security, and can therefore
be neglected [37]. The term ej2πfct represents the carrier
oscillation, but since we focus on the complex envelope of the
received signal, the free-space path loss effect can be captured
by the channel coefficient

hFSPL =

√
GtGrλ

4πd
· e

−j
2πd

λ , (14)

and it represents the amplitude and phase shift of the received
signal as a function of the distance it travels.

D. NLOS Attenuation

The NLOS attenuation for a THz system with an eavesdrop-
per EX , with X ∈ {AR,RB,AB}, is given as [30], [37]

hNLOS,EAR
=

√
GTGEX

·∫ Lb

La

Ω(xl) p(µEX
)αsca,EX

·

e−αatm,XdXdxl, (15)

with legitimate transmitter antenna gain GT and eavesdrop-
per antenna gain GX . The term αsca incorporates only the
scattering attenuation αS and the rain attenuation αR. The
integral captures the scattered energy along the legitimate link
towards the respective eavesdropper. The integration is limited
to the section of the legitimate link that the eavesdropper can
observe. This is then multiplied by the square root of the
product of the antenna gains at the legitimate transmitter and
the eavesdropper, representing the directional gain effects on
both ends of the link. The details for the integration bounds
and the calculation of factors Ω(xl), p(µEX

), can be found in
Appendix A.

III. PROBLEM FORMULATION

In this section, we discuss how the received signal can
be calculated from the attenuation factors in Subsections A
and B. We then calculate the Signal-to-Noise Ratio (SNR)
from these received signals in Subsections C, D, and E,
and finally compute the SC of the legitimate channels based
on their performance against their respective eavesdropper in
Subsection F.



TABLE I: Relevant channel attenuation factors
(weak: C2

n < 10−17, strong: C2
n > 10−13)

Channel FSPL NLOS Atmospheric influence
AR ✓ ✗ ✓ (strong)
RB ✓ ✗ ✓ (weak)
AB ✓ ✗ ✓ (weak)
AEAR ✗ ✓ ✓ (strong)
RERB ✗ ✓ ✓ (weak)
AEAB ✗ ✓ ✓ (strong)

Transmi�er

Ac�ve RIS R

Receiver

Eavesdropper

xt yARB

yERB 

hBhR

hE

nR nB

nE

Θ

Fig. 3: Wiretap model for signal via active RIS-enabled HAPS.

A. Received signal of legitimate link

The received signal captures the impact of transmission,
propagation, and reception of a signal through the atmosphere
in the presence of noise. This subsection explains how the
received signal is calculated for each legitimate link. We
use the classic wiretap model to represent links without RIS
influence [28]. For links affected by RIS, the model depicted
in Fig. 3 is applied. Table I summarizes the attenuation factors
relevant to each channel.

1) Direct model: For the direct AB channel, the signal
received by satellite B from ground station A at time slot t is
given by

yt,AB =
√
PhABxt + nAB , (16)

with the pilot signal transmitted xt ∈ C, |xt| = 1, transmit
power P , AWGN nt,AB ∼ CN (0, σ2

AB) and channel coeffi-
cient

hAB = hFSPL · hatm (17)

2) RIS-enabled model: THz communication relies on
highly directional beams that are narrowly focused on the
intended receiver [24]. Due to this, and the high relative
velocity of the satellite, a signal aimed at the HAPS is
extremely unlikely to instead reach the satellite. We therefore
consider only the RIS-enabled signal path via the HAPS. The
signal received by satellite B from the ground station A via
the active RIS-integrated HAPS R at time slot t is expressed
as [45]

yt,ARB =
√
P (hRBΘthAR)xt + hRBΘtnt,AR + nt,RB ,

(18)
with the pilot signal transmitted xt ∈ C, |xt| = 1, transmit
power P , AWGN nt,RB ∼ CN (0, σ2

RBINB
) for NB anten-

nas, RIS-amplified noise nt,AR ∼ CN (0, σ2
ARIM ) for M

RIS-elements, AR channel hAR ∈ CM ·1, and RB channel
hRB ∈ CNB ·M . For the reflection coefficient matrix we have
Θt = diag(θt), with corresponding reflection coefficients
θt = [θt,1, ..., θt,M ]T , where θt,m = αme

jϕt,m . Here, αm

represents the amplitude gain factor introduced by the ac-
tive RIS elements. We define the AR channel as hAR =
[hAR,1, ..., hAR,M ] where the channel coefficient is defined
using the same physical model as hAB , and the RB channel
is defined in the same manner as hRB = [hRB,1, ..., hRB,M ].

B. Received signal of wiretap links

This subsection explains how the received signal is calcu-
lated for the links towards the eavesdropper.

1) Direct model: We can express the received signal at the
eavesdropper HAPS positioned between the ground station and
the legitimate satellite in time frame t as

yt,EAB
=

√
PhEAB

xt + nEAB
, (19)

with AWGN nt,EAB
∼ CN (0, σ2

EAB
) and

hEAB
= hNLOS,EAB

. (20)

2) RIS-enabled model: The received signal at the eaves-
dropper EAR is calculated similar to the received signal of
the eavesdropper EAB in the direct model.

Since the eavesdropper HAPS between the legitimate RIS-
integrated HAPS receives a signal influenced by the RIS,
the received signal is calculated similar to Equation (18),
with hERB

= [hERB ,1, ..., hERB ,M ] where hERB ,m is similar
to hEAB

.

C. SNR of legitimate links

The SNR can be interpreted as a measure of how much
stronger the desired signal is compared to the background
noise. This subsection explains how to calculate the SNR from
the received signal for the legitimate links.

1) Direct model: The SNR of the legitimate direct link is
given as

γAB =
P |hAB |2

σ2
AB

. (21)

2) RIS-enabled model: The SNR of the legitimate link is
given as

γARB =
P |hRBΘthAR|2

σ2
AR|hRBΘt|2 + σ2

RB

, (22)

where we note that the gain of the RIS GR will be applied
twice because it is both a receiver and a transmitter [46]. This
formula can be extended to

γARB =
P
∣∣∣∑M

m=1 hRB,mαme
jϕt,mhAR,m

∣∣∣2
σ2
AR

∑M
m=1 |hRB,mαmejϕt,m |2 + σ2

B

=
PM2

∣∣hRBαme
jϕthAR

∣∣2
σ2
ARM |hRBαmejϕt |2 + σ2

RB

, (23)

where m represents the RIS-elements. Because they are
assumed to be identical, they introduce a combined factor
M [47].



D. SNR of wiretap links

The SNR for the eavesdropper in the direct scenario γEAB

and eavesdropper γEAR
in the RIS-enabled HAPS scenario

are calculated similar to Equation (21). Because eavesdropper
γERB

receives the RIS-influenced signal, we calculate the SNR
similar to Equation (22).

E. Maximum SNR for RIS-enabled model

Similar to [48]–[51], we assume the worst-case scenario for
the instantaneous SNR of the eavesdropper ERB . Therefore,
we pick

ϕt,m = ϑR,m + ϑERB ,m, (24)

where ϑR,m and ϑERB ,m represent the phase shift for the
channel coefficients. Picking ϕt,m like this cancels out the
channel phases, allowing the eavesdropper ERB to achieve
achieve the maximum SNR. Since γAB , γEAB

, and γEAR

do not have any RIS influence, their maximum SNR values
remain the same as those previously calculated.

F. Secrecy Capacity (SC)

The SC can be calculated using the SNRs as [52]

CEX
s = max {log2(1 + γm)− log2(1 + γe), 0} , (25)

where γm and γe represents the SNR of the legitimate main
link and their respective eavesdropper.

IV. NUMERICAL RESULTS

This section discusses how the security of the system model
was analyzed through the use of Python simulations. It first
outlines the setup of the simulations in Subsections A and
B, and then analyzes the simulation results in Subsections C
and D.

A. Simulation Setup

The simulation setup and parameter values used in the
experiments are summarized in Tables II and III. The weather
condition should corresponds to a 99.99% percentage uptime
scenario for the considered location, as specified in ITU-R
Recommendation P.837-7 [53]. For Noordwijk, the Nether-
lands, this is the Strong Rain weather condition.

TABLE II: Simulation overview

Component Details
Ground Station Altitude: 0 km

Antenna: 2 m diameter
Location: Noordwijk, Netherlands
Season: Summer

RIS-HAPS Altitude: 18 km
RIS surface: 1.5 × 1.5 m

Satellite Altitude: 550 km
Antenna: 1 m diameter

Eavesdroppers Antenna: 0.5 m diameter
Weather condition Strong rain (ITU-R 1817-1)

TABLE III: Parameter overview

Name Sign Value
Frequency f 240 GHz
Noise temperature T 303.15 K
Bandwidth B 10 GHz
Transmit Power P 10 W
RIS/antenna efficiency η 0.65
Troposphere altitude ht 9 km
Ground wind speed ωg 21 m/s
Beam slew rate ωs 0.02 rad/s
Ground level C2

n Aground 1.7× 10−14 m2/3

Polarization tilt τ 45°
Freezing level altitude h0 2.6 km
Eavesdropper FoV β 40°
HG asymmetry factor g 0.2
HG anisotropy weight f 0.5

Fig. 4: Legitimate SNR for amplification factor αm.

B. Multiplicative Fading

Since the total path loss in a ground station–RIS–satellite
link is the product of the path losses of its two segments, the
overall loss is typically several tens of dB higher than that
of the direct ground station–satellite link [21], [54]. Figure 4
shows the SNR of the legitimate ground station–satellite
link versus amplification factor. Diminishing returns appear
beyond 60 dB due to noise from active RIS amplification. The
active RIS outperforms the direct link only above 23.48 dB
amplification.

To overcome the multiplicative fading while preserving mar-
gin for hardware impairments, noise-figure degradation, and
limited power, we set the per-element amplification to 30 dB.
State-of-the-art Complementary Metal-Oxide-Semiconductor
(CMOS) reflection amplifiers at F-band deliver 28 dBi of gain
with practical power consumption and noise figures [55], and
experimental active RIS elements have demonstrated up to
40 dB per-element gain [56]. Hence, 30 dB is both feasible
and sufficiently conservative.

C. Effect of Weather Conditions

To explore the effect of different weather conditions, given
in Table IV, Fig. 5 shows the atmospheric attenuation coef-
ficient αatm for a range of frequencies for a moderate C2

n.
At lower frequencies, more severe weather conditions result
in increased attenuation. However, at higher frequencies, the



Fig. 5: Atmospheric attenuation vs frequency under different
deather conditions (C2

n = 10−15).

influence of weather becomes less significant, as attenuation
due to atmospheric absorption is already dominant.

TABLE IV: Weather conditions and corresponding parameters
(based on ITU-R P.1817-1)

Label Rain Rate [mm/h] Visibility [m]
Drizzle 0.25 18100
Light rain 2.5 5900
Average rain 12.5 2800
Strong rain 25.0 1900
Storm 100.0 770

D. Secrecy Capacity (SC) Evaluation

To analyse the model, we consider different eavesdropper
locations. The results are presented in Fig. 6 for the direct
scenario and in Fig. 7 for the RIS-enabled HAPS scenario.
Most notably, for both the RIS-enabled HAPS and the direct
scenario, there is an insecure area where Cs = 0, indicating
that the eavesdropper experiences a higher SNR than the
legitimate receiver. This shows that THz SatCom uplink is
vulnerable to eavesdropping attacks. Importantly, this insecure
region is centred along the channel between the legitimate
transmitter and receiver. However, the RIS-enabled HAPS sce-
nario results in a smaller insecure area compared to the direct
transmission scenario for similar SNR. Additionally, only the
first link between the ground station and the RIS is vulnerable,
as we observe that from the RIS to the satellite there is no
insecure area. This is because scattering and rain attenuation
are negligible at these altitudes, making eavesdropping due to
scattering effectively impossible.

Fig. 8 presents the minimum and maximum secrecy capac-
ities observed across all eavesdropper locations within the X-
range [−20, 20] km and Y-range [0, 25] km, for the direct and
RIS-enabled scenario. The upper bound of the Y-range corre-
sponds to the maximum operational altitude of a HAPS [11].
Figure 8 supports the insights drawn from Figs. 6 and 7: under
all weather conditions, both scenarios exhibit insecure regions
where secrecy capacity is zero. However, these insecure areas
are consistently larger in the direct transmission scenario. This
observation is further supported by Fig. 9, which catego-
rizes the spatial distribution of secrecy capacity into discrete

(a) Ground station to Satellite connection.

(b) Ground to Satellite connection (zoomed on lower alti-
tudes).

Fig. 6: Secrecy Capacity in Gbps distribution for 2D positions
of the eavesdropper for the direct scenario.

performance ranges. In the RIS-integrated HAPS scenario,
all insecure regions are smaller and the direct transmission
scenario consistently exhibits larger insecure areas across all
weather conditions. In the strong rain scenario specifically, the
unsafe area of the RIS-enabled model is 48% smaller, showing
the clear advantage of the inclusion of a RIS-enabled HAPS.

Figures 8 and 9 illustrate a clear trade-off between secrecy
capacity and spatial security under varying weather conditions.
In lighter weather conditions (e.g., drizzle), higher maximum
secrecy capacity values are attainable. However, this comes at
the cost of a larger insecure area. Thus, uplink communication
must be planned strategically: one must either ensure a wider
eavesdropper-free area to transmit at higher rates during light



(a) Ground to RIS connection.

(b) RIS to Satellite connection.

Fig. 7: Secrecy Capacity in Gbps distribution for 2D positions
of the eavesdropper for the RIS-enabled scenario.

Fig. 8: Minimum and maximum secrecy capacity per weather
condition.

Fig. 9: Secrecy capacity area distribution per weather condi-
tion.

Fig. 10: Diameter of unsafe area around link.

weather, or accept lower transmission rates in exchange for
reduced security risk.

The extent of the insecure region surrounding the link is
further analysed in Fig. 10. As shown, the diameter of the
insecure area in the direct transmission scenario increases over
the first 14 km of altitude and then stabilizes at approximately
16 km throughout the remainder of the HAPS operational
range. The RIS-enabled HAPS exhibits an insecure region that
is approximately 33% narrower wide up until the RIS, beyond
which the channel becomes effectively secure. Consequently,
the adversary’s ability to eavesdrop is confined to the region
below the HAPS.

V. CONCLUSIONS

This work has evaluated the security benefits of employing
an active RIS-enabled HAPS in a ground-to-satellite uplink
scenario operating in the 0.1-1 THz frequency band. A com-
prehensive theoretical framework was developed to calculate
the channel coefficients for both legitimate and eavesdropping
links, incorporating key attenuation factors, a NLOS scattering
model, and free-space path loss. Eavesdropping attacks were
simulated across various legitimate communication paths, en-
abling a comparative assessment of the security performance
between direct transmission and RIS-enabled HAPS scenarios.

The results show that THz SatCom uplink communica-
tion is vulnerable to eavesdropping attacks within a non-
negligible area around the communication signal. Additionally,



the results indicate that integrating an active RIS-enabled
HAPS reduces the insecure area by 48%, defined as the
spatial region where the secrecy capacity is zero, provided
the RIS amplification factor is sufficiently high. The analysis
also reveals a strategic trade-off: lighter weather conditions
have larger insecure regions but allow for higher data rates.
Therefore, operators are faced with a choice between spatial
secrecy and data rates.

These findings reveal the vulnerability of direct THz satellite
uplinks to eavesdropping and highlight active RIS-enabled
HAPS as a promising countermeasure, emphasizing the need
for further advancements to enhance physical-layer security.

APPENDIX A
NLOS FACTORS

A. Integration Bounds

To establish the integration bounds, we examine the in-
tersection point between the legitimate links, as described in
Equation (1), and the edges of the eavesdropper observation
field, which is defined by the eavesdropper’s observation angle,
given as

yLX
− yEX

= tan(θX) · (xLX
− xEX

), (26)

with X ∈ {AR,RB,AB} and where θX is the angle at
which the edges of the observation field intersect with the
link. It is defined by the scattering angle αX and the angle of
observation βX

θX =

{
αX − βX/2 for La, Lc, Le

αX + βX/2 for Lb, Ld, Lf

. (27)

La,b = min

[
max

[
yE1 − tan(θ1)xE1

yR−yA

xR−xA
− tan(θ1)

, 0

]
, xR

]
, (28)

Lc,d = min

[
max

[
yE2

− tan(θ2)xE2

yB−yR

xB−xR
− tan(θ2)

, xR

]
, xB

]
, (29)

Le,f = min

[
max

[
yED

− tan(θD)xED

yB−yA

xB−xA
− tan(θD)

, 0

]
, xB

]
. (30)

We can use Equation (1) and similar to find yLX
for a

given xLX
. The distance of the legitimate transmitter to the

eavesdroppers is then calculated as in Equation (2).

B. Solid Angle

The solid angle Ω(xLX
) is the angle formed at the scattering

point LX that defines the spread of the scattered signal
reaching the eavesdropper’s antenna. It quantifies how much
scattered signal from the communication path is captured by
the eavesdropper, and is given as

Ω(xLX
) =

Aeff

[(xEX
− xLX

)2 + (yEX
− yLX

)2]
3/2

·

(xEX
− xLX

) + (yEX
− yLX

) tanα√
1 + tan2 α

, (31)

with receiving effective antenna aperture Aeff and scattering
angle towards the eavesdropper α.

C. Scattering phase function

The scattering phase function, which represents the Prob-
ability Density Function (PDF) of the scattering angle, is
modelled using a generalized Henyey-Greenstein function as

P (µX) =
1− g2

4π
·
[

1

(1 + g2 − 2gµX)3/2
+

f
3µ2

X − 1

2(1 + g2)3/2

]
, (32)

with model parameters g, f , and µX being the cosine of the
scattering angle at the scattering point (xLX

, yLX
).

The cosine values µX for each eavesdropper EX , with X ∈
{AR,RB,AB}, are computed as

µAR =
A1C1 +B1D1√

A2
1 +B2

1 ·
√
C2

1 +D2
1

(33)

µRB =
C2E2 +D2F2√

C2
2 +D2

2 ·
√
E2

2 + F 2
2

(34)

µAB =
ADCD +BDDD√

A2
D +B2

D ·
√
C2

D +D2
D

(35)

with the components defined as

AX = xLX
− xPX

, BX = yLX
− yPX

,

CX = xEX
− xLX

, DX = yEX
− yLX

,

EX = xLX
− xR, FX = yLX

− yR,

where the point PX is the location of the legitimate transmitter.
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