
SHED-SPKI: Scalable Public Key 
Infrastructure for Large Constellation 

Secure Communications

Scalable Public Key Infrastructure for Large Constellation Secure 
Communications ESA Contract No. 4000143927/24/NL/RK

Dr.-Ing. Ferdinand Brasser



Dynamic Space Networks
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Scalable Secure Communication

– Asymmetric cryptography enables secure 
communication without pre-shared keys

– Public keys can be shared openly over untrusted channels

– Symmetric session key established via handshake 
protocol

– Handshake relying on the correct public key

– Ensuring authenticity and integrity of public keys is 
essential

– Handshake protocol needs to be efficient

– Public Key Infrastructure (PKI) provides an internet-
proven trust framework

– TLS1.3 provides a standardized and flexible handshake 
protocol

•Asymmetric cryptography enables secure communication without pre-shared keys



Existing Revocation Checks

Online Certificate 
Status Protocol 

(i.e. on-demand check)
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Modern alternatives to Lists
(e.g. CRLite, Let’s Revoke)

CA
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Stapling heavy on 
communication
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Scalable PKI: Epidemic Revocation

Inter-Domain Arbiter
A
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Inter-Domain Arbiter
C

Deterministic
structure

Collaborative 
updating

Ø Ø Ø Ø Ø Ø Ø Ø Ø Ø

Sparse Merkle 
Tree

Distributed repair
algorithms

“V’CER: Efficient Certificate Validation in Constrained Networks”, Koisser et al., USENIX Security 22



Experiments and KPIs



Handshake Delay

Different revocation methods 
with PQC

Different revocation methods 
with traditional asymm. crypto

PQC is fast*

*at least for the reference 
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Handshake Bytes

Different revocation methods 
with PQC

Different revocation methods 
with traditional asymm. crypto

PQC is (very) large 
(in comparison)
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CyberCUBE Experiments

TLS 1.3 with Mutual Authentication 
− Measure the performance of a full TLS 1.3 handshake 

between the satellite and the ground station.
− Metrics: Computational time

              Memory usage
              Processing load
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Cryptographic Primitives
− Assess the performance of classical and PQC 

algorithms in core cryptographic operations
− Operations: Key generation

                    Signing
                    Signature verification
                    Key exchange
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Revocation Strategies and Operations
− Evaluate the efficiency of certificate revocation mechanisms
− Operations: Verification of Merkle Tree Proof-of-Inclusion (PoI)

                    Application of PoI revocation updates
                    Processing of Let’s Revoke Updates
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Secure Boot

Zero Trust Concepts

Arm TrustZone
TPM

Fuzzing

SBOM

OT Asset Management

Real-time Hypervisor

IP Protection

Public Key Infrastructures

CVE Scanning

Security Designs

Attestation
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