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Secure communication
protected against
eavesdropping and
manipulation

-
Trustworthy collaboration

across domains }

Integration of novel
services and systems

\_

Continuously evolving
ecosystem of use cases
and applications
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Scalable Secure Communication

— Asymmetric cryptography enables secure
communication without pre-shared keys

— Public keys can be shared openly over untrusted channels

- Symmetric session key established via handshake
protocol
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Existing Revocation Checks
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Scalable PKI: Epidemic Revocation
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Experiments and KPIs
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Handshake Delay
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PQC is fast™ = N More complex
@ revocation check adds
- significant delay

*at least for the reference
Implementations we measured =
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Different revocation methods Different revocation methods
with PQC with traditional asymm. crypto
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Handshake Bytes

|
PQC is (very) large
(in comparison)

10 kB -

Handshake Network Overhead

1 kB A

Different revocation methods Different revocation methods
with POC with traditional asymm. crypto
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CyberCUBE Experiments

TLS 1.3 with Mutual Authentication

— Measure the performance of a full TLS 1.3 handshake
between the satellite and the ground station.
— Metrics: Computational time

Memory usage Cryptographic Primitives
Processing load — Assess the performance of classical and PQC
algorithms in core cryptographic operations
— QOperations: Key generation
Signing
Signature verification
Key exchange
Revocation Strategies and Operations
— Evaluate the efficiency of certificate revocation mechanisms
— Operations: Verification of Merkle Tree Proof-of-Inclusion (Pol)

Application of Pol revocation updates
Processing of Let’s Revoke Updates
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Fuzzing
Attestation
IP Protection

Secure Boot
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