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Goals

Estimate the impact of soft errors on modern
SRAM-based FPGAs

Critical configuration bits analysis

Effective Validation is performed through fault
Injection

Automatic SEU-aware implementation
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Introduction

* Single Event Upset (SEU) might result in data
corruption, transient disturbance, high current
conditions

» Affects many types of devices and
technologies

* SEU can, if not handled well, cause unwanted
functional interrupts or in worst case
catastrophic failures



Introduction

* Reconfigurable devices are very flexible and
ow cost and adaptable to several applications

* Hardening techniques are required in order to
mitigate the probability of soft-errors

* Fast and accurate estimation of the impact of
soft-errors is needed



Related Work

* |[n order to analyse the effects of SEU in FPGA
devices three basic approaches are developed :

Acceleration ground
testing

Fault-injection

Analytical approach

FPGA exposed to a flux of
radiation

Advantages:
* Correct estimation of
SEU sensitivity
Drawbacks:
* High cost
* Permanent damages
of DUT

Insert faults in the system
and monitoring the results

Advantages:
* No permanent
damages
* Cheaper
Drawbacks:
* Huge time is required

Based on synthesis tool and
software programs

Advantages:
* Reducing time
* No permanent
damages
* Low cost
Drawbacks:
* High Effort in the
development phases




Analytical approach:
The Xilinx Essential Bits

* Configuration memory bit classification

“Xilinx essential bits technology uses
an algorithm to identify which
configuration bits are the essential
bits.

If an essential bit is upset, it changes
the design circuitry. However, the
upset might not affect the function of
the design”

Device
Configuration Bits

Essential Bits

Prioritized
Essential Bits
[Xilinx Application Notes XAPP538]

Critical Bits

K338 01 _D20d412



Analytical Approach: VERI-Place

* Configuration memory bit classification

VERI-Place analysis

“The tool identifies a bit as critical if it
affects a resource of the circuit and the
effect can be propagated to the output
of the circuit considering its redundancy
and logic masking”

Device
Configuration Bits

Essential Bits

Prioritized
Essential Bits

Critical Bits

X33E_01_D20d12



VERI-Place core

* VERI-Place consists of an algorithm executing
the following steps:
— loading the circuit description

— performing the topological analysis considering all
the possible configuration memory modifications
and providing Error Rate

— generating placement constraints oriented to the
reliability



The flow of VERI-Place tool - Analysis
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The flow of VERI-Place tool - Analysis

Original Bistream

Configuration

Generator —

Resource classification

Direct Routing
Constraints (DRC)

FPGA configuration memory coordinates

Resource allocation

Classification
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The flow of VERI-Place tool - Analysis

Original Bistream

Direct Routing
Constraints (DRC) In order to provide fine
results, the iterations

number must be
statistically relevant

Configuration
Generator

Resource allocation

(greater than 50.000)

Ilterations

Classification
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VERI-Place execution flow
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VERI-Place execution flow

e Soft Errors Accumulation
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VERI-Place execution flow

e Soft Errors Accumulation
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VERI-Place execution flow

e Soft Errors Accumulation

FPGA configuration
memory

FPGA array
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VERI-Place Error Classification

The accumulation is performed in the following
steps

— An SEU is selected from the SEU list

— The circuit graph topology is modified according
to the SEU type

All the modifications correspondent to a single
configuration memory bit are accumulated

The final graph topology is evaluated

— In case of structural modification: the effect is
classified as an error
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VERI-Place New features

* Overall logic and routing resource exposure
* Global sensitive bit report

e Critical sensitivity Heat Map for Programmable
Interconnection Points (PIPs)

* Generation of the error rate figure on the
basis of bit-flip accumulation ratio and
expected Flip-Flop switching activity
(maximum and minimum)
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The VERI-Place tool is online

 VERI-Place software executable and User
Manual are available online

* Example on B14 plain and X-TMR designs

www.cad.polito.it

The VERI-Place Algorithm uco- 12062019

The first software for accurate Soft-Error effects analysis and mitigation on
Xilinx SRAM-based FPGAs has been developed at Politecnico di Torino

The VERI-Place software tool performs the Soft-Error Analysis and the Placement of circuits on
SAAM-based FPGAs oriented to the Soft-Error mitigation.

A free-executable version of VERI-Place only tuned for the Xilinx Virtex-5 Genesys board is available for
download.

....................................

—

Predicted Soft-
H&Eﬂ ! Error Rate
s Fault Injection .,
\ Error Rate )
g F—
VERI-Place VERI-Place "/ . -

executable user manual

..................................
uuuuuuuuuuuuu
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A A

VERI-Place: the designer flow

Analysis of the critical bit sensitivity

Analysis of the Single Event Upset Assumption
Analysis of the SEU accumulation and breakeven point
Radiation-environment error rate prediction
Application of the mitigation rules
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Critical bit sensitivity reports

* VERI-Place reports the number of logic and
routing resources potentially critical
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Critical bit sensitivity reports

* VERI-Place reports the number of logic and
routing resources potentially critical
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Single Event Upset Assumption

* Asingle SEU is analyzed considering logical
masking and redundancy
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SEU accumulation
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Scrub-rate breakeven point
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Radiation-environment prediction

* VERI-Place error rate is computed in two
different ways:
— Minimal switching activity
— Maximal switching activity
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Mitigation

* The VERI-Place tool is able to execute
— Re-placement
— Re-packing

* The constraints are compliant with the Single
Fault Assumption rule

* VERI-Place manages
— Placement of CLB carry logic
— Placement of CLB packed TMR
— TMR LUT packing
— RAM resource checking
— UCF packing and area group files for Xilinx tools



Experimental Demo Setup

e DUT—SoC ARM Cortex-MO0O DS on Xilinx Virtex-5

HCLK
50MHZ
10OMHz Processor
CMO-DS Resource | ARM SoC
Reset SynchReset (master) [elns Plain

Synchronizer SIIC? 962/28 800
Register
i't'f? 3,563/28.800

AHB-Lite S

Memory
Blocks 16/7680

FPGA XC5VLX50T

Tx Rx LED[7:0] 29



Experimental Setup - Workload

e Test program: Bubble sort algorithm

» Generate random vector: vector of 1,500
elements with numbers in the range 1 — 100,000

» Up-order: output through UART all the elements
in up-order

» Down-order: output through UART the vector in
down-order

» We consider an error when the report results
stored in the host machine is different with a
golden copy (no fault injected)
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Experimental Results

* Exposed bits

Resource name ARM SoC Plain
Logic 19,536
Routing 110,422

* Exposed bits logic resources data

Resource name ARM SoC Plain
Used RPM 1,328
Not used RPM 2,992
Total PIP 55,211

RPM: Routing Programmable Matrix
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Experimental Results

* Critical resources Heat map generated

* The Heat map provides a
valid instrument to visually
identify critical resources in
the design under test




Comparative analysis

* Comparison of the Error Rate: Fault-injection & VERI-

Place
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Mitigation — SEU Assumption
* VERI-Place applies the Reliability-oriented rules

Comparative 5000runs 1 SEU accumulated
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Demo

 ARM XTMR on Virtex-5 and Artix-7

— Fault injection execution
— VERI-Place execution



Roadmap

VERI-Place firstué
Xilinx MCU ‘

04
?1;- STAR vO/RoRA vO

g4 Xilinx Spartan Il — Virtex |
jsiLAR V1/RORA v1
Xilinx Virtex Il

- Full XTMR

STAR V2/RoRAV3
SCU Virtex 4
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Thank you!



Spare slides



An example: original circuit

* The bitstream * The original netlist
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An example: sensitive bit

* The bitstream * The corrupted netlist

circuit is ;
created

OO0l O0O|([OC|O|O
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An example: sensitive bit

e The bitstream

L

* The corrupted netlist




An example: 2-bit
accumulation

* The bitstream * The corrupted netlist

TS

= A short circuit

= . []

= Is created —

| and other —
effects are =

s inserted

42



itivity

TMR vs Plain SEU sens
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