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1. Introduction

With the increasing complexity of exploration rovers, satellites, and space probes, it has now become a challenge
to prove that these systems will behave appropriately/safely in all situations that they may encounter. Such
systems make use of complex hardware equipment, but also increasingly complex software which must be
trusted at the appropriate level of confidence in terms of correctness as well as robustness. To this end, we
present an evolution of the LAAS architecture for autonomous systems, and its tool GenoM. This evolution
relies on the BIP component-based design framework, which has been successfully used in other domains such
as embedded systems. Particularly, we address the componentization of the functional level, the synthesis of an
execution controller for it, and how we verify whether the resulting functional level conforms to properties such
as deadlock-freedom. Our approach has been fully implemented in the LAAS architecture, and the
implementation has been used in several experiments on a real rover and a simulated satellite. Finally an
extensive campaign of robustness testing has been conducted.
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We focus here on the functional layer, aiming in
particular at improving the execution control
- capabilities by addressing the internal execution of
g the modules. In the current approach, the modules
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@D\, W 4 poster are generated thanks to a tool called GenoM
(Generator of Modules), according to a generic
activities scheme (figure on the left).

2.1. The BIP framework

BIP (Behaviour, Interactions and Priorities) is a framework for modelling, generating and executing
heterogeneous real-time programs. It uses model-based and component-based paradigms with rigorous definition
and separation of structure and behaviour. The composition operator allows incremental construction and
preservation at run-time of proven-by-construction properties. The objectives of the study are to benefit from
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these characteristics, without losing the modular and layered organisation. Towards this end we elaborated a tool
that automatically transforms GenoM modules into BIP, thanks to generic BIP models of GenoM services.
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3. Experimentation
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We have experimented successfully the approach on two case studies, one using a simulator of an earth
observation satellite (with representative mission software previously developed as a layered decisional
architecture with GenoM modules at functional layer) and one on a real robot and its simulator. The
experimentation confirmed the feasibility and interest of the approach. The automatic transformation covers all
the software (of the functional level), completed of course by the manual definition and incorporation of the
properties to be ensured at run-time

4. Validation, Robustness testing

In addition to the application of formal validation techniques
(with D-Finder, a compositional incremental verifier of safety I
properties and absence of deadlocks), we set up an extensive
robustness testing campaign. We focused on time related
errors (modifying the ordering or timing in sequences of
requests to the functional layer), using the incorporated safety
properties as robustness oracle.

In addition to direct results in terms of robustness evaluation
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the approach proved very useful as a support to design
through the identification of subtle faults.

5. Conclusion and perspectives
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The study confirmed the expectations with respect to formal
component-based approaches with proven-by-construction preservation at run-time of stated properties. We
elaborated an automatic transformation tool and a complete framework and tools for robustness testing, and
experimented the complete approach on real case studies representative of complex autonomous space systems.
Further steps are still needed to prepare direct application in space programs or other critical autonomous
systems, including the qualification and real-time performance of generated code and the maturity (ease of use)
and qualification of support tools. We are also investigating a support to the definition, formalisation and
incorporation of the properties of interest. Finally we are working on the robustness testing approach which is
very promising even beyond the scope of this study but needs additional techniques and tools in particular to

facilitate the analysis of observed results (“false alarms”).
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