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Objectives of the HASDEL project

» Objectives

» Analysing the specific needs of launcher systems in the domain of
RAMS (Reliability, Availability, Maintainability and Safety) analysis

» Extending the COMPASS toolset with these specific needs
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» Launchers and space transportation vehicles specificities
= High level of criticality
» Hard real time requirements
= Functional complexity
» RAMS requirement complexity (e.g. management of redundancies)
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Avionics v Electr_ical model
v" Functional model

Architecture v Error model

< Communication_network

v Electrical model > v Electrical model
v" Functional model v" Functional model
v" Error model v" Error model
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The HASDEL Approach: Flow

% Faults . Fault
Modelling Library v
‘ Fault %

Propagation
% ¥ Modelling
Error Model
System & Fault
Injections
@ ¥
Model

Extension

Extended
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Property _
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The HASDEL Toolset

» Comprehensive toolset

» Modelling in SLIM, a variant of ?O‘AADI.

» Implementing the V&V flow and analyses illustrated in previous slides
» Based on state-of-the-art model checking tools
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SLIM language
» HASDEL enables modelling of:

= Behaviour using modes and states
» Data shared by connections and flows

» Timed/hybrid dynamics using clocks and continuous variables

device gpsDevice

-~ B
Acquisition
\.k 4

within
10 sec
to 10 min

feat
measurement : out data port bool default fals€
end gpStrewess
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SLIM: Timed Failure models

* An example: modelling error propagation
» First transition with probabilistic rate
= Next transition with time delay

L

|
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Fault injections

* Nominal and failure models are coupled by fault injections

» Example:

+

Error Made
Implementaktion: 'equipment::gpsErrnr.i

State; ipermanent_FailurE

Mew Fault Injeckion

Mominal Model
Instance: i.gps-#..gps

Dakta element: [me asuremenk

EFfect: False]

| Dpiscard | |

=“When the error state is permanent_failure,

gps.measurement becomes false”
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Timed Property Patterns

= HASDEL enables modelling of properties via instantiation
of property patterns

» Classes of property patterns

A () COMPASS Toolset <2> e
» Functional patterr . — 3 =
Categorles 3 _Eﬂtterns ]
n Eg’ absenceGIc Al propositional
. Propositional absenceGlobal
] Tlmed patterns Functional existenceGlobal
| Timed |universalityGlobal | o
. Eg absence T‘ Probabilistic precedenceGlobal ne unlts
responseGlobal
u PrObabIIIStIC patte | responseExist [ ;
= E.g., probabilistic eattermn story stween Time1 and
Tlme2 Wlth prObE | The atomic proposition |dpu.cr'nd always holds.

Desmﬁ;titm [Correctness ]
l @ Discard J I@ Cnnﬁr‘mJ
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Timed Failure Propagation Graphs (TFPGS)

» Graph-like formalism to describe failure propagation
= Faults
» Interaction between different faults (AND/OR semantics)
= Propagation delays (time intervals)
= Context information (system modes)
» Effects of fault propagation (discrepancies)
= Observability (monitored and non-monitored discrepancies)

* TFPGs can be used for diagnosis and prognosis
* TFPG analyses supported by HASDEL

» Validation of a TFPG with respect to a system model
» Validation of TFPG as a model for diagnosis
= Automatic synthesis of a TFPG from a system model

HASDEL @ AIRBUS  —>< RWTHAACHEN

Hardware Software Dependability for Launchers DEFENCE & SPACE FONDAZIONE UNIVERSITY

09/12/2014  pl3



An Example TFPG

0, O] {ALL
Genl_off O OH

Gen2_off

[0, 0] {ALL}

Failure
Mode

Non-monitored
discrepancy

[0,3 1{P.S1}

Monitored
discrepancy
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Sens2_off
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discrepancy
(OR)

[0, 0] {ALL}
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Fault Detection, Isolation and Recovery (FDIR)

» Diagnosis system
= Plant (Physical Device) in closed
loop with a controller

Control

N

= Control is responsible for Output Input
commanding actuators measgrements Fommands
state estimation
= Diagnosis tracks the hidden state Diagnosis

of the plant over time

hd
Actuator

Physical Device

Sensors

= Partial observability
= Only a limited number of Plant
observables (sensors) are
available
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Timed FDIR Analyses

» Timed Diagnosability Analysis
» Check if there exists a diagnoser that can infer at run-time accurate and

sufficient information to diagnose system properties (e.g., occurrence of
faults)

= |t helps identifying if enough observables are available for building an
FDIR sub-system

» E.g.: “fault F is diagnosable within T time units”

* Timed FDIR effectiveness analysis
» Check the effectiveness of an existing FDIR sub-system
= Fault detection, fault isolation and fault recovery analyses
» E.g.: “fault F can be detected by the FDIR sub-system within T time

units”
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Probabilistic risk an

» Performability analysis
» Investigate model
reliability
* Numerical analysis

= Based on Markov Chain
model checking

= Statistical analysis

= Based on Monte Carlo
method

alysis

ssion

Probability
s ©

analysis (or auto):

COMPASS Toolset

(]
Esion Validation Correctness | Performability Safety FDIR
Results
Probability [ 5%,
Settings
Error bound |0.011
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Fault Tree analysis

» Supports Fault Tree generation and evaluation

sensors.output =15

F

H421060e-02
C=35921060e-01

P =9.850200e-03
C = 9.850200e-02

P = 9.850200e-03
C = 9.950200e-02
I

Al
C =9.950200e-02
[ 1

P y— - MEE erE e mie ] i T8 Tt eE ey

Fault Tree |Failure Mode | Fault Tolerance
Generation Effect Analysis Evaluation

e e

(Dynamic) Fault
Tree Verification

(Dynamic) Fault
Tree Evaluation

P =9.950200e-03
C = 9.850200e-02

F = 9.850200E-03 F =1.000000E+00 F = 9.850200E-03 F=1.000000E+00

= And Verification

Cumulative Distribution Function
/J; -
E3
i 0.8 4
F=9.850:

> 0.6 4
3
@
a
2

< 0.4 E

0.2 1

0.0 L | L |
121416 20 40 60 80 100
Upper time bound
Maximum Probability: 16.1 %
Settings
You can run Fault Tree Verification CSL probabilisticExistence ~ ‘
fault_cfg_1 o 100
s e M el e | .| .

HASDEL

Hardware Software Dependability for Launchers

AIRBUS

DEFENCE & SPACE

=14

FOMNDAZIOMNE
BRUMNC KESSLER

RWNTHAACHEN
UNIVERSITY

09/12/2014  pl8




Agenda

= Introduction — Objectives of the HASDEL project
* The HASDEL approach

= UJse cases \

» Equipment reintegration J
= ATV data handling system architecture

» Demonstration

= Conclusion
HASDEL [@ AIRBUS =—5< RWTHAACHEN |
Hardware Software Dependability for Launchers @ DEFENCEL&,SSF’ACE ﬁﬁ!ﬁ%& UNIVERSITY

09/12/2014  pl19



Equipment reintegration

Off

Hot_ Failure Failure

Wait /

Transient_Failure End _Of Transient_ Failure

Transient
failure
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Equipment reintegration modelling principle

Electrical model

power

[ Booting J

not
power

within
30 sec

! to 30 sec

e

Functional model

l

[Acquisition}

within
30 min
to 30 min

A 4

hawe

within

10 msec to l @activation
500 msec { OK }

Error model

|

Transient Hot
failure failure
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Simplified FDIR

gps_on
—— Init

within 31 min to 31 min

gps = false
within 600 msec to 600 msec
| reset_gps
gps = false
monitor
gps = true
HASDEL - RWTHAACHEN
Hardware Software Dependability for Launchers @ EQI!IB\ICBEESSF’ACE mrwﬂ?gz:u‘sm UNIVERSITY

09/12/2014  p22



Agenda

= Introduction — Objectives of the HASDEL project
* The HASDEL approach

= UJse cases \

» Equipment reintegration

» ATV data handling system architecture J
= Demonstration
= Conclusion
HASDEL 9 AIRB = RWTHAACHEN
Hardware Software Dependability for Launchers @ DEFENCEL&,SSF’ACE ﬁmﬂﬂ?ﬁé UNIVERSITY

09/12/2014  p23



Thruster
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Fault Tolerant Computer model

HASDEL

deadl (
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Properties

Property type Property description

expectedTime “The expected time to reach a state
where the proposition not failure holds.”

longRunAverage “The long-run average time spent In
states where the proposition not failure
holds.”

el ELIIIRVEWER A “The probability that not failure holds
continuously within timebound [ O min , 2
min |”
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Functional view

The sensor provides correct measurement

_—
G
N )

within
10 sec
to 10 min

device gpsDevice
features

measurement : oUydata port bool default false;
end gpsDevice;

device IMprmaggtation gpsDevice.i

acquisition -[ within 10 sec to 10 min ]-> active;

e gpsDevice.i;

HASDEL
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Electrical view

power
[ Booting J
within
not
30 sec
power  to 30 sec

e

HASDEL

system gps

end gps;

system imp

end gps.i;

features
measurement : out data port bool default false observable;
powerOn . in event port;
powerOff . in event port;
Measurement IS

lementation gps.i provided On|y in OnMOde

subcomponents
gps : device gpsDevice.i in mode

modes
offMode : initial mode;
booting : mode urgent in 30 sec;
onMode : mode;

transitions
offMode -[ powerOn ]-> booting;
booting -[ within 30 sec to 30 sec]-> onMode;
booting -[ powerOff ]-> offMode;
onMode -[ powerOff ]-> offMode;
offMode -[ powerOff ]-> offMode;
booting -[ powerOn ]-> booting;
onMode -[ powerOn ]-> onMode;

Hardware Software Dependability for Launchers
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Error view

error model gpsError Probability of failure
end gpsError;

occurrence

error model implementation gpsError.i

events
transient_fault or event occurrence poisson 0.01 per
hot_fault . error event occurrence poisson 0.01 per day,
permanent_fault T™®sagovent occurrence poisson 0.00
none . error event;

states
ok . initial state;

permanent_failure: error state;

transient_failure : error state urgent in 500 msec;
within OK hot_failure error statei Tri gg ered on

10 msec to transitions activation
500 msec Ok -[ transieyft_fault ]-> transient_failure;
— R tradgient_failure -[ nonegvithin 10 msec to 500 msec ]-> ok;
Transient Hot ok e T ]-> hot_failure;
failure failure hot_failtiee -[ @activation ]-> ok;
transient_ fallure [ @activation ]-> ok;
ok -| perrrearent_fault ]-> permanent_failure;

end gpsError.i;
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COMPASS Toolset
File Edit View Activicies Help

Model Properties Mission Validation Carrectness Perfarmability Safety

Loaded Files Fault Injections

Fil Use : Error Implementation : Error State Effect

“Loaded files

Reload All

« eguipmentigpsErrori ktransient_Failure gps1.measurement = False

" ultinjections

Error Model ailure gps2.measurement != False

Mew Fault Injection el e

FDIR Components snent_Failure gps2.measurement := False
Implementation: |eguipment:gpsErraori

IE FDIR Componen State: permanent_Failure f the error mOdeI
lominal-model)

Root Mominal Medel

Imnlemeankakinn Filaname

“Root elements

Instance: gps4.gps

Dakta element: measuremenkt

Effeck: False|

Discard Injeck

Compiler Logging Extended Model Mekrics




s

Caktegories
All
Propositional
Functional
Timed
Probabilistic

Pakttern Skory

COMPASS Toolset =2»

Patterns
propositional
absenceGlobal
existenceGlobal
universalityGlobal

precedenceGlobal

responseGlobal

responseExist

The expected time to reach a state where the proposition

Hpu.cr‘nd

holds.

Description: Time to reach correctness

s

Categories
AlL
Propositional
Functional
Timed
Probabilistic

Pakttern Skory

The probability that Hpu.cmd

timebound [ 0 min : 2 min

Descripktion:

| @ Discard | | % Confirm |

COMPASS Toolset =2»

Patterns

| probabilisticinvariance
probabilisticExistence
probabiliskicUnkil
probabilisticPrecedence
probabilisticResponse

absence

existence

holds continuously within

Probability of correctness

| @ Discard | | % Confirm |

Categories
All
Propositional
Functional
Timed
Probabilistic

Patbern Story

The atomic proposition

Descripkion:

s

Categories
AlL
Propositional
Functional
Timed
Probabilistic

Pakttern Skory

Correctness

Hpu.cr‘nd

COMPASS Toolset <2

Patterns
propositional
absenceGlobal
existenceGlobal
universalityGlobal

precedenceGlobal

responseGlobal

responseExist

always holds.

| @ Discard | | % Confirm |

COMPASS Toolset =2»

Patterns

| longRunfverage
probabilisticinvariance
probabilisticExistence
probabilisticUntil

probabilisticPrecedence

probabilisticResponse

absence

The long-run average time spent in stakes where the proposition

Hpu.cr‘nd

holds.

Description: Average time of correctness

| @ Discard | | % Confirm |




Random simulation

sh (. COMPASS Toolset

i
File Edit View Activicies Help

Model Properties Mission Validation |Carrectness Perfarmability Safety

Froperties Model Deadlock | Model Zeno Time

Simulation || Checki Checki Analysi Di
Name ecking ecking nalysis ivergence

| Model extended by Fault injections

Random (») Run  Length: 10 (=) Restart (%) Jump Fai I u re O CC u rren Ce

% Simulation

Mame Step1 Step2 Step3 Stepd Steps Stepé Step? Step8 Step9 Step10 Skepii
Fdirl _E_#delta [\] 0 1/3600 17500 0 1/3600 0 0 0 1/3600

Fdir1_val_agps

gps1_activated

aps1_do_powerOff |—|

gps1_do_powerOn |_|
aps1_do_#tau |—|

gps1.error t_Failure hot_failure [hioE_Failure | hot_Failure [hot_Failure hot_Failure hokb_Failure | hot_failure [hek_Failure

gps1._errorSubcomponent_activated

gps1._errorSubcomponent_do_#hot_Faulk -

aps1._errorSubcomponent_do__resetEvent

gps1._errorSubcomponent_do_#tau

agps1._errorSubcomponent_reactivated

gps1._errorsubcomponent_t_#delta

apsi.gps_activated

gps1.gps_do_#tau

gpsi.gps.measurement

L4 Stored: Mo Filter = #JEdit W




Simulation guided by transitions

- g COMPASS Toolset
File Edit View Activicies Help

Model Properties Mission Validation |Carrectness Perfarmability Safety

Froperties Model Deadlock | Model Zeno Time

Simulation || Checki Checki Analysi Di
Name ecking ecking nalysis ivergence

| Model extended by Fault injections

An available transition
has to be selected

Mame Impl Stepi1 Mame

Guided by Transitions w @ Restart (::) Jump

% Simulation

v Extended__avionics1.i Bus.mode

Fdir1 (1) Extended_Fdir1_gps_Fdir1.i dpu.mode

v| gps1 (3) Extended_gps1_gps1.i init fdir1t.mode

_errorSubcomponent (2) gpsErrort.mplementation acquisition gps1.gps.maode

aps Extended_gps1_gps_gpsDevicel.i oFftode gps1.mode

mission Extended_mission_mission1.i

ground mission.mode

mode

Transitions

% offiviode -[_errorSubcomponent.hot_fault when _errorState = _ok]-> offiviode;

Mame: .*mode Stored: Mo Filcer #JEdit &




Simulation guided by transitions

W COMPASS Toolset
File Edit Wiew Activicies Help

Model Properties Mission Walidation |Carrectness Performability Safety FDIR

No more transitions available

Simulation || Checki Checki Analysi Di
Mame ecking ecking nalysis ivergence

| Model extended by Fault injections

Time passing has
to be defined

Plscrete Transitions | Timed Transitions Stepz2 Mame
Bus.mode

Guided by Transitions \_g} Restart (#) Jump

% Simulation

Constraints about time duration:
dpu.mode

Ma Conskraint init starting fdirt.mode

acquisition acquisition gps1.gps.mode

Mo constraint

offtode oniode gps1.mode

ground ground mission.mode

mode

Stored: .No Filcer o wIEdic &




Model checking

COMPASS Toolset
File Edit Wiew Activicies Help

Model Properties Mission Walidation |Carrectness Perfarmability Safety

Properties Model Deadlock | Model Zeno Time

Simulation = Checking Checking | Analysis = Divergence
Farmula

The atomic propaosition not dpu.Failure always holds,
< Run Model Checking Model extended by Fault Injections

?> Model Checker Options:
No results ko show

There are no results to show at the momenk

Selection of a
properties




Model checking

W COMPASS Toolset
File Edit Wiew Activicies Help

Model Properties Mission Walidation |Carrectness Perfarmability Safety

Properties Model Deadlock | Model Zeno Time
i i i Checkin isi i
e e, Simulation | Checking 9 | Analysis | Divergence

| Correctness & The atomic proposition not dpu Failure abways holds,
< Run Model Checking Model extended by Fault Injections

* Model Checke

The propertyis true up to bound 10
The LTL property:G not dpu.failure has been Found true up ko bound 10.

The property is proved correct




Time divergence analysis

COMPASS Toolset
File Edit View Activities Help

Model Properties Mission alidation |Carrectness Performability Safeky

Properties Maodel Deadlock | Model Zeno Time

i i i i isis || Divergence
MC :Formula Simulation | Checking | Checking | Analysis g

< Run Time Divergence SAT Bound: Model extended by Fault Injections

+| Enabled - Clocks Bounds - Time Scale Unj

v Fdirt._t 0.0 The clock Fdir1._t is " UNBOUMDED "
o gpsl.gps._t 0.0 The clock gps1.gps._t is " UNBOUNDED "

o mission._t 0.0 The clock mission._t is " UNBOUNDED "

The model is iIncorrect

Mo Results ko show.
There are no results to show at the moment,




Generation of Fault Trees




Generation Timed Failure Propagation Graphs

Sensl off
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The HASDEL Toolset

= Distribution
= Freely available for ESA member states

» Released under variant of GPL (GNU Public License) - restriction to ESA
member states + some back-ends released under FBK's Additional
Components License

» Needs ESA approval for export outside ESA member states

http://compass.informatik.rwth-aachen.de
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Conclusion

» Some improvements still needed for deployment
= Semantics of some language constructs

» Link with SysML tool

* Improve performances on the analysis tools

*» But HASDEL could bring great benefits

= |t allows early RAMS analyses before the actual development
» RAMS analyses are automated

http://compass.informatik.rwth-aachen.de
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{ Thank you for your attention Fa

Any question ?

David Lesens david lesens@astrium.eads.net
B Joost-Pieter Katoen katoen@informatik.rwth-aachen.de
Alessandro Cimatti cimatti@fbk.eu
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